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[MrabntHbin Multi-WAN VPN-
MapuwpyTmnsatop SafeStream TL-
R600VPN

TL-R600VPN

OnucaHune

1 rurabuTtHein nopt WAN, 3 HacTpamBaeMbix rurabutHoix WAN/LAN n 1 rurabutHbein LAN-nopT obecneymBatoT
BbICOKOCKOPOCTHOE MOAKJII0YEHME MO NMPOBOAHOWN CeTU

Mopaep>xka npotokonos IPsec/PPTP VPN, ogHoBpeMeHHasa nogaep»xka 8o 20 tyHHenen Ipsec VPN n 16 TyHHenen
PPTP VPN

MexceTeBom 3kpaH SPI 1 3awmnTa oT DoS-aTak No3BonAT obe3onacuTb KOMMbOTEP OT BONbLLIMHCTBA Yrpo3 n3
NHTepHeT

Hape>kHas 3aimTa OT MOMHUIA A0 4 KB MakCMManbHO 3alMTUT Balln CPeACTBa, BJIOXKEHHbIe B obopyanoBaHue
Noppnep>xka IGMP Proxy u Bridge gns IPTV Multicast

[MrabuTHbIN WKnpokononocHbIM VPN-MapLlwpyTusaTop Ha 6a3e TexHonorum SafeStream ™ TL-R600VPN noaonep>xmBaeT
coeaunHeHne no cetun Ethernet co ckopocTbio 80 ofHOro rurabuTta B ceKyHAyY kak 4epes nopTbl WAN, Tak 1 4epes nopThbl
LAN, 4TO rapaHTUpyeT BbICOKYIO CKOPOCTb NMPOBOLAHOIO COegNHEHMA. Kpome TOoro, MapLpyTm3aTop nogaepXxmeaeTt
HEeCKOIbKO NpoToko0B VPN , MCNOMb3yeT HafeXHYI0 3aLlnTy 1 BbICOKY NPOU3BOAMTENbHOCTL VPN-coeanHeHui, 4To
MO3BOJISIET OCYLLEeCTBNAATb YAaJleHHOe COeANHEHME C MaBHbIM 0(UCOM Ha TOM e ypoBHe 6e30MacHOCTU, YTO 1
HenocpencTBeHHO BHYTpM oduca. TL-R600VPN ncnonb3yeT HECKOIbKO pelleHnin 6€30nacHOCTN, HanpuMep, MeXXCceTeBomn
3KpaH SPI , cBa3ky IP- n MAC-agpecoB o5 3alnTbl CETU OT BONbLIMHCTBA N3BECTHbIX aTak. TL-R600VPN - noeanbHbin
BbIOOp AN ManeHbKMX 0hUCOB, KOTOPbLIM TpebyloTcs Hegoporne n HagexHole VPN-peleHus.

Bbicokasa 6e3onacHocTb VPN-coeguHeHun TL-R600VPN noanep>xnuBaeT HECKOJIbKO NpoTokosioB VPN, Bktovas IPsec u
PPTP, n B To )xe BpeMs MOXeT nponyckaTb Tpaduk IPsec/PPTP/L2TP. MapLpyTn3aTop OCHaLLleH BCTPOEHHbIM
annapaTHbIM MexaHu3mom VPN, 6naronaps KOTOPOMy yCTPOMCTBO NOAAEPXKMUBAET N KOHTponvpyeT Ao 20 Lan-to-Lan
IPsec n 16 PPTP VPN-coennHeHunn. PaclumnpeHHble pyHKLUUK VPN BKIOYAOT: WNgpPoBaHue
DES/3DES/AES128/AES192/AES256, ayTeHTudgunkaunio MD5/SHAL, pyyHoe/ IKE yrnpaBieHune n 0CHOBHOW/arpecCuBHbIN
peXXvMbl COrsiacoBaHus.

PasnuyHble byHKLUMU 6Ge3onacHocTU [115 3alUnThl OT BHELHMX Yrpo3 MapLupyTu3aTop TL - R600VPN ocHalleH
aBTOMATUYeCKOM 3alLUTON, KoTopas obHapyxuBaeT 1 6nokupyeT DoS -aTaku, Takue kak TCP/UDP/ICMP Flooding , Ping of
Death n gpyrue. MapwpyTtusaTtop noanep>xxmsaeT punbTpaumo no IP-agpecy/MAC-agpecy/0OMeHHOMY UMEHN, YTO B
3Ha4YUTENIbHON Mepe npefoTBpaLlaeT aTakn 3/I0yMbILLJIEHHVMKOB U 3aliuLaeT OT BUPYCOB. B OTHOLLEHUN NPUSTOXKEHUN
FTP, TFTP, H .323 n RTSP, KOTOpble HE CINLLKOM XOPOLLO COBMeCTUMbI C MapLupyTu3aTopamu NAT, TL-R600VPN
No3BOJISET OAHUM LLENYKOM MbILIN MPefocTaBuTb ALG BbIGOp COOBTETCTBYHIOLLErrO MPUJIOXKEHNSA U3 YIMTOMAHYThIX BbILLE.
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