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MapuwpyTtunusatop Cisco 3945E (HekoHaOMUNA,
OTCYTCTBYET O[IHO U3 ABYX KpenaeHnn Mmoayns
pacLlnpeHuns)

CISC0O3945E/K9 (HekoHauuma 1)

OnuncaHue

B cTaHpapTHYO KOMNeKTauuio BxoauT: 1Gb Dram namsaTtu n 256Mb Compact Flash, 1 6510k nutanus AC

Cisco® ISR 3900 — cepusi MapLpyTU3aTOPOB C MHTErpaLunern cepBnucoB, pa3paboTaHHas Ha OCHOBaHUM 25-neTHero
onbiTa Cisco B 061aCT MHHOBALMIA 1 CO34aHUA NepefoBbiX pelleHnn. ApXUTEKTypa HOBbIX naTdopm obecneynsBaeT
NoAAEPKKY C/ieAyioLLLero aTana pa3BuTnsa uananos opraHn3aumii, NnepeHocs MyabTUMeAnnHblIe CPeACcTBa COBMECTHOM
paboTbl 1 cpencTBa BUPTyanM3aLnm Ha YpoBeHb punana 1 no3Bosss CyLLeCTBEHHO COKPaTUTb OnepaLnoHHble
n3pepxku. Mnatdopmbl Ha 6a3e MmapLlipyTnsatopos Cisco ISR BTOPOro MOKOIEHMS MO3BONAIOT peLlaTb He TOJIbKO
CerofHsALWHNE 3afa49u, HO U Te 3a[,@a41, KOTOPble BO3HNKHYT B OyyLleM, MOCKOJIbKY B HUX MCMOJIb3YIOTCA MHOTOAEPHbIE
npoLLeccopbl, NOAAEPXKMBAIOTCHA BbICOKONPON3BOAUTESNbHbIE CUTHaNIbHble npoLeccopbl (DSP) aons pacwuvpeHns
NepcneKTUBHbIX BO3IMOXHOCTEN nepeayv BUAEO, UCTOJIb3YIOTCS MOLLHbIE CEPBUCHbIE MOAY /M C MOBbILLEHHOW
OOCTYMHOCTbIO, cpeacTBa KomMyTaumm Gigabit Ethernet c nogaep>xkon pacwmpeHHonm cneuyndpurkaunm POE, a Takxe
HOBbl€ BO3MOXXHOCTM yrNpaBiieHNs U MOHUTOPUHIa noTpebneHns sHeprun. Kpome Toro, HOBbI YHMBEpPCasbHbIA 0bpa3
onepaunoHHom cuctemsbl Cisco IOS® n moaynb Services Ready Engine no3sonsaoT pa3fesvTb pa3BepTbiBaHUE
obopynoBaHusA 1 NporpaMmmMHoro obecrneyeHus, TeM cambiM obecneyrBas Hafle)XHY0 TEXHOOMMYECKY0 OCHOBY,
CrnocobHyto 6bICTPO afanTUPOBaTLCA K MOCTOAHHO N3MeHALWMMcA TpeboBaHMAM K ceTu. B Liesiom MmapLupyTusaTopsl
Cisco cepumn 3900 obecrneymBatoT becnpeLefeHTHOE CHU)XEHNE COBOKYMHOM CToMMOCTM BnageHus (TCO) 1 BbicoYanmni
YPOBEHb FMBKOCTN CeTU, KOTOPbIEe NOALEPKNBAIOTCA UHTEIIEKTYaslbHbIMW CPeACTBaMM MHTErpauny ay4Ywmnx B 0Tpacan
cpencTs obecneyveHnsa 6e30NacHOCTU, CUCTEMbl YHUMDULMPOBAHHbBIX KOMMYHUKALUA, TEXHOJIOMNIA CO3AaHNA
6ecnpoBOAHbIX CeTeN 1N NPUKIaAHbIX CEPBNCOB.

0630p NpoaykKTa

Cepus Cisco® 3900 ABnaeTcs pa3BUTUEM JlyyLLENn B CBOEM Kacce cepumn MmapLlupyTusaTtopos Cisco ¢ uHTerpaumen
cepsucos 3800 1 cocTonT 13 ABYX niaTgopm (cM. puc. 1): mapwpyTmsaTtopos Cisco ISR 3925 n Cisco 3945. Oba
MapuwpyTumsaTopa Cisco ISR cepun 3900 nogaep>XnBatoT BCTPOEHHbIE CPeACTBa annapaTHOro yCKopeHus WwindposaHuns,
CN10TbI LNGPOBLIX CUFHaNbHbLIX NpoLeccopoB (DSP) ans o6paboTku ronoca n BUAEO, LOMOJHUTENbHbBIA MEXCETEBOM
3KpaH, CUCTeMy NpeaoTBpalLLeHNs BTOP)KEHU, cuctemy o6paboTkum BbI3OBOB, CpeACTBa FOJI0COBOW MOYThI U CEPBUCHI
npuaoXxeHui. Kpome Toro, nnaTdopMbl MNOAAEPKUBAIOT LUMPOYANLLNIA CMEKTP NPOBOAHbIX 1 6eCNPOBOAHbLIX
MHTepdencos, Takmx Kak T1/EL, T3/E3, xDSL, MefHbIN 1 ONTOBOJIOKOHHbIN GE.

MapwpyTmnsaTtopbl Cisco ISR cepum 3900 obecrneymBatoT BbICOYANLLYIO MPOU3BOANTENBHOCTb U FTMOKOCTbL pa3BepThiBaHUSA
ceTeln B opucax Kak ManblX, TaK U KPYMHbIX MPeanpuaTuim, Npyv 3TOM 3TU MapLUPYTU3aTOPbl XapaKTEPU3YIOTCA JyHLIUMN
B OTPac/i1 NoKasaTenaMn oOKynaemoCcT NMHBECTULMIA.

OcCHOBHble Bu3Hec-npeumMyLLecTBa

MapLpyTursaTopbl C UHTErpaumen cepsmcos BTOporo nokoneHus (ISR G2) obecneynBatoT BbICOHaNLLYO CTENEHb
MHTerpaumm n HacTporkuy cepncos. PaspaboTaHHas ¢ y4eToM TpeboBaHuUM K MacwuTabupyemocTun, MoaybHas
apxXuMTeKTypa 3TuUxX naaTdopM No3BoOASET HapalwmBaTb U a4anTMPOBaTb UX BO3MOXXHOCTW B COOTBETCTBMU C PasBUTUEM
Ballen opraHmsaumn. busHec-npenmyuiectsa MmappyTmsatopoB Cisco ISR cepun 3900 nepeyncneHsl B Tabanue 1.

Tab6nuua 1. BusHec-npeuMyLiecTBa MapwpyTtusatopoB Cisco ISR cepuu 3900

MpenmyuwiecTso OnucaHune

WNHTerpauns MapwpyTunsaTopsl Cisco ISR cepum 3900 obecrneymBatoT NOBbILUEHHYO MHTErpauuto

CcepBuNCOB CEepBUCOB Mepefayn roaoca, BUAEO, AaHHbIX, obecrneyeHns 6e3onacHOCTU n
MOBUNBHOCTU.

ManiiinvTimaTonki Ciccn ISR cenmia RANN nTRMUAKNTCG OT ANVIAY MANITINVTIARATANNR
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cemencTBa Cisco ISR G2 BbicoYanLlen NMPonU3BOANTENIbHOCTbIO U MJIOTHOCTbLIO CIOTOB, YTO
obecne4ynmBaeT KOMMaHNAM MaKCUMasbHYO MHTErpaLunto CeEpBNUCOB U COKpalleHne
obuiero o6bemMa KanuTasbHbIX U 3KCMJIyaTaLWOHHbIX PAaCcX040B.

B ka>xgoMm ISR G2 ncnonb3yeTtca egnHbI yHUBEpCaabHbIn 06pa3 onepaumoHHON CUCTEMBI
Cisco IOS®. EguHbIn nporpaMMHbI obpa3 coaep XUt Bce Habopbl hyHkuni Cisco 10S,
KOTOpble aKTUBMPYIOTCSA NPY NOMOLLM MPOrPaMMHON NLLEH3MN. DTO NO3BONAET BaLLen
opraHmsaumm 6bICTPO pa3BepThiBaTb paclUMpPEHHbIe DYHKLNK, HE 3arpy>kas HOBbIN obpa3
10S. Onsa nognepXXKn HOBbIX (PYHKLIMOHAJIbHbIX BO3MOXKHOCTEN yBenn4eH ob6bemM namMaTun
B KOH(Mrypaumm no yMmoa4aHuio.

Moaynb Cisco Services Ready Engine (SRE) peann3syeT HOBYIO 3KCMlyaTaLMOHHYIO
MoJesib, MO3BOJIAOLLYI0 CHU3UTb KanuTajbHble pacxoabl (CapEX) v BbIMOAHUTb
pa3BepTbiBaHME BCex HeobX0AMMbIX CEPBUCOB MPUSIOXKEHUN HA OAHOM NHTErpMPOBaHHOM
BbIYMCANTENIbHOM Moy e.

MapwpyTusaTtopsbl Cisco ISR cepum 3900 MoryT pa3BepTbiBaTbCs B BbICOKOCKOPOCTHbIX
cpenax WAN n obecne4ynBatloT BbICOKY COBOKYMHYO MPOMYCKHY CMOCOBHOCTb
ofHOBpeMeHHOo paboTatownx cepumcos (150 M6ut/c ons mapwpyTtunsatopa Cisco 3945 un
100 M6uT/c onsa mapwpyTtmsaTopa Cisco 3925).

MynbTurnrabutHasa KOMMyTaUUOHHasA CTpykTypa (MGF) obecrneymBaeT BbICOKYO
MPOMYCKHYI0 CMOCOBHOCTb MeXMOAYJIbHbIX kaHasoB 6e3 yuiepba ans
MPON3BOANTENIBHOCTU CUCTEMBI MapLLUPyTU3aLnN.

Pa3zpaboTaHHas onsa yoosneTBopeHns 6nsHec-noTpebHOCTEN 3aKa34mMKoB, MOAYIbHas
apxuTeKkTypa MapwpyTusaTtopos Cisco ISR cepum 3900 nogaep>KMBaeT LUMPOKUIA CAEKTP
NMPON3BOANTENBHOCTU MOAYJIbHbLIX MHTEP(ENCOB 1 CEPBNCOB, KOTOPbIE MOTYT
yCTaHaB/IMBATbLCS MO Mepe U3MeHeHNs NoTpebHOCTeN BalLen ceTu.

MonaynbHasa MaTepuHCKas nnaTta moaynsa SPE (Services Performance Engine)
obecneynBaeT BO3IMOXKHOCTb MOBbILEHWNS BbIYUCINTENIbHON MOLHOCTY CUCTEMbI B
bynyuem.

[Ba BCTpoeHHbIX 6/10Ka NuTaHns obecrneymBaloT pe3epBUpPOBaHME CUCTEMbI MUTaHUS,
TaK>Ke UX MOXXHO HaCTPOUTb Ana obecnevyeHnss OMOJIHUTESIbHOrO NMUTAaHNSA OKOHEYHbIX
YCTPOWCTB Mo TexHonorum ePOE.

MonaynbHble MHTepdencol 06n1anaT NOBbLILLEHHON NPOMYCKHOM CNOCOBHOCTLIO,
noaAep>XUBalOT pa3/indyHble BapuaHTbl MOAKIIOYEHNSA 1 obecnevynBaoT
O0TKa30yCTOMYNBOCTb CETMU.

B apxutekTypy MapwpyTmsaTtopoB Cisco ISR cepumn 3900 3an0XeHbl cnenyoLine
dyHKLMN 3HeprocbepexxeHuns:

MapwpyTunsaTtopsbl Cisco ISR cepum 3900 obecneymBaloT MHTENNIEKTYalIbHOE ynpaBaeHune
3/1IeKTpoNUTaHMeM 1 NO3BOSET 3aKa34ynKy perynmposaTb dHepronoTpebneHne moaynemn
B 3aBUCMMOCTM OT BPEMEHM CYTOK. B fanbHelwem niaaHupyeTcs peaan3oBaTb
nognepxky texHonormm Cisco EnergyWise.

MoAynbHOCTb M MHTErpaLmna CeEpBNCOB B paMKax eaAnHON naaTdopMbl, BbIMOSHSAOLWANA
MHOXXeCTBO (hYHKLMI, ONTUMU3NPYET pacxol MaTepuasoB Npu N3roTOBAEHUN U
notpebseHne sHeprum B npouecce sKcnayaTayumu.

MbKoCcTb NAaTdopMbl U HEMPEPbLIBHOE pa3BUTUE KaK MPOrpaMMHbIX, Tak M annapaTHbIX
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BO3MOXXHOCTEW, MPOANEBAET XXUIHEHHbIN LKA NPOAYKTOB N COKpaLLaeT BCE aCMNeKTbl
COBOKYMHOW CTOMMOCTW BnageHus (TCO), BkAOYasA NCMOIb30BaHNE MaTEPUAIOB U
s3HepronoTpebneHue.

Ka)kgaa nnatdopma cHab)XeHa NCTOYHUKaMWN NUTaHMSA C BbICOKUM KT,

3almTa nHBeCTULNIN MapwpyTmnsaTopsl Cisco ISR cepum 3900 obecrneymBaloT MakCUMabHYO 3aLLUTy
WHBECTULNN, NooaepXKUBas:

B0O3MO>XHOCTb MOBTOPHOIO NCMOJIb30BaHNS 0BLLIMPHOro CNeKTpa CyLLEeCTBYIOLLNX
Monaynen, noanepxmsaemolx MmaplpyTtmnsatopamu Cisco ISR npenbigyuiero nokoneHus,
obecnevnsaeT cHMKeHne TCO.

LLnpokuit Habop nporpaMmHbix pyHKUMiA Cisco 10S, nepeHeceHHbIX ¢ naaTdopmbl Cisco
ISR nmpepbiayLlero NoKoJIEHNS N BHEAPEHHbIX B €AUHbIA MPOorpamMMHbI 06pas.

MapwpyTunsaTopbl Cisco cepum 3900 xapakTepusyTCsa r’MOKMMN BO3MOXKHOCTAMM
HapalLlMBaHMS NPON3BOANTESNILHOCTU MO Mepe pacClNpeHns CeTU:

Mo,u,yanaﬂ MaTepUHCKada njaTa SPE obecne4mBaeT rmbkKocTb MogepHuU3aunnm B
Bynywem.

Bbico4anlume nokasaTesnm NJA0OTHOCTU MOD,yJ'IEI7I obecneymBaloT HEO6XO£I,I/IMyIO rmbKoCcTb
onsa D,O6aBJ'IEHI/IH CepBMCOB Mo Mepe yBen4eHnsa I'IOTp66HOCTe|7| bu3Heca.

MPUHATBLIA NO yMON4aHUIO 06beM NaMsATU, paBHbIn 1 F6anT, obecneymBaeT 4OCTAaTOUYHbIN
3anac Ona cBefeHus yCuamin no moaepHusaumm obopyioBaHMS Ha MecTe aKcryaTauum
K MUHUMYMY.

ApXxMTeKTypa U MOAYJILHOCTb CTPYKTYpa NaaTgopMbl

MapwpyTunsaTtopsbl Cisco ISR cepun 3900 CKOHCTPYMPOBaHbI 4151 yA0BIETBOPeHUs TpeboBaHU COBPEMEHHbIX
NMPUIOXKEHWI ANa PUINanoB, a r’MBKOCTb X apXUTEKTYPbl MO3BOJSISET 06ecneynTb NOALEPXKKY NMPUJSIOXKEHUN, KOTOpble
noaBaTcA B byayuwem. MoaybHas apxuTekTypa co3faHa A5 NOALEPXKKUN pacTyLwmx TpeboBaHW K MPOMyCKHOW
cnocobHocTn, TDM-coeanHEHNI 1 MOJIHOCTbIO MHTErPUPOBAHHOIO pacnpefesieHns CUCTEM NMUTaHUA MOLYJeN,
NoALEPKMBAOLWMNX IEKTPONUTAHNE BHELLIHUX YCTPOMCTB no cTaHgapTam 802.3af Power over Ethernet (PoE) n Cisco
Enhanced PoE (ePoE). B Tabnuvue 2 nepeynciieHbl NpenmMyLLecTBa 1 BO3MOXKHOCTY apXUTEKTYpbl MapLupyTusaTopos Cisco
ISR cepum 3900.

Tabnuua 2. DyHKLNOHANbHbIE BO3MOXXHOCTHU U NMPenMyLLLeCTBa apXUTEKTYpbl

OYyHKUMOHaIbHbIE MpenmywecTsa
BO3MO>XHOCTU apXUTEKTypbl

MoaynbHas niaTdopma MaplpyTusatopsl Cisco ISR cepumn 3900 sBS0TCSA NNATHPOPMON C BbICOKOM
CTerneHbio MOAYJIbHOCTU, B KOTOPOW MPefyCMOTPEHO MHOXKECTBO CJ/I0TOB AJ14
CTaHOBKU MHTEPMENCHbIX MOAYIEN U CpefCcTBa pa3BepTbiBaHNSA CEPBUCOB,
yZOOBJIETBOPSAIOLLME Pa3/IMiHbIM TpeboBaHMAM K ceTaM uamasos.
MpMeHeHne Taknx MapLIpyTM3aTOPOB NO3BOJISET BOCMNOJIb30BaTbLCA
LIMPOYaNLLMM CMEKTPOM CeTeBbIX MoAy e, obecrneynBatoLLnX BO3MOXKHOCTb
BblbOpa MHO>XKeCTBa BapnaHTOB NoAkstoYeHns kK cetn LAN n WAN. Kpome Toro,
3TV MOLYN NOALEPKMBAKT BO3MOXHOCTb 3aMeHbl Ha MecTe 3KCrJlyaTaumumn
obopynoBaHMA 1 MNO3BONSAIOT BbIMOJHUTL MOAEPHMU3ALMIO MapLUpyTu3aTopa 6e3
3aMeHbl NMaaTgopmbl.

Monynb SPE Cisco B MapwpyTusaTopax Cisco ISR cepun 3900 obecneynBaeTt
BO3MO>XHOCTb MOBbILLEHNS MPOU3BOAUTENIBHOCTN MapLUpyTM3aTopa C NMOMOLLbIO
MOOEPHU3MPYEMON Ha MeCTe 3KCrJlyaTaumm MaTepuHCKon nnaTel (Mo mepe

e mmtaiam mAia At rtamraa \
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MapuwpyTmnsaTtopsbl Cisco ISR cepnm 3900 ocHaLLeHbI
BbICOKOMPOM3BOANTENbHBIMUA MHOMOAAEPHbLIMY NPOLLeccopamm, MO3BONAOLLNMMI
BbIMNOJIHUTb pacTyLmne TpeboBaHMa K ceTaM (PUINanoB, BKIOYaa BbICOKYO
NPOnNyCcKHYy cnocobHocTb nogkntoyeHns kK WAN 1 BO3MOXKHOCTb
oaHoOBpeMeHHOM paboTbl MHOXECTBa CEPBUCOB.

BcTpoeHHble cpencTBa annapaTHOro yCKopeHus WwndposaHns 6biimv
yCOBEpPLLEHCTBOBaHbI A1 MOBbILEHNSA MacllTabupyemocTun. B coveTaHnm
pononHuTensHon nuueHsnen Cisco |0S Security oHu no3BonsloT obecneynTb
6e30macHOCTb NOAKJIYEHMSA K rnobanbHOM ceTu 1 pa3BepHyTb cepBuchl VPN
(yckopeHue wingpoBaHna peann3oBaHo Kak ons IPSec, Tak n SSL).
BcTpoeHHoe obopynoBaHMe LWMPOBaHMS 3aMeHSeT N NPeBOCXOANT Mo
npon3BoANTENbHOCTM MoAy M AIM npeablAyLLero noKoseHus.

B mapwpyTtmnsaTtopax Cisco ISR cepum 3900 BnepBbie peain3oBaHa
MHHOBALMOHHAs MybTUrurabuTHaas KOMMyTaLMOHHasa CTpykTypa (MGF),
obecneymBatowas apHEKTMBHbLIN OOMEH AaHHLIMU MEXOY MOAYNAAMU U
HernocpeaCcTBEHHOE B3auMOAENCTBME CEPBUCOB MEXAY MOAYSAMU Mpu
0OHOBPEMEHHOM CHUXXEHUN Harpyskm Ha NpoLLeccop MapLupyTusaTopa.

CepBuCbl CUCTEMbI YHUPULMPOBAHHBIX KOMMYHUKALWIA B hunnane MoryT 6biTb
CYLLLEeCTBEHHO pacLUMpPEHbI MPU NCMOJIb30BAHUM B apXUTEKTYpPE CUCTEMBI
CTPYKTYpbl KOMMyTauum TDM-KaHanoB, YTO NO3BOMAET YBENYNTb EMKOCTb
KaHanos DS-0.

MapwpyTunsaTopsbl Cisco ISR cepum 3900 obopynosaHbl Tpems WAN-nopTamum
10/100/1000 Ethernet.

OBa n3 Tpex WAN-nopToB 10/100/1000 Ethernet mapwpyTunsatopos Cisco ISR
cepun 3900 nooaep >XMBAOT UCMOIb30BaHME NMNOAKIOYAEMbIX MOAY1eN C MasibiM
dopM-thakTopom (SFP — Small Form-Factor Pluggable) (BmecTo noptoBs RJ-45),
obecneyrBasi BO3SMOXXHOCTb NMOOKJIIOYEHNSA K BOJIOKOHHO-OMTUYECKON JINHNN
CBS3U.

NHHOBaLMOHHbLIN KOHCONbHbLIN USB-nopT obecnevynBaeT BO3SMOXXHOCTb
NOAKIOYEHMS ANA YNPAB/IEHNSA C YCTPONCTB, B KOHCTPYKLUN KOTOPbIX HET
nocnepoBaTeslbHbIX MOPTOB.

Tak>xe [OCTYMHbl 06bI4HbIA KOHCOJMIbHLIA MOPT U NopT AUX.

BO3MOXHOCTb MOAEPHM3aLNM BHYTPEHHEr 0 NCTOYHUKA MUTaHUSA U
obecrneyeHna NMTaHNA LOMNOJHUTENbHbBIX BCTPOEHHbBIX MOAy el KoMMyTaunm (B
COOTBETCTBUM CO co cTaHpapToM 802.3af POE n cTaHOapTHbIMU
cneundrkaumsamm BHyTpeHHero nutaHusa Cisco).

B nepcnekTuBe ans mapwpyTtmnsaTopos Cisco 3925 n 3945 BynyT BbiMycKaTbCA
[OMNONHUTENbHbIE 6/10KN MUTAHNA MOCTOAHHOIO TOKa. TO pacLUMPUT
BO3MOXXHOCTW pa3BepTbiBaHNSA 060py0BaHNA [0 YPOBHSA LEeHTpasbHOro odurca
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1 cpedbl MPOMbILLIJIEHHOr O NpearnpuaTtna.

LONONHNTENbHbIA BHELLHWIA MapwpyTunsaTtopsbl Cisco 3925 n 3945 nogaep>XmBatoT pes3epBrpoBaHmne

pe3epBHbI 610K NUTaHUA CUCTEeMbl MMTaHNSA C MOMOLLbIO AOMO/HUTEIBHOr0 BCTPOEHHOIO Pe3epBHOro

(RPS) 6/10Ka NUTaHWS, 4TO NO3BOJISET CHU3UTb BPEMS NPOCTOA CETU U 3alUNTUTb CeTb
oT cboes.

Ecnu mapwpyTtusaTtopbl Cisco 3925 n 3945 obopynoBaHbl ABYMS BCTPOEHHbLIMU
6710KaMn NUTaHns, OHNM MoryT paboTaTb He B peXXume pe3epBrMpoBaHnA
nUTaHUA, a B HaCTpanmeaemMoM pexume ycuneHus PoE, B pesynbTaTe Yero
MOLLHOCTb cucTeMbl POE nnaTdopMbl yBenn4YnBaeTCcsa noyYTu BABOE MO
CpaBHEHNI0 C HOPMaJibHOW MOLLHOCTbLIO 1 No3BosseT obecnevynTb NOAOEPKKY
OOMOJSIHUTEsIbHbIX NOpTOB POE.

MbKoCTb pa3BepTbiBaHUSA MapuwpyTunsaTtopsbl Cisco 3925 n 3945 npenHa3sHa4vYeHbl 419 UCNOJIb30BaHNA B
cpenax NEBS.

BO3MO>XHOCTU U npevMmyuiectBa MOAYJIbHOCTHU

MopaynbHas apxuTekTypa MaplipyTusaTopos Cisco cepun 3900 (cm. Tabnnyy 3) obecneymBaeT HaAeXHY0 3alnUTy
MHBECTULNI 3aKa34nKoB. BONbLWMHCTBO MoAyien, CoO3aHHbIX A8 MapwpyTur3aTopos Cisco npeablayLmnx noKoAeHun,
Takunx Kak cepua 3800, nogaepxmeatoTca MmapipyTtusatopamum Cisco cepum 3900. Kpome Toro, aTm Mogyam mMoryTt
MNCMNoJsib30BaTbCA B APYrux MapLupyTunsaTtopax Cisco, 4To obecrneynBaeT MakCMMasibHYO 3alUUTy MHBECTULNNA. K
npenmMyLecTBaM TUMOBbIX MHTEPMENCHBIX KapT MO BCEN CETU OTHOCATCSH 3HAYNTENbHOE CHUXKEHNE CJIOXKHOCTH
yrpas/ieHns pecypcamu, yrnpoLleHne 3anycka KpynHbIX ceTen n yHudrkaumm KoHpurypaumn duananos pasHblx
pa3mepos.

MoNHbIN CANCOK MOoAyen, NogaepxmeaemMblx MapLpyTusatopamm Cisco cepum 3900, Bkntodas moaynum SFP, npuseneH
Ha web-cTpaHuue //www.cisco.com/go/3900

Ta6nuua 3. MoaynbHOCTL — (PYHKLUOHAJIbHbIE BO3SMOXKHOCTU M NPeuMyLLecTBa

Mogaynn ISR MpenmywecTsa
Moaynb Cisco Services B mapuwpyTtmnsaTopax Cisco 3925 u Cisco 3945 ucnonb3lyeTcs Moaynb Services
Performance Engine (SPE) Performance Engine (SPE) c BO3MOXXHOCTbIO 3aMeHbl Ha MecTe

3KCMyaTaumm —oCob6eHHOCTb, XapakTepHasa TOJIbKO AJ1S MapLUpyTU3aTopoB
Cisco ISR cepuun 3900. Monynb SPE — moaynbHas MaTepuHCKas niaTa,
KOoTOpas B nepcnekTmee byaeT MoaepHM3npoBaTbCs A0 6osiee BbICOKOro
YPOBHS NPOU3BOAUNTESIbBHOCTH.

MNpumeHeHne gaHHOro Moayns obecrneymBaeT 3alUTy NepBOHaYalbHbIX
nHBecTuumin B nnatdopmy Cisco 3900 B TeyeHne 6osiee NpPoJO/IKNTENBHOIO
rnepuoaa 1 BO3MOXXHOCTb U3MEHEHUs NPOM3BOANTESIbHOCTU MapLupyTu3aTopa
B 3aBMCMMOCTW OT pacTyLimMx noTpebHocTen duanana.

CepBucHbIn Moaynb Cisco CnoT CepBMCHOr0 MOAYNA UCMOJIb3YEeTCS BMECTO C/IoTa CETEBOro MOAYJIA 1
C/0Ta MOAY s paclUMPEHNS ANA FON0COBON N haKCMMUIbHON cBA3M (EVM).
[aHHbIA CNOoT nogaep>xmBaeTcsa B MapwpyTumsaTopax Cisco ISR 3925 n 3945.
Ka)kablln C/oT 418 CEPBUCHBLIX Moay e obnagaeT BbICOKOW NPOMYCKHOM
CnocobHOCTbLIO Nepefayn AaHHbIX

CyMMapHO o 4 Féut/c B HanpaB/aeHUM NpoLeccopa MapLipyTusaTopa
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CyMMapHo fo 2 FbuT/c B HanpaBneHun opyrux moaynen B pamkax MGF

CnoTbl CEPBUCHBLIX Mogynen (SM) BecbMa afanTUBHbLI U NOALEP)KMBAOT
CABOEHHble Moaynun (SM-D), koTopble ABAAIOTCA CEPBUCHLIMU MOAYNSAMUN,
paccyMTaHHbIMM Ha ABa cfaoTa. Mogynm SM-D obecne4vmsatoT mogensam Cisco
3925 1 3945 rnbkocTb B NCNOSIb30BaHNN Moy e 6onbluen
NPoOn3BOANTENILHOCTN.

CnoTbl CEPBUCHBLIX MOAYNEN nNogaepXneatoT BaBoe 60/bLUYy0 MOLWHOCTb
NMATaHNA B CPAaBHEHUW CO C/I0TaMWn CETEBbLIX MOAYEN, MO3BOIAS
yCTaHaBAnBaTb 6osiee coBpeMeHHble Moaynun ¢ 6onee BbICOKOMN
NPOM3BOANTENBHOCTLIO.

ApanTep 4ns ycTtaHoBKM moayneinn obecnevynsaeT ob6paTHYO COBMECTUMOCTb C
CYLLECTBYOWMMN CETEBLIMU MOAYSAMU, PAaCLUMPEHHBLIMN CETEBLIMUN
mogynamu (NME) n EVM.

MnTaHneM COTOB CEPBUCHBLIX MOAYJIEN MOXHO YNPaBsSTb NPU MOMOLLN
pacwmpeHnin, cxogHbix ¢ Cisco EnergyWise, 4To Mo3BoNSieT opraHusaumam
COKPaTUTb U3OEPXKKW Ha anekTponoTpebieHne ceTeBon MHPPACTPYKTYpPbI.
MonHoueHHas nogaepxka EnergyWise 6yaeT goctynHa B 6yayLunx
06HOBNIEHMAX MPOrpaMMHoOro obecneyeHus.

Cnot ana EHWIC ncnosb3yeTcs BMECTO CJ10Ta BbICOKOCKOPOCTHOM
nHTepencHonm kapToel HWIC 1 MoXXeT nogaep>XmuBaTb NUCXOOHBIN PEXUM
HWIC, nntepdencHole kapTbel WAN (WIC), nHTepdhencHble kapTbl 414
nepepayun ronoca (VIC) n KoMbMHUpPOBaHHbIE MHTepdencHble kapTbl (VWIC).
YeTblpe nHTerpmpoBaHHbIx caota EHWIC B mapwpyTmsaTtopax Cisco 3925 un
3945 npepHa3sHayeHbl s 6osiee rimbkuUx KOHMOUrypaLuni.

Kaxxkgbit cnot gns HWIC obnagaeT BbICOKOW MNPOMYCKHON CNOCOBHOCThLIO
rnepefayun gaHHbIX:

CymmapHo fo 1,6 FéuT/c B HanpaBieHnn npoLeccopa MapLupyTmnsaTopa
CyMmMapHoO fo 2 FéuT/c B HanpaBaeHun apyrux moaynen B pamkax MGF

Mpn ncnonb3oBaHMUM CABOEHHbIX MOAYNEN 3aHMMalOTCA ABa C/ioTa Ans
EHWIC. lonyckaeTcsa o4HOBpPEMEHHOE UCMOJIb30BaHMe 00 ABYX CABOEHHbIX
mogynen HWIC (HWIC-D).

OpnuH cnoT ansa ISM obecneyrBaeT BO3MOXKHOCTb YCTAaHOBKM
VIHTEeNNeKTyalbHbIX MOAYJIEN BO BHYTPEHHUIA CNIOT LWaCCu.

Kaxxabin cnoT ISM obnagaeT BbICOKOW MPOMYCKHOW CNOCOBHOCTLIO nepenayn
OaHHbIX:

CyMmMapHo fo 4 FéuT/c B HanpaB/iieHn npoueccopa MapLupyTmsaTopa
CyMMapHO fo 2 F6uT/Cc B HanpaBneHun apyrux moaynen B pamkax MGF

ISM 3ameHseT cnoT AIM, cyuwecTsytowmne moagynu AlIM ciotom ISM He
noALep>X1BaTCA.

MuTaHne Ha cnoTax ISM ynpasnsieTcs paclumpeHnamm, cxofaHeimu ¢ Cisco
EnergyWise, 4To No3BosiIseT OpraHn3aumnsM COKpaTUTb U3LEPXKKU Ha
anekTponoTpebneHne ceTeBO NHPaACTPYKTYpbI. [TosHOLLEHHasa noaaep kKa
EnergyWise 6yneTt noctynHa B OyayLimx o6HOBAEHUAX NPOrpaMMHOro
obecneyeHus.
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CnoTbl Ang MoAysA LUPOBOro CnoTbl gns monynen PVDM3 nognepxueatoT moaynm PVDM3, obecrneynBas
CUrHafNbHOro npoueccopa (DSP) MOBbILLIEHHYI0 MJIOTHOCTb Nepefayn ayamo- n smageoTpaduka.

Cisco ons 06paboTKM ronocoBbIx Kaxkabin cnot gnsa PVDM3 coegnHEH C CUCTEMHOM apXUTEKTYPON 2-
MakeToB BbICOKOM MAOTHOCTU rmrabuTHbLIM CoegUHEHMEM, peaiIn30BaHHbIM B paMkax MGF.

(PVDM3) Ha MaTepunHCKOM naaTe 3awmTa nHBecTnuni B mogyan PVDM2 ocyLecTBAAETCS NPy MOMOLLN

ajanTepa A9 yCTaHOBKM MoAyen.

MnTtaHne Ha cnoTax gna PVDM ynpasnseTcsa pacllMpeHnaMmy, CXoaHbIMn C
Cisco EnergyWise, 4T0 N0O3BOASET OpraHn3aumsamM COKpaTUTb U3LAEPXKKM Ha
snekTponoTpebneHne ceTeBon MHPPACTPYKTYpbl. NosHOLEHHaa nogaep>KKa
EnergyWise byneTt goctynHa B 6yaywmx obHoOBAEHUAX NPOrpaMMHOro
obecneyeHuns.

Cnotbel Compact Flash B KOHCTPYKLMN MapLUpyTU3aTOPOB C MHTerpaumen cepsucos Cisco cepumn
3900 npenycMoTpeHbl ABa BHewHMX cnoTa Compact Flash. Kaxabi cnot
noAAep>XKMBAeT BbICOKOCKOPOCTHbIE HOCUTENN eMKOCTbIo A0 4 IbanT.

MopTel USB 2.0 MoopepxmBaeTcsa ABa BbICOKOCKOPOCTHbIX nmopTa USB 2.0. MopTel USB
obecneynBaloT BO3MOXKHOCTb UCMOJIb30BaHNA aslbTEPHATUBHbLIX TOKEHOB
6e30MacHOCTN 1 YCTPOMNCTB XPaHEHUS AAHHbIX.

MporpammHoe ob6ecneueHue Cisco 10S

MNHHOBaALMOHHbIE BO3MOXXHOCTU MapLUPYTU3aTOPOB C MHTerpaumen cepsncos Cisco cepum 3900 0CHOBaHbI Ha y4LUeln B
oTpacau cneumnanmsnpoBaHHoOM ornepaunoHHon cucteme Cisco 10S. Pa3paboTaHHblie 415 LUMPOKOrO pa3BepTbiBaHUSA B
CaMbIX OTBETCTBEHHbIX CErMeHTaxX KOpnopaTUBHbIX CeTel, ceTen obLiero nosib30BaHNSA N CETEN 0NepaToOpoB CBA3M,
MapLpyTusaTopsbl ISR G2 paboTatoT noa ynpasneHueM MO Cisco 10S Bepcuin 15M n 15T. B HacToswee BpeMs [OCTYMHa
Bepcus 15.0(1)M, obecneymBatoLLan NoAAEP)KKY LUMPOKOrO cnekTpa TexHonorui Cisco, B TOM YUCE HOBbIX (PYHKLNIA 1
CBOWCTB, NOABUBLLUNXCA B Bepcusax 12.4 n 12.4T. MNoasuslwinecs B sepcum 15.0(1)M nHHoBaL MM OXBaTbIBalOT MHOXKECTBO
TexHosIornyecknx obnacrem Taknx, Kak MHopMaLnoHHasa 6e30MacHOCTb, roIocoBas CBA3b, obecrneyvyeHne BbICOKON
[OCTynHoCTHY, IP- MapwpyTusaumusa, rpynnosas agpecauns, obecnevyeHme kayectsa obcnyxmaHusa (QoS), MobunbHOCTb
IP-apnpecoB, nogaep>xka TexHonornnm MPLS, VPN n BCTpoeHHble cpeaAcTBa ynpasneHus. Bepcusa 15.0(1)M y>xke poctynHa
ons mapwpyTumsaTtopos Cisco ISR Bepcum 3900, aTa Bepcus byaeT noaoaepXmBaTbCs 1 B AajibHenweM. bonee noapobHyto
nHpopMauyumto o Bepcum 15(0)1M cM. Ha web-cTpaHuLe://www.cisco.com/go/ios

JinueHnsupoBaHue u komnoHoBka MO Cisco 10S

EnvHbin nporpamMmmHbii obpa3s Cisco 10S coaepxuT Bce dyHKUUM [0S, peann3oBaHHbIe Ha AaHHbIX NaaTdopMax. Ons
paclumpeHns MYHKLNOHAIbHOCTU MapLlpyTn3aTopa AOCTaTOYHO aKTMBMPOBATbL MPOrPaMMHYI0 JIMLEH3UIO 15
yHUBepcanbHoro obpasa. B npeabiayuiemM NoKoaeHNN MapLIpyTU3aTOPOB AOCTYNa n3MeHeHne Habopa hyHKLNI
TpeboBaso 3arpy3ku HOBOro NpPorpaMMHOro obpasa. TexHoornyeckme KOMMNOHOBKM U (PYHKLMOHabHbIE IMLEH3UN,
rnoafep>XXnuBaemMble MHPPACTPYKTYPON TNLLEH3MPOBAHUA UCMOJIb30BaHNUSA NporpamMmmHoro obecneveHuns Cisco, ynpouiatoT
nocTaBky MO 1 CHMXAIOT OnepauMOoHHbIE pacxoAbl Ha pa3BepThiBaHME HOBbIX (DYHKLNNA.

Onsa mapwpyTtusaTtopos Cisco ISR cepuun 3900 JOCTYyMNHbI YeTblpe OCHOBHbIE TEXHOJIOrM4Yeckme nuueHsnn. MNMpouenypa
aKTuBauun nporpaMmmHbix nmueHsnm Cisco onncaHa Ha web-cTpaHuue //www.cisco.com/go/sa. K ynoMsaHyTbIM Bbllle
YeTblpeM NNLEH3NAM OTHOCATCS:

IP Base (6a30Bble MexaHN3Mbl (PYHKLMOHUPOBaHNSA IP-ceTW): AaHHbIN TEXHOJIOrMYECKUI MakKeT yCTaHaBMBaETCA Mo
YMOJTHaHUIO.

Data (nepenaya naHHbIX)

Unified Communications (cuctema yHUpunuUMpoBaHHbIX KOMMYHWKaLLNNA)
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CpencTtBa obecnevyeHus nHdopmaunoHHom 6e3onacHocTu (SEC) nnm cpencrea obecrneyeHns MHOOPMaLMIOHHOM
6e3onacHocTn 6e3 WwugpoBaHus nepegaBaeMbix gaHHbIX (SEC-NPE)

[na nonyyvyeHnsa 4ONOSHUTENbHOW Ny NoApobHOM NHGOoPMaLUKM 0 NnueH3npoBaHum n komnnektaumm MO Cisco 10S pnsa
MapupyTusaTopos Cisco ISR cepuun 3900 noceTuTe web-canT //www.cisco.com/go/3900

OCHOBHble cepBUcbl ans cunuanos

MapLwpyTunsaTtopsl Cisco ISR ABnAAOTCA AyyLLMMK B OTPac/an MapLipyTusaTopamu, obecneymsatowmumm becnperiefeHTHbIN
YyPOBEHb MHTEerpaLumn cepsncos. PaspaboTaHHble 415 yA0BAETBOPeHMs NoTpebHocTen huananos, AaHHbIe NAaTHOPMbI
NMo3BONSAOT CO34aTb MOJIHOLLEHHOE peLleHne, NoAAepKMBatOLLee CEPBUCHI FO/IOCOBOW CBA3M, Nepenayn BUAEO,
6e30nacHOCTN, MOBMILHOCTU 1N CEPBUCOB NPUIOXKEHNA. OpraHn3aLmnum MoryT pa3BepHYTb OJHO YCTPOWCTBO 4SS peLlleHuns
BCEX KOMMYHUKALMOHHbIX 3aflay U COKOHOMUTb Kak Ha KanuTallbHbIX, TaK 1 Ha OnepaLnoHHbIX pacxoaax.

Cepnucu CUCTEeMbI yHHd)VILI,IIIpOBaHHI:IX KOMMyHIIIKaLI,VIIﬁ, COBMECTHOM pa6on.| M LWJII03a FOJIOCOBOM CBA3M

MapwpyTusaTopbl C uHTerpaumein cepsucos Cisco cepumn 3900 npeactaBnsoT cobol 0OCHOBY A1 CO34aHNSA CUCTEMbI
COBMeCTHOW paboTbl B MasoM nan cpegHem guanane, BbIMOIHAA POJib KPUTUHECKN BaX>XHOI0 KOMMOHEHTa apXUTEKTYpbl
Cisco ona nepefayv Buaeo (MegnaceTb) U KOPNOPaTUBHOM CUCTEMbI YHUMDULMPOBAHHBIX KOMMYHUKaLNA. BCTpoeHHbIe
CepBUCbl Nepefayn rosioca n LWNPOKNIM CNekTp nHTepdencos TenedoHmnn MmappyTtmnsatopos Cisco ISR cepun 3900
obecrneymBaloT MaKCMMallbHY0 r’MOKOCTb NMpY pa3BepTbiBaHUM B pacnpefeneHHbix cpefax. PyHKLUMOHNPOBaHME CUCTEMBI
YHUMULMPOBAHHBIX KOMMYHMKaLUIM obecrneynBaeTcsa 3a cHeT NOALAEPXKKN MHADPACTPYKTYpbl 06paboTKn MynbTuMenma n
CpefCTB CUrHaAn3aumm, BKJIOYaAOLWMX MHOXXECTBO NPOTOKOI0B, CPeACTBa Nepefadn MmynbTumMenma, CpeacTsa 3awmThbl
CUrHann3aumMm n nepefaBaeMbiX AaHHbIX, CPeACTBa TPAHCKOAMPOBaHUSA, KOH(epPeHL-CBA3M 1 obecneyeHns KavyecTBa
obcnyxunaHns (QoS). Kpome Toro, MmapupyTtusaTopbl Cisco ¢ MHTerpaumnein cepBncoB NoanepXMBatloT MHOXECTBO
MHTepdEeNnCcoB LLJ030B FOJIOCOBOM CBSA3M, @ Tak>XXe LUMPOKUIA CNEKTP MPOTOKOJIOB CUrHaI3aumnum 1 U3nyecknx ceTeBbix
nHTepdencos. YcoBepLueHCTBOBaHMA MappyTm3aTopos Cisco ISR cepun 3900 B 06/1aCcTy NPON3BOAUTENBHOCTM
MO3BOJIAIOT COTPYAHUKaM punamana ncnonb3oBaTb Te XKe CEePBUCHI U MPUSIOXKEHNSA, KOTOPbIMW MOJIb3YOTCH COTPYAHUKMN
LleHTpasbHOro oduca.

MapupyTusaTopsl Cisco cepun 3900 nogfep>xmMBatoT NPakTMYECKU BCE CYLLLECTBYIOLLME N pa3BMBalOLLMECS CEPBUICHI
nepefiayv BULEO, a TakXXe CpefCcTBa MacliTabnpoBaHua ansa noanepxkm coelaHmii Cisco TelePresence®, obecneyeHus
MHpopMaumoHHOM 6e3onacHOCTK 1 ynpaBieHusa ceaHcamu. PeweHune Cisco Unified Border Element pacwupsieT
BO3MOXXHOCTW CBA3WN TelePresence nns npoBefeHNs COBELLAHWIA C y4aCTUEM COTPYAHUKOB Pa3/IMyHbIX OpraHn3aLnii.

B mapwpyTusatopax Cisco cepum 3900 peann3oBaHa noanepxka HOBOro MOAYSA LMMPOBOro CUrHaIbHOro rpoueccopa
(DSP) Cisco o 06paboTKKM roa10CoBbIX MAaKeTOB BbICOKOW M10THOCTU (PVDM3), KoTopbI b1 cneymanbHO co3gaH ans
NnoALEP>KKW FOJI0OCOBOM U BNAEOCBA3N. HoBble moaynm PVDM3 nopgaepxunsatoT BCe hYHKLMN LLKO3a FOJI0COBON CBA3M,
npucyTcTBoBaBLlme B PVDM npeabiayLmnx nokoaeHu, n o6i1afatoT NoBbILLEHHOW MIOTHOCTbIO U BbIYUCINTENbHOWN
MOLLHOCTbIO ANA yAoBeTBopeHUs TpeboBaHUI NOABAAIOWMXCA MYAbTUMEANAHbIX NpuoXeHuin. MapwpyTunsaTopsl Cisco
ISR cepum 3900 nopgpep>xmeatoT 00 4 BCTPOEHHbIX c1oToB PVDM3 1 No3BONAIOT opraHnu3osaTh 40 768 KaHanoB
cTaHpgapTa G.729a.

Mpuno>xeHue Cisco Unified Communications Manager Express u cpepcTtBa obecneyeHmsa oTKasoyCTOMYUBOCTHU
Cisco SRST

MapLpyTursaTopbl ¢ nHTerpaumen cepsmcos Cisco NpefocTaBNAOT AOMNOJIHUTEbHbIE CEPBUCHI CUCTEMBI
YHUPULMPOBAHHBIX KOMMYHUKaLMIN, peann3oBaHHble B onepaunoHHon cucteme Cisco |0S, 4To no3BosseT yMeHbLWNUTb
KonnyecTBo NT-o60pynoBaHMS U CHU3UTbL COBOKYMHYIO CTOMMOCTbL BlageHus punnanom (TCO). MpunoxeHune Cisco
Unified Communications Manager Express (CME) npegoctaBnaseT wupokun Habop dyHKumn odmcHonm IP-ATC,
VHTErpmpoBaHHbIX B MapLupyTM3aTop A5 MasblX U cpeaHnx dpunvanos. Cpeacrsa obecneyeHnss 0TKa30yCTOMHYMBOCTH
Cisco Survivable Remote Site Telephony (SRST) Takxxe BcTpoeHbl B N0 Cisco I0S 1 ABNA0TCA AOMNOAHUTENbHbIM
KOMMOHEHTOM 4515 MapLipyTusaTtopos Cisco cepum 3900, koTopbin mo3BonseT obecnedynTb becnpepbiBHOE
npepocTaBsieHne COTPyAHMKaM huanana cepBnucoB 1 PyHKLUUI TenedoHUN faxke B Tex CJly4asx, Korga cBa3b C
ueHTpanbHon ATC Cisco Unified Communications Manager HapylweHa. HTerpnpoBaHHOEe peLleHne anas peannsaumm
CUCTEMbI F0JIOCOBOW MOYThI, PYHKLINIA aBTOMaTUYECKOr0 cekpeTapsa U CUCTEMbl MIHTEPaAKTMBHOMO MOJI0OCOBOr0 MEHIO Ha
6a3e Cisco Unity® Express B paMkax MapLpyTumnsatopos Cisco cepum 3900 no3BosseT NpefoCcTaBUTb NOJIHbIA CNEKTP
CEepBUCOB CUCTEMbI YHUDULMPOBAHHBLIX KOMMYHUKaLMWA B paMKax punavana, o4HOBPEMEHHO MOAAEPKNBaAS NyYLLYIO B
oTpacam cuctemy 6e3onacHOCTM B paMKax eguHon nnaTgopMbl.

CepBuchl npuno>xeHuu VoiceXML
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Tak>xe MmapwpyTusaTtopsl Cisco cepun 3900 noaonep>xmneatoT cepBuckl Ha 6ase VoiceXML. VoiceXML siBnsieTcs S3bIKoM
pa3MeTKM C OTKPbITbIM CTaHAAPTOM, UCMOJIb3YOLWUMCS AN Co34aHnsa web-6pay3epoB C roJlI0COBbIM yNpaB/iEHNEM U
npunoxeHun IVR. Tak e, kak HTML no3sosiseT nonyyaTb AaHHble ¢ nomoLublo MK, Tak n VoiceXML no3sonseT nony4aTtb
[aHHble NPY NOMOLLM rOJIOCOBOIr0 yrnpaBieHUs Uav ToHalbHoro Habopa (DTMF). MapwpyTusaTtopsl Cisco cepumn 3900
noagepXXmnsatoT 60/bLLOE YACIO OAHOBPEMEHHO paboTalLwmx CEPBMCOB LLUJt03a FOJI0COBOM CBA3M, COBMELLEHHbIX C
cepucamm VoiceXML: 6onee 300 ceaHcoB Ha Cisco 3945.

PeweHue Cisco Unified Border Element

Moponepxxusaemble MmapLupyTusatopamm Cisco cepum 3900 Bo3moxHoCTU peweHuns Cisco Unified Border Element
HarmpaB/ieHbl Ha yA0BJIeTBOPEHNE (HOPMUPYIOLLUXCA TPebBoBaHM K Y31y NOAKIIOYEHNA KOPMNOPaTUBHOWN CETU K CEeTU
orepaTopa CBA3W Npu pasBepTbiBaHUN CEPBUCOB YHUMDULIMPOBAHHbBIX KOMMYHUKaLWi B hunnanax. Pewenune Cisco Unified
Border Element npenoctasnseT nHTeNNIeKTya bHble PYHKLUU NOrPaHUYHOro 3/1IeMeHTa, Takne Kak usnyeckue n
JIOrYecKmre pasrpaHnyYmTesbHbIE TOYKM U BbIXOAbl, yMPaBiAeHNe CUrHaan3aumen n nepefaBaemMbiMn 4aHHBIMU, @ TakxXe
cpencTBa obecrneyeHns 6e3onacHoOCTU 1 ynpasaeHus. MappyTusaTopsl Cisco cepun 3900 nogaep>xvBatoT BABOE
60osblIEee KOINYECTBO CEAHCOB, YEM MO/ NoAAepXUBaTb MapLupyTusaTopsl Cisco cepun 3800.

I/IHTerpuponaHHaﬂ 3aluuTa CceTu nNpuv nepepavye naHHbIX, BUgeo, rosioca m obecneyeHUn MOOUNIBHOCTHU

CpencTBa 6e30macHOCT HeobX0AUMbI AJ1S 3aLLNThl MHTEJJIEKTYaslbHOW COBCTBEHHOCTM KOMMNaHun 1 obecrneyeHmns
HernpepbIBHOCTY Brn3Heca. OHM Tak>ke MO3BOJIAIOT paclMpuTb pabovee NPOCTPaHCTBO KOMMAHUN 1 BKJIIOYUTbL B paboyni
npoLLecc Tex COTPYAHMKOB, KOTOPbIM TpebyeTca AOCTYN K KopnopaTUBHbLIM pecypcaM B toboe BpemMs 1 13 ntobon ToYKkn
Mupa. MapLipyTusaTopsl ¢ uHTerpaumen cepsucos Cisco cepumn 3900 PyHKLMOHUPYIOT B COOTBETCTBUN C KOHLIeNLUmnen
camo3awmarowernca cetu Cisco SAFE, no3sonsioLwen opraHmsaunsam CBOEBPEMEHHO NAEHTUDHULMPOBATL U 3PPEKTUBHO
npenoTBpallaTh CeTeBble Yrpo3bl 6€30MacHOCTH, @ TakXXe afanTupoBaThCs K HUM. MaplpyTusaTopsl Cisco cepum 3900
NMo3BOJISIOT peann3oBaTh 3alunlLeHHoe busHec-B3anmoaencTemne n obecneymsatoT 6e3onacHyto naaThopmy Ans
COBMeCTHOW paboThl.

JInueH3nsa Ha KOMMNEKT cpencTB obecnevyeHns nHhopmaumoHHom 6esonacHocTy Cisco 10S ans mapwpyTtusatopos Cisco
cepumn 3900 No3BONAET UCMOMb30BATh LUMPOKNUIA CNEKTP 6a30BbIX MYHKLNIA NMHPOPMALIMOHHON 6€30MacHOCTN, TakKnX Kak
pacLUMpPEeHHbIN KOHTPOJb U yrpaBaeHne paboTor NpuIoXKeHnin, 3alimnTa OT Yrpo3 U apXUTEKTYpbl LWN(HPOBaHUS, KOTOpble
no3BoNsT hopMMpoBaTb MacliTabupyemble n ynpasnsembie cet VPN B pamMmkax 0fHOro pelleHuns. MapLlpyTmusaTopsl
Cisco cepum 3900 nogep>xmMBatoT BCTPOEHHbIE CpeACTBa anmnapaTHOro YCKOPEeHUs LWNGPOBaHNS, 4TO NO3BOJISET
MOBbLICUTb MPOMYCKHYI0 CocobHOCTL IPSec Npn 04HOBPEMEHHOM CHU>XXEHUM 3arpy3Ku npoLieccopa MapLupyTusaTopa no
CpaBHEHNIO C peLleHNAMN, NCMOJb3YIOLWMMK TONIbKO NPOrpaMMHble CpeacTBa WwndpoaHus. MapwpyTtusaTopsl Cisco ISR
NMO3BONIAIOT CO3aTb KOMIMJIEKCHOEe 1 rnbkoe pelueHne ona obecnevyeHns 6esonacHoCcTy UIManos, BKJOYaloLLee
cnepyoLimne yHKLMN:

3alunLEeHHbIe KaHasbl CBA3M. 3allMLLEeHHbIe CpeCcTBa COBMECTHOM paboThl ¢ ucnosb3osaHnem GETVPN, DMVPN
nnn Enhanced Easy VPN.

NHTerpnpoBaHHble cpeacTBa ynpasaeHns yrpo3amum. OTpaKeHne KOMMIeKCHbIX CeTEBbIX aTaK 1 yrpo3 npu
rnomoLLn MmexxceteBoro akpaHa Cisco I0S Firewall, 3o0HMpoBaHHOro mexxceteBoro akpaHa Cisco 10S Zone-Based
Firewall, I0S IPS, cpeacts chunbeTpaunm cogepxxumoro |0OS Content Filtering n cpeacts rmbkoro aHannsa nakeTos
(FPM).

YnpasneHne nageHtudnkaunen. IHTennekTyaabHble MeXaHN3Mbl 3aLLUTbl OKOHEYHOro obopyaoBaHms
MCMNOJIb30BaHMEM TEXHOJIOM NN ayTeHTudrKaumm, asTopmsaumnm n y4eta (AAA), a TakxKe MHHOPaCTPYKTypbl
WnpoBaHMA C OTKPbITHIM Kato4oMm (PKI).

Bonee noapobHas nHhopMaunsa o hyHKLNAX 6€30MacHOCTY 1 peLLeHnsIX, MoAAEPKUBAEMbIX MapLUpyTusaTopamu Cisco
ISR cepun 3900, npenctasneHa Ha web-cTpaHuue//www.cisco.com/go/routersecurity.

CepBuchl opraHmsaumnm 6ecnpoBoLHON CETU U CEPBUCHI MOBUIBHOCTY
OpraHu3sauusa 6ecnpoBOoHON ceTun

Mopaep>xnBas apxmTekTypy YHUdbnumnposaHHom 6ecnposoaHon cetun Cisco, MapwipyTusatopsl Cisco ISR obecnevynsatoT
BO3MO>XHOCTb pa3BepTbiBaHMSA 3alnLLEeHHbIX ynpasasemMbix WLAN, onTUMU3NPOBaHHbLIX AN YAaJ€HHbIX MOWanoK n
hunananos n nogaepxmBatroLLnx cpenctea ana obecnevyeHnsa 6eicTport 6e3zonacHom MOBUABHOCTN, MEXaHN3MbI
0TKa30yCTOMYNBOM ayTEHTUMDMKaLNM N YNPOLLLEHHbIE CpeacTBa ynpasaeHnsa. Moaynb KoHTposanepa WLAN B cocTase
MapupyTmnsaTopa Cisco cepum 3900 No3BOAAET MasibiM N CPeaHUM NMPeanpuaTUSaM 1 dpuamnanam Kopnopawunm
OCYLLEeCTBUTb IKOHOMUNYECKUN 3(hheKTUBHOE pa3BepTbiBaHMe U yrnpasaeHue 3awneHHbiMn WLAN. KoHTposasepsl WLAN
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Cisco paboTatloT COBMECTHO C ynpasssieMbiMn TodkaMun goctyna Cisco n ¢ cuctemon ynpasnenus Cisco Wireless Control
System (WCS) gnsa Toro, 4tobbl o6ecnevynTsb hyHKUnm WLAN no Bcen cncteme n ynpaenatb 6, 12 nnm 25 To4kamm
poctyna. byayy4m KOMANOHEHTaMN apXnUTEKTYpbl yHUGULMpoBaHHoM 6becnposoaHom cetn Cisco (CUWA), KoHTpoanepsbl
6ecnposoaHom cetu Cisco obecrneymBatoT ceTeBbIM agMUHUCTPaTOPaM (BYHKLMN BU3yaan3aunm, a Takxe 3PeKTUBHOro
1 HagexHoro ynpasneHusa cetamm WLAN u cepsncamm MobnnbHoCcTH BusHec-knacca. K HUM OTHOCATCA paclUuMpeHHble
cepBucbl 6€30MacHOCT, roJI0COBOI CBA3W, FOCTEBOr0 AOCTYyNa 1 onpeAesieHNs MeCTOMNOJIOKEHNS.

BecnpoBogHble rnobasbHbie ceTu

Pa3zpaboTaHHble Cisco mogynum nogkatoyeHuns kK 6ecnposogHeim WAN (WWAN) TpeTbero nokoseHuns (3G) obbveanHsaoT
dYHKLUMN TPaANLNOHHbBIX KOPMOPaTUBHbLIX MapLUpyTU3aTOPOB (yAasleHHoe yrnpaB/ieHne, paclupeHHble |P-cepBuchl,
Hanpumep, VolP n cpencTtea obecneyeHns 6e3o0nacHOCTMN) C BOSMOXKHOCTAMM MoBuabHOro goctyna k cetam 3G WAN.
Ncnonb3ysa BbICOKOCKOPOCTHbIE BecnpoBoaHble ceTu 3G, MapLIpyTU3aToOPbl MOrYT 3aMEHUTb UK AOMNOJHUTb
CYLLECTBYIOLWYO NHPPACTPYKTYpPY NOOKAOYEHWUI, HanpuMep, TenedoHHblie NnMHuKM, Frame Relay n ISDN. PeweHuns Cisco B
obnactn 3G nopaepxunsatT cTaHgapTel 3G HSPA n EVDO, TeM cambiM, obecrnevynBas pe3epBupoBaHME NOAKIOHEHNS
WAN ¢ ncnonb3oBaHMEM AeACTBUTENbHO Pa3/INYHbIX KaHaJ/I0B Y BO3MOXKHOCTb BbICTPOro pa3BepTbiBaHNA OCHOBHOIO
nogkntoveHns kK WAN. Insa nonyvyeHnsa BonoaHuUTensHom nHpopmaumm o pewenmsax 3G gnsa Cisco ISR nocetute web-
canT www.cisco.com/go/3g.

NHTerpupoBaHHble cpencTBa KomMmyTauum LAN

MapwpyTunsaTtopsl Cisco ISR cepumn 3900 (Mopenn Cisco 3925 n Cisco 3945) nonaep>xmBatoT HOBblE CEPBUCHbLIE MOOY N
EtherSwitch®, KoTopble CyLLECTBEHHO PaCLLUNPSAIOT BO3MOXKHOCTU MHTErpaLnn NyyLllen B 0OTpacan KOMMyTaum BTOPOro
1 TPEeTbero ypoBHen ¢ HabopoM hyHKUNIA, MOEHTUYHbBIX TEM, YTO NPeACcTaB/ieHbl B KOMMyTaTopax cepui Cisco Catalyst
2960 n Catalyst 3750-E, 1 BO3MOXHOCTbIO OCYLLECTBAATL KOMMYTaLNIO U MapLIPYTU3aLNI0 CO CKOPOCTbIO JIOKaJIbHOM
ceTu.

HoBble cepBucHblie moaynm Cisco Enhanced EtherSwitch ncnonb3yoT npenMyLecTBa paclUMPEHHbIX BO3MOXKHOCTEN
nuTaHua mapwpyTursaTopos Cisco cepun 3900. Kpome Toro, moaynum Cisco Enhanced EtherSwitch nognep>xuatoT
HoBenwmne nHnunaTmebl Cisco B obnactu sHeprocbepexxeHus: Cisco EnergyWise, Cisco Enhanced Power over Ethernet
(ePoE), MOHUTOPUHI NuTaHna POE Ha ypoBHe nopTa 1 ycuneHne nutaHusa PoE ¢ nomowbto RPS. [laHHbIE TEXHONOr K
MO3BOJISAT YAOBJIETBOPUTb BO3pOCLUME TpeboBaHUA K SHEProcHab>XeHno OKOHeYHOro 06opyaoBaHMs, He rnoBbiwas obuee
SHepronoTpebneHne punnana.

CepBUCHI NPUJIOXKEHUNA

Mo mepe Toro, Kak opraHM3aunm NPOAO/KAIOT LLEHTPaIM30BaTb U KOHCONMAMPOBaTb UT-nHMPaCcTpyKTypy CBOUX
dunnrmanoB AN CHMXEHUA CTOMMOCTU U CJIOXKHOCTU COAEPXXaHUA (PUINAIOB, OHN HAaYMHAKOT CTaJIKMBAaTbCA CO
CNOXKHOCTAMYK obecrevyeHnsa afleKBaTHOrO KavyecTBa 06CNy>XKBaHUA MoJib30BaTesNel, NoaaepKaHnsa NOCTOAHHON
OOCTYMHOCTU MPUIOXKEHNI 1 NPeAoCTaBAeHNS OCTYyNa K UCMO/b3yeMbIM B paboTe KOMNaHUN MPUI0XKEHUSM U3 TON
TOYKUN MUpPa 1 B TO BPeMS, OTKyla U Korga 31o Heobxoaumo. [insa peweHns 3Tux npobnem mapupyTtusaTtopsl Cisco cepun
3900 noanep>XMBalOT BO3MOXXHOCTb 3aMnyCka Ha MOJIHOCTbIO NMHTErprupyeMom B MapLupyTusaTop moayne Cisco Services
Ready Engine (SRE) npuknagHoro MO Cisco n CTOPOHHUX NPOU3BOAUTENEN, @ TaKXKe N0JIb30BaATENbCKUX MPUIOXKEHWNIA.
[aHHbIA MOAY/Ib MMeeT COBCTBEHHbLIN MPOLLECCOp, CETEBON UHTEPMENC N ONMepaTUBHYIO NaMATb, PYyHKLMOHUPYOLLME
HEe3aBMCKMO OT pecypCcoB MapLUpyTM3aTopa, YTO No3BoaseT obecneynTb MaKCUMasbHYO NMPOU3BOANTENBHOCTb
MapLUpyTU3auun 1 NPUIOXKEHU NP OAHOBPEMEHHOM CHVDKEHUN TPeBOoBaHNM K 3aHUMaeMbIM MOLWAASAM, CHUXEHUN
SHepronoTpebneHns n KOHCONNAALNN yrpaBJIeHUS.

YckopeHue paboTbl Npuno>xeHumn

MapuwpyTunsaTtopsbl Cisco cepun 3900 opraHMYHO COYeTaloT Nyyllme B OTpac/n CpeacTBa MHPMOPMALLMOHHON
6e3o0nacHOCTHK, yrpaBsieHUs 1 KOHTPoasa Tpadurka Ha ocHoBe |10S ¢ peweHnsamun Cisco no yckopeHuio paboTsl
npunoxxeHnin. Takue gyHkumm MO Cisco 10S, kak NBAR, IP SLA n Netflow obecne4ynBatoT KOHTPOSb U MOHUTOPUHT
rnoBTopsALWMXCA WabnoHOB TpadurKa, a Tak>Ke NPONU3BOANTENLHOCTY NPUI0XKeHUA. OQHOBPEMEHHO C 3TUM yHKUMK 10S
QoS, ACLs n PfR nHTennekTyasnbHO yNpaBasioT TPaUKOM C Liesibio ONTUMU3aumn KavyecTBa 06CnyXKnBaHms
rnoJib3oBaTeneln 1 noBbilleHns 3PHeKTUBHOCTN PaboTbl COTPYAHUKOB. B fanbHenweM Ka4ecTBo 06CyXKBaHUSA
rnoJsib3oBaTenen MoxXeT OblTb Yyy4LLUeHO NOCPeACTBOM pa3BepThiBaHUA ceTeBoro monynsa Cisco WAAS, KOTOpbIN MOXeT
ObITb MCNONb30BaH Ana 6e3onacHom peanmsaunm 6osee NnepefoBbIX METOAUK ONTUMM3aALMN PAabOThl NMPUIOXKEHWU B
rnobanbHOM ceTu, Takux Kak onTummnsaums TCP-Tpadurka, K3WMpOoBaHMe, CKaTue U ycKopeHue paboTbl NpuioXxxeHun. B
coveTaHum ¢ ceTteBbiMu Moaynamu Cisco WAAS mapipyTusaTtopsl Cisco ¢ MHTerpaumen cepsncos obecnevymsatoT
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ONTUMaJIbHY NMPON3BOANTENLHOCTb MPUIOXKEHWIA, KOTOPLIMI MOJIb30BaTENN PUINASIA NOJb3YIOTCSA 4N AOCTyNa K
NHopMaunUn U3 LeHTpanbHoro LIO[. PeweHune no3gosiseT 06beanHUTL OPOroCTOsALLYI0 MHPPACTPYKTYPY CEPBEPOB,
CUCTEM XpaHeHUs AaHHbIX U CUCTEMbI pe3epBHOro KonupoeaHus B LLOL, o4HOBpeMeHHO NoALep KMBas Ka4ecTBO
06CNy>XMBAHUS yOaJIeHHbIX M0Jb30BaTeseil Ha YPOBHE JIOKaslbHbIX CETEN.

Cisco Services Ready Engine

PeweHwue Cisco Services Ready Engine gocTynHo B hopM-thakTope BHyTPEHHero cepsmncHoro moayns (ISM) n cepsmcHoro
Moaynsa (SM). AnnapaTHoe obecneyeHne BHYTPEHHErO CEPBUCHOrO MoAy s no3sosisieT obecneynTb CEMUKPATHbLIN PoCT
MPON3BOANTENIBHOCTM MO CPpaBHEHMIO ¢ MoaynamMu AlM npegblayLiero noKoJIEHUSA; MOMUMO 3TOro, Moaysib o6opyaoBaH
npoueccopom x86. Takxe moayam SRE nogaep>XmBatoT CUCTEMY XPaHEHUA OaHHbIX eMKOCTbo o 1 T6anT,
KoHurypaumm RAID, annapaTHble CpeacTBa NOAAEPXKKM BUPTYaNN3auMmn N pasinyHble BapuaHTbl KpUnTorpadmnyieckom
3awmTbl. Mogynb Cisco SRE obecne4ymnBaeT Ha nnaTdopmax Cisco ISR cepun 3900 npenocTaBsieHme goctyna K
MPUNoXKEeHNAM Ana puananos No 3anpocy, 4TO NO3BOJISAET pa3BepTbiBaTb HEOOXOANMbIE MPUNOIKEHNS B HY>KHOE BpEMSA 1
B HY>KHOW To4Ke ceTu. PasgeneHne obopynoBaHus n nporpaMMHoOro obecnevyeHuns, peajin3oBaHHOe B paMKax Mogenun
pasBepTbiBaHMNA "Nog KA4Y", NO3BONSET BblAENATL pecypchbl 418 PYHKLNOHMPOBAHNSA NPUIOXKEHUIA Ha MOOY e KaK
HenocpeaCcTBEHHO B MOMEHT ero yCTaHOBKMW, Tak 1 BNOCAeACTBUN — yAalieHHo n B ntoboe Bpems. MNoaaepxunsaemble
peweHuns skatovatoT Cisco Wide Area Application Services (WAAS), Cisco Application Extension Platform (AXP),
koHTposinep WLAN Cisco (WLC) cuctemy BnageoHabnogeHnsa Cisco n gpyrme npuioXeHus, Haxoasawmecs Ha CTagum
paspaboTkn. Moaynb Service Ready Engine no3BossieT opraHmM3aumnsaM passinyHbix pa3MepoB 06ecnevynTb rOTOBHOCTb
CBOMX CeTel K 3aBTpalUHEMY OHIO, MO3B0JSAS BbICTPO pa3BepTbiBaTb HOBbIE MPUIOXKEHNSA ANns puananos 6e3
HeobxoAMMOCTN YCTaHOBKMN HOBOro 060pyaoBaHNS, YTO CHMKAET CTOMMOCTb pacrnpoCTpaHEeHUs CepBMUCOB AN (PUINAIOB.

YnpaBneHue MapLipyTu3aTopaMm C UHTErpaumen CepBmcoB

MpunoxxeHna oNs CETEBOro yrnpaBaeHUs SBAAIOTCA UHCTPYMEHTAPUEM CHMXKEHUS onepaumoHHbIX nsgep>xek (OPEX),
OAHOBPEMEHHO MOBbILLAKLLNM OOCTYMHOCTb CETU MPU MOMOLLM YNPOLLEHNSA N aBTOMaTU3aLUNN MHOXKECTBa eXeHEeBHbIX
3a4ay, CBA3aHHbIX C YNpaBJIEHNEM KOMIMJIEKCHbIMY ceTaMU. MNoaaep>xka C MOMeHTa BBOJAa YCTPOMNCTBA B 3KCMJlyaTaLnio
obecneynBaeT HEMeOJIEHHYIO MOMOLLb B afAMUHUCTPMPOBAHUM MapLUpyTU3aTopa C MHTerpaLmnen CepBrCcoOB, a TakxXe
6bICTPOE 1 MPOCTOE pa3BepTbiBaHME, MOHUTOPUHI U YCTPaHEHNE HenosafoK npuaoxkeHnn Cisco n CTOPOHHMUX
npomnssoauTenen. Ona [OCTMIKEHUS LieNIeBbIX MOKa3aTesiell MPOn3BOANTENBHOCTU N ONEPaLMOHHbIX N34epXKek
opraHu3auunm noJsiaratTCsa Ha NPUJIOXKEHNA CETEBOro ynpasseHus, paspaboTaHHbie Cisco, CTOPOHHUMM MOCTaBLLMKaMU
VN CaMoCToATeNbHO. MNoaaepxkKa TakmMx NPUSIOXKEHUIN SBISETCSA BCTPOEHHON (DYHKLUMEN yripaBieHns, OOCTYMHON Ha
kaxgoM ISR. HoBble ISR npofosmKaoT TpaauLMIo MHTErpaLunm LUMPOKOro U BCECTOPOHHEro Habopa dyHKLMiA
AAMNHUCTPUPOBAHNSA HEMOCPEACTBEHHO B YCTPOMCTBO. Takme pyHKUMM, kak IPSLA, EEM n Netflow, no3sonsioT
KOHTposIMpoBaTb paboTy cnctemsl B itoboe Bpems. [JaHHble PYHKLNM COBMECTHO C nogaep>xkort SNMP n SYSLOG
obecneyunBaloT pelleHne 3ajaqy agMUHUCTPUPOBaHUA B opraHm3aunun. bonee nogpobHasa nHdopmaumsa ob onepayioHHON
cucteme Cisco |0S, cpeacTBax CeTEBOro yrnpaBieHUs N MogaepXKe ynpaBnseMocTu B MaplpyTusatopax Cisco ISR
cepun 3900 npueeneHa B Tabnuuax 4, 5 n 6.

Ta6bnuua 4. ®yHkuuu u npotokonsl MO Cisco 10S, noaaep>xmBaemMbie MapLipyTusatopamu Cisco ISR G2 cepum
3900

[MpoToKObI IPv4, IPv6, cTaTnyeckasa mapwpyTtmsauns, OSPF, EIGRP, BGP, BGP Router Reflector, IS-IS, IGMPv3, PIM
SM, SSM, DVMRP, mexaHu13Mbl rpynnoBon agpecaunm IPv4-IPv6e Multicast, MPLS, VPN ypoBHA 2 1 3,
IPsec, L2TPv3, ISIS, BFD, IEEE802.1ah, IEEE802.3ag

NHkancynsumn  GRE, Ethernet, 802.1q VLAN, coegnHeHune "To4ka-To4ka" (PPP), MLPPP, Frame Relay, MLFR (FR.15 1
FR.16), HDLC, nocnegoBaTenbHble nHTepgenceol (RS-232, RS-449, X.21, V.35 n EIA-530), PPPoE n ATM

YnpasneHue QoS, CBWFQ, WRED, cpencTtBa nepapxmyeckoro obecneyeHns kavyectsa obcnyxmsanHus, PBR, PfR n
Tparkom NBAR

Ta6nuua 5. BctpoeHHble hyHKLLUM ceTeBOro ynpasJsieHus, poctynHble B MO Cisco 10S.
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OyHKUMA OnuncaHne

WSMA Web Services Management Agent (WSMA) onpegensieT MexaHU3M, Npu NMOMOLLN KOTOPOro OCYLLEeCTBAAETCH
yrnpaB/ieHne ceTeBbiM YCTPONCTBOM, N3BNEKAIOTCA AaHHbIE O ero KOHUrypaummn, a TakxKe 3arpy>atTcsa v
yMNpaBAsAOTCA HOBble AaHHble 0 KOHUrypauun. na nepefayn gaHHbIX 0 KOHpUrypaumum n coobLieHunin
npoToKosa ncnonb3lytTca XML-gaHHble, nepefaBaeMble o npoTokoy SOAP.

EEM Cisco I0S Embedded Event Manager (EEM) — pacrnpefeneHHaa n afanTuBHasa cmctemMa obHapyxeHuns
cobbITnin n 06paboTkn cboeB, hyHKLMOHMPYOLWAA HENOCPeACTBEHHO Ha YCTPONCTBE MoJ ynpaBJ/ieHNeM
Cisco I0S. laHHoe MO npefocTaBsseT BO3MOXKHOCTb OTCAEXNBaTb COObITUS 1 NpeanpuHMMaTh
MH(OPMaLNOHHbIE, KOppeKTupyoLwmne nav nobble apyrve EEM-nencTBma npy HacTynJaeHnn
OTCNEXNBAEMbIX COOBITUA UM [OCTUXKEHUN MOPOrOBbIX 3HAYEHWNIA.

IPSLA Cornawenus Cisco 10S 06 yposHe obcnyxumnsaHua (SLA) ons npotokona IP No3BoAsAOT rapaHTUpoOBaTb
paboTy HOBLIX Ba)KHbIX Ana 6usHeca IP-npnno)xxeHuin, a Takxe IP-cepBncoB, NCNOJIb3YIOLWNX OAHHbIE,
roJ10COBYIO CBA3b U BUAEO B IP-ceTn.

SNMP, B pononHeHue K ynoMsAHYTbIM Bbllle PyHKUMAM ynpaBieHna mappyTusaTtopbl Cisco ISR cepum 3900
RMON, Takxe Takxe nogaepxxmsatoT SNMP, RMON, syslog, NetFlow n TR-069.

Syslog,

NetFlow,

TR-069

[Mepe4vncneHHble B Tabnnue 6 NPUNOXXeHNA ABNAKTCA aBTOHOMHbBIMU MPOAYKTaMWU, KOTOPbIE Bbl MOXeETe r|p|/|06peCT|/| nnn
3arpy3nTb 419 yrnpaBseHnsa ceTeBbiMU ycTponcTBaMu Cisco. MpunoXKeHns npegHasHayeHbl 418 pas3inyHbiX 3Tanos
SKCnNyaTaunn, Tak 4To0 MO>XXHO Bbl6paTb 0HO U3 HUX, Hanbonee COoOTBETCTBYOLLEE BallM I'IOTp66HOCTFIM.

Tabnuua 6. PeLueHus pns ceTeBoro ynpaBJsieHus

oTan MpunoxeHune OnucaHune

3KCrlyaTauum

YcTaHoBKa 1 Cisco Configuration Professional Cisco Configuration

HacTpolka Professional - cuctema ynpaBneHus c
yCTPOWCTBa rpachnyeckrM noJsib30BaTeNbCKUM

nHTepgericom (GUI) gna
MapLUpyTU3aToOpPOB A0CTYyna,
paboTatowmx noa ynpasneHunem Mo
Cisco 10S. aHHbI NHCTPYMEHT
yrnpoLlaeT HaCTPOMKY MapLupyTusaumnu,
Me)KCceTeBoro skpaHa, IPS, VPN, cpencts
CUCTEeMbl YHUMDULIMPOBAHHbIX
KOMMYHWKaLNN, a TakK)Ke HaCTPOnKy
WAN v LAN npu nomMoLLu NpocCTbIX B
NCMOJIb30BaHUN MacTepOoB.

Pa3zsepTbiBaHne CiscoWorks LMS Cuctema ynpasneHus LAN CiscoWorks
ceTtu, (LMS) npepctasnsaeTt cobonn Habop
HacTpoliKa, VHTEr pupoBaHHbIX MPUIOXKEHUIA,
MOHUTOPUHT 1 npefHa3HavYeHHbIX A5 YyrNPoLLEeHNS
yCTpaHeHune eXXeJHEeBHbIX Npouenyp ynpasaeHus

Henonaaook KoMmniekcHon ceTbto Cisco, CHMXEeHUS


http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_cfg_wsma_ps6441_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/go/eem
http://www.cisco.com/go/ipsla
http://www.cisco.com/en/US/tech/tk648/tk362/tk560/tsd_technology_support_sub-protocol_home.html
http://www.cisco.com/go/ciscocp/
http://www.cisco.com/go/lms/
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onepaumoHHbIX pacxogos (OpEx) n
MOBbILEHNS JOCTYMHOCTU CETU.
CiscoWorks LMS npegnaraeT ceTeBbiM
afAMUHMCTpaTopaM NpocTon B
MCMonb3oBaHUN web-nHTepdenc,
rnpegHa3sHayYeHHbIN 418 HAaCTPOWKN,
AOMUHUCTPUPOBAHNSA N YCTPaHEHUA
Henonagok MapwpyTmsatopos Cisco ISR
C UCMO/Ib30BaHMEM TaKnX
MHCTPYMeHTOB, Kak Cisco 10S EEM.

Kpome Toro, ons NnoanepXKu OCHOBHbIX
CepBMCOB MaaThopMbl MapLLupyTMu3aTopa
C nHTerpaumen cepsucos CiscoWorks
Tak>Xe obecrneymBaeT OOMONHUTENbHYIO
noanep»xky Cisco Service Ready Engine,
Mo3BOJISIS aAMUHUCTPUPOBATL U
pacnpenenaTb NporpaMMHble 06pasbl
Ha SRE, cokpalwasa npooo/mKnTenbHoOCTb
N CNOXKHOCTb ynpaBsieHus obpasamu.

Cpenctso CiscoWorks Network
Compliance Manager (NCM)
OTC/IEXXMBAET U pPeryampyeT nameHeHus
KoHurypaunm n MO Bo BCen ceTeBOn
MHPaCTPYKType, COCToALLEN N3
YCTPONCTB pa3/inyHbIX
npounssoguTenen. OHo obecneymBaeT
MPEeBOCXOAHbIN KOHTPOJIb U3MEHEHUN B
CeTU N MOXET OTC/IeXnBaTh
COOTBETCTBME HOPMATUBHbIM, UT- 1
KOpnopaTUBHLIM MpaBuiaM, a Takxe
TexHoJIornyeckum TpeboBaHUaM.

Cisco Security Manager asnseTcs
JlyHLWNM B OTPacC/IM NPUIOXKEHNEM ANs
yrnpaBaeHna cucteMamm obecneveHuns
6e3onacHocTn. OHO NO3BONSET
yMpaBAATb CEPBNUCAMMN MEXCETEBOIO
3KpaHa, VPN n cuctemsl
npenoTBpalleHnsa BTopxxeHun (IPS) Ha
MapLipyTusaTopax Cisco, ycTponcTeax
6€30MacHOCTN 1 CEPBUCHBIX MOAYAX
KOMMYTaTOpOB. B cocTaB nakeTa Takxe
BXOAUT CUCTEMA MOHUTOPWHIra, aHaan3a
n pearnposaHusa Cisco Security MARS,
npefHa3Ha4yeHHas 419 MOHUTOPUHIa 1
OTpa)KeHus yrpos.

Cpegnctso Cisco Unified Provisioning
Manager npeactasnseT cobon
HageXxHoe n macwTabupyemoe web-
peLueHune No yrnpaBJsIEHNIO KPUTUHECKN
Ba>XHbIMN KOMMYHUKaLMOHHbLIMU
pecypcamu cliefyoLLero NoKoeHns.


http://www.cisco.com/go/cwncm/
http://www.cisco.com/en/US/products/ps6498/index.html
http://www.cisco.com/go/cupm/
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YcTaHOBKa, Cisco License Manager

pa3BepTbiBaHne (http://www.cisco.com/web/go/cIm/index.html)

N N3MeHeHune
NINLEH3UN

Besog B Cisco Configuration Engine
3KCnyaTauuio,

pa3BepTbiBaHNe

n

MoaundunKauma

KOHUrypaumm

N NPOrpaMMHbIX

obpa3sos

Pe3iomMme

000 «HAT »
+7 (343) 379-98-38
sales@nag.ru

OHO ynpaB/iseT cepBMCaMn CUCTEMbI
YHUPULNPOBAHHBIX KOMMYHUKaLUA B
obnactun IP-TtenedoHnKn, ros0CcoBomn

noYTbl 1 cpefl, obMeHa coobLLeHnsIMN.

3alnLeHHoe KIIMeHT-CepBeEpHoe
npunoxeHune Cisco License Manager
obecrneynBaeT NPoCcToe yrnpaBneHue
akTuBaumen n nuueHsmamm MO Cisco
I0S ons WNpoKoro cnekTpa naaTgopm
Cisco, paboTatownx noa ynpaBrieHnemM
MO Cisco 10S, a TakXXe opyrux
OrMepaLMOHHbIX CUCTEM.

Cisco Configuration Engine siBnsieTcs
3aLMLLEHHbIM PELUEHMEM A1 CETEBOr0
yrnpaBneHus, koTopoe obecneynBaeT
aBTOMaTU4YeCKOE pacrnpocTpaHeHne
KOHUrypaumi n nporpamMmmMHbIX
obpa3oB nocpencTBoOM
LLeHTPaIM30BaHHOI O yrpaBsieHns Ha
ocHoBe WabnoHoB.

MoCcKoNbKY KOMNaHUN CTPEMATCHA CHMXKaTb COBOKYMHYK CTOMMOCTb BrageHus (TCO) cBOMMK CeTAMU 1 NOBbILLAaTh 06LLyto
MPON3BOANTENIbHOCTb PaboThbl COTPYAHUKOB NMPY NOMOLLN BCe Bosiee LeHTPan30BaHHbIX 1 OPUEHTUPOBAHHbLIX Ha
COBMECTHY0 paboTy npuno>xeHuin, BO3HNKaeT NOTPeBbHOCTb B MHTEIEKTYasIbHbIX PeLleHnax NS Guananos.
MapuwpyTunsaTtopsbl Cisco ISR cepum 3900 no3BoNSAIOT CO3AaBaTb TakMe peLleHuns, obecrnevymnBas BO3POCLLYIO
MPON3BOANTENILHOCTb U MOAYJIbHOCTb U, TakuM 06pa3om, noaaep XKy MHOXeCTBa cepBmncoB. MapupyTusaTtopsl Cisco
cepum 3900 pa3paboTaHbl Ana obbeanHeHna PyHKLMA OTAENbHbBIX YCTPOUCTB B paMKaxX e4MHON KOMMaKTHOW CUCTEMBI.

Ta6bnuua 7. TexHUYecKue xapakTepucTuku MmapuwpyrtusatopoB Cisco ISR cepuu 3900

BcTpoeHHble cpeficTBa anmnapaTHOro yCKOpeHus
wungposaHms (IPSec + SSL)

Yucno ceaHcos Cisco Unified SRST

Yucno ceaHcos Cisco Unified CCME

Bcero BcTpoeHHbIx noptos WAN LAN 10/100/1000 (3

rnopTta)

MopTbl RJ-45

MopTbl SFP (6noknpyeT nopT RJ-45- 2 n3 3-x nopToB)

CnoTbl AN CEPBUCHbBIX Moay el

CABOEHHbIe C/I0Thl ANs CEPBUCHbIX Mo,u,yne|7|

Cisco 3925

ONa

730

250

Cisco 3945

ONa

1200

350


http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/index.html
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Cnotbl gns EHWIC

CnBoeHHble cioThl ana EHWIC

CnoTtbl gnsa ISM

«[opsa4asa» 3ameHa (OIR)

CnoTbl Ana BctpoeHHoro DSP (PVDM)

Mamate DDR2 ECC DRAM — no yMosi4aHuio

MamaTte (DDR2 ECC DRAM) —MaKcuMMalbHO

Compact Flash (BHeLWwH.) — no ymon4aHuio

Compact Flash (BHeLWH.) —MaKCMMaibHO

BHewHwue cnoTbl ang Flash-namatmn USB 2.0 (Tun A)

KoHconbHbIt nopT USB (Tun B) (ao 115,2 kbut/c)

MocnepoBaTeNbHbIA KOHCONIbHbIN NOPT

BHelwHM nocnenoBaTesibHbIA NOPT

BapuvaHTbl 3n1eKTponuTaHus

Pe3epBHbI NCTOYHUK NUTAHUS

TexHn4yeckmne xapakTepucTukKm CUCTeMbl MUTaAHUA

BxonoHoe Hanps>XeHune rnepemMeHHOro Toka

YacToTa BXOOHOro nepeMeHHOro Toka

Ounana3oH paboynx TokoB ansa bl nepemMeHHOro Toka
(makc.)

BX0O4HOM MepeMeHHbIN TOK Neperpyskun

HoMunHanbHasa notpebnsemMas MoLHOCTL (6e3

CepBUCHbIE MOOY N

1 réant

2 éanTt

cnot 0: 256 MbanTt

cnoT 1: oTcyTCTBYET

cnot 0: 4 I'éanT

cnot 1: 4 I'éant

CeTb NepeMeHHOro Toka 1
POE, ceTb MOCTOSAHHOr 0 TOKa*

CeTb NepeMeHHOro Toka u
PoE, ceTb NOCTOAHHOrO ToKa*

oT 100 no 240 B ~
(aBTOHacCTpoMKa)

oT 47 no 63Ty

or7,1003,0A

50 A

100

000 «HAT »
+7 (343) 379-98-38
sales@nag.ru

CepBUCHbIE MOLYN

1 réanrt

2 léanTt

cnot 0: 256 MbanT

cnoT 1: oTcyTCTBYET

cnot 0: 4 I'banT

cnot 1: 4 I'éant

CeTb NepemMeHHOro Toka, PoE,
CeTb NOCTOAHHOr0 TOKa*

CeTb NepeMeHHOro Toka un
POE, ceTb NOCTOAHHOrO ToKa*

oT 100 no 240 B ~
(aBTOHacTpoMKa)

oT 47 po 63Ty

ot 7,1 003,0A

50 A

105



nag
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mopynen) (BT)

MpegenbHasa MowHoOCTb BIM nepemeHHoro Toka (BT)

MpenenbHaa MOWHOCTb NUTaHUA Yepe3 POE (Tosbko
nnatdopma) (BT)

MpepenbHas MmowHOCTbL POE, nepenaBaemas Ha
OKOHeYHble ycTponcTaa (BT)

MpenenbHaa MmowHOCTL POE, mepenasaemasn Ha
OKOHeYHble YCTPONCTBa NMPU UCMOJIb30BaHUN
ycunenuns PoE (BT)

dur3MYeckme XxapakTepucTmkm

Fabaputbl, B x W x T

BbicoTa cTonku

MoHTaXx B CTOMKY

MoOHTa> Ha CTeHe

Macca c bl nepemeHHoro Toka (6e3 mogynei)

Macca ¢ nuTaHumem oT POE (6e3 monynen)

HoMUHanbHas Macca B NMoJIHON KOHUIypaLmm

[MoTok Bo3Oyxa

MoaaepKka BO3AYLIHOro uabTPa(aonoaHUTESbHO)

XapaKTepucTrKn oKpy>KatoLLel cpeibl

YcnoBusa akcnayaTauum

TemnepaTypa — Ha BbicoTax A0 1800 m

TemnepaTypa — Ha BbicoTax go 3000 m

TemnepaTypa — Ha BbicoTax A0 4000 m

-~ "Aann

420

420

520

1040

Cisco 3925

133,35 x 438,15 x 476,25 mm

3RU

19" EIA/23"

HeT

17,7 kr

18,1 kr

27,2 Kr

OT nepegHenr naHenn K

3a4Hen

OT 3agHen naHennm K
nepenHen (c 61o0kom
BeHTUnaTopos NEBS)

ONa

o1 0 go 40 °C

oT 0 go 40 °C

o1 0 go 30 °C

000 «HAT »
+7 (343) 379-98-38
sales@nag.ru

540

540

520

1040

Cisco 3945

133,35 x 438,15 x 476,25 mm

3RU

19" EIA/23"

HeT

17,7 kr

18,1 kr

27,2 Kr

OT nepegHen naHenn K

3aaHen

OT 3a4Hen naHenm K
nepenHen (c 6s10kKoM
BeHTUNATOpoB NEBS)

Na

o1 0 po 40 °C

oT 0 go 40 °C

o1 0 o 30 °C
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IeMrneparypa — Ha BbiICOTax 0 LsUU M,
KpaTkoBpeMeHHO (no NEBS)

BbicoTa

OTHOCUTesIbHas BJIaX>KHOCTb

BnaxxHocTb, KpaTkoBpeMeHHOo (no NEBS)

AKyCTUKa: 3ByKOBOE gaByieHne (HoM./Makc.)

AKYCTUKa: 3ByKOBas MOLLHOCTb (HOM./MaKc.)

YcnoBus xpaHeHus

TeMnepaTypHbI Anana3oH

OTHOCUTEsNIbHas BJIaXXKHOCTb

BbicoTa

CooTBeTCTBME HOPMATUBHbLIM TpeboBaHNAM

be3sonacHocTb

DNIeKTpoOMarHMTHas COBMeCTUMOCTb

TeNleKOMMYHUKALNOHHbIE XapaKTepUCcTUKN

OT -5 40 +5U "L

4 000 m

oT 5% 0o 85%

oT 5% [0 90%, He bonee
0,024 kr BOAbI/KI CyX0ro
BO34yXa

57,6/77,6

67,8 - 84,7

oT -40 po +70 °C

oT 5% 0o 95%

4570 ™

UL 60950-1

CAN/CSA C22.2 No. 60950-1
EN 60950-1

AS/NZS 60950-1

IEC 60950-1

47 CFR, vacTb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCNPUNMHNBOCTD)

EN 55024, CISPR 24
EN50082-1

TIA/EIA/IS-968

000 «HAT »
+7 (343) 379-98-38
sales@nag.ru

OT -5 40 +5U "L

4 000 ™
oT 5% no 85%

oT 5% 10 90%, He bonee
0,024 kr BoAbl/KI CyXoro
BO34yXa

57,6/77,6

67,8 - 84,7

oT -40 po +70 °C
oT 5% 0o 95%

4570 ™

UL 60950-1

CAN/CSA C22.2 No. 60950-1
EN 60950-1

AS/NZS 60950-1

IEC 60950-1

47 CFR, 4acTb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNMHNBOCTD)

EN 55024, CISPR 24
EN50082-1

TIA/EIA/IS-968
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CS-03 CS-03

ANS| T1.101 ANSI T1.101

ITU-T G.823, G.824 ITU-T G.823, G.824
IEEE 802.3 IEEE 802.3
OunpektmBa RTTE Ounpektnea RTTE

**MacwTabupyeTcs 0O LOKYMEHTUPOBAHHOINO KOIMYECTBa NOAAEPKMBAEMbIX TeehoHOB B NOBTOpHOM cbopke 15.0.1.

Mopoaep>XnBaeMbie Moay v

MapwpyTunsaTtopsbl Cisco ISR cepumn 3900 noanep>xmBatoT LUNPOKNIA aCCOPTUMEHT Moayen, PYHKLNOHANbHOCTb KOTOPbIX
OXBaTblBaeT BECb CMEKTP BeAYLLUUX B OTPac/v CEPBMUCOB, OPUEHTUPOBAHHbLIX Ha NoTpebHocTn hunnana. Cnncok
noanep>xuBaembix MapLipyTmnsatopamm Cisco cepum 3900 Mmoaynen pasMeLleH Ha cnegytowen web-
cTpaHuue://www.cisco.com/en/US/products/.

MpounssoanTtens: Cisco

Obuwme
MonynbHble 6/10KM NMUTaHUS MapLlpyTU3aTopa Oa
Tun ycTponcTea MapwpyTunsaTtop

NHTepdencosl 1000Base-X SFP

MoLLep>XMBaeMblii TUM MHTEPKENCOB MapLpyT1u3aTopa UhTepdeiics 10/100/1000Base-T

NunHenka Cisco ISR 1900, 2900, 3900


http://www.cisco.com/en/US/products/
http://cisco.com/
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