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WiFi koHTponnep Cisco AIR-CT2504-50-K9
AIR-CT2504-50-K9

OnuncaHue

KoHTponnep 6ecnpoBofHON CeTM HOBOroO rMokosieHus AlR-
CT2504-50-K9 obecreynBaeT MaKCMMalibHYO
MacwTabnpyemMocTb, TMOKOCTb 1 MPON3BOANTENBHOCTD
6ecnpoBoAHbIX CepBUCOB. MoAXOAUT ANS
LIeHTPasIM30BaHHOI 0 YrpaBJIeHUS KPUTUYECKUN BaXKHbIMU
6ecnpoBofHbIMY CETAMM MaJioro 1 cpefHero MaclwTabos.
PaspaboTaH ons obecrneyeHns ypoBHS
MpPou3BOANTENbHOCTN cTaHdapTa 802.11n, no3sonseT
nobnTbCa yBenmyeHns achhekTUBHOCTM A0 9 pa3 no
CpaBHEHMIo C ycTporcTBamMu pa3paboTaHHbiMu ana WiFi
ceTen ctaHgapTos 802.11a/g.

KoHTposniepbl LaHHOro ceMeincTBa NO3BOJISIIOT OHOBPEMEHHO KOHTPOJIMPOBaThL A0 75 ToYek AOCTyrna 1 NoAKMoYaTb 40
1000 knneHTOa. Bbicovaliwlas NponM3BOANTENBHOCTb NO3BOJISIET NIEFKO TPAHC/IMPOBaTL MOTOKOBOE BUAEO U
BbICOKOK@4YeCTBEHHbIN 3ByK. COOTBETCTBYET BbICOYANLUUM CTaHAaPTaM HaeXXHOCTW 1 MO3BOJIAET 3a AOJIN CEKYHAbI
obecrneynTb B C/ly4ae BO3HWKHOBEHUS BHELUTATHON CUTyaL MM NepeksloyeHre BCex ToYeK J0CTYrNa U KINEHTOB C
OCHOBHOIO Ha Pe3epBHbIA KOHTPONEP.

KoHTponnep AIR-CT2504-50-K9 obecrneymBaeT B3auMOAENCTBMNE B PpeasibHOM BPEMEHN MeX Y ToYKaMu AocTyna
cemencTa Cisco Aironet n cuctemamm Cisco Wireless Control System (WCS), Cisco Network Control System (NCS) n Cisco
Mobility Services Engine 4To no3sonseT obecnevynTb LeHTPaM30BaHHOE yrpaBieHne noamTnkamm 6esonacHocTy,
CUCTOMOW NpefoTBpaLLEHNSA HeperfaMeHTUPOBaHHbIX BTOp>XeHU (wireless intrusion prevention system (wlIPS)),
3hbheKkTuBHeNLLEN CMCTEMON PAaANOYaCTOTHOIO yNpaBieHnsa n CUCTEMON ynpaB/ieHNa Ka4yecTBOM cepBucos (QoS).

KoHTponnep AIR-CT2504-50-K9 nopaepxumsaeT TexHonoruo Cisco Application Visibility and Control (AVC) BkatoYatoLLyo
B ceba dyHkumoHan Network-Based Application Recognition 2 (NBAR-2), TexHOIOr1K aHanM3a CoaepXMMoro Tpaduka
Cisco's deep packet inspection (DPI) n ynpasneHus ka4ectsoM cepsucos (QoS) ons npnopeTtmsaummn B cetu Tpaduka
Hanbonee BakHbIX NpunoxeHui. Cisco AVC nopaep>xxusaeT NetFlow Bepcumn 9. Kpome Toro WiFi KOHTponsiepbl cepumn
2500 nogoepxmnBatoT TexHonoruto Bonjour Services Directory KoTopas no3sonseT cepBucam Bonjour (Apple)
obpabaTbiBaTbCsl B 060Cc0bneHHOM Layer 3 ceTu. Wireless Policy engine no3sonseT co3faBaTb NPOo@UAN U NOAUTUKN 4NS
6eCcnpoBOAHbIX YCTPONCTB, TakmMe Kak npuHaanexxHocTb K VLAN, QoS, ACL n 4oCcTyn rno BPEMEHMU CYTOK.

KniouyeBble ocobeHHocTu cepum Cisco Aironet

OOLIMpHanA 30HA NOKPbITUA. PaanoTexHKa 1 aHTeHHbl Cisco crneumnanbHo pa3paboTaHbl s obecneyeHms
MaKCUMaJIbHO HaeXXHOro NOKPbITUS.

MpounsBoAUTENIbHOCTDb. [JBYyXAMana3oHHas paLnoCBsi3b BbICOKOM MOLHOCTM obecrnevmBaeT rmbKoCTb, MOLWHOCTb U
MPON3BOANTENBHOCTb A1 06CY)XMBAHUS LUNPOKOTo CreKTpa MOBUIbHBIX MPUIOXKEHWUIA, B TOM YnCe s
rocTeBOro AOCTyMa 1 nepenayn rosioca no 6ecnpoBoLHON JIOKaJIbHOW CeTu.

Be3onacHoCTb. To4ky goctyna Cisco N3BeCTHbl CBOUMM TUTYJIOBAHHbLIMUW peann3aumnsaMmn cTaHOapTU3UPOBaAHHbIX 1
paclwmpeHHbIX peweHnn B obnactn obecneyeHns 6esonacHoCTu.

MacwTtabupyemocTb. ToukM gocTyna MoryT paboTaTb caMocTosATeNIbHO, obecrneynBasi 6a3oBoe NoKpbITE U
OCHOBHble MOBUbHLIE CepBUCHl, MO0 C KOHTpoIIepaMn 6ecnpoBoAHbIX JlIoKasbHbIX ceTen Cisco ana 6onee
CJI0XKHbBIX MPUIOXKEHUI N LLIeHTPasIM30BaHHOI0 yrnpaB/ieHns Fpynron ToYek AocTyna.

MMOKOCTb. PasiMyHble MOAe N TOYEK OOCTYMa MOryT OblTb NpeAHa3Ha4YeHbl He TOJIbKO A 0PMCOB C KOBPOBbLIM
MOKPbLITUEM, HO 1 SIBNISIKOTCS ONTUMaJIbHbIM BbIGOPOM A/15 3aBOAOB, CKAaA0B Y TOProBbIX MJoLlafei.

TexHu4Yeckue xapakTepucTuku
Mopaep>xka 6ecnpoBoAHbIX MPOTOKOJIOB: IEEE 802.11a, 802.11b, 802.11g, 802.11d, WMM/802.11e,

802.11h, 802.11k, 802.11n, 802.11r, 802.11u, 802.11w,
802.11ac
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MNMopoaep>kka NPOBOAHbLIX CTAHAAPTOB:

Mopaep>xka NpoTokosoB 06paboTKN JaHHbIX:

Moppep>xka cTaHOapToOB 6e3onacHocTu:

MopfeprkKa NPOTOKOIOB ayTEHTU(MKaLNK:

000 «HAT »
+7 (343) 379-98-38
sales@nag.ru

IEEE 802.3 10BASE-T, IEEE 802.3u 100BASE-TX
specification, 1000BASE-T. 1000BASE-SX, 1000-BASE-LH,
IEEE 802.1Q Vtagging, and IEEE 802.1AX Link
Aggregation

* RFC 768 UDP

e RFC 791 IP

RFC 2460 IPv6 (pass through Bridging mode only)
e RFC 792 ICMP

e RFC 793 TCP

* RFC 826 ARP

¢ RFC 1122 Requirements for Internet Hosts
e RFC 1519 CIDR

e RFC 1542 BOOTP

¢ RFC 2131 DHCP

e RFC 5415 CAPWAP Protocol Specification

* WPA

e |[EEE 802.11i (WPA2, RSN)

* RFC 1321 MD5 Message-Digest Algorithm

* RFC 1851 The ESP Triple DES Transform

* RFC 2104 HMAC: Keyed Hashing for Message
Authentication

* RFC 2246 TLS Protocol Version 1.0

e RFC 2401 Security Architecture for the Internet Protocol
* RFC 2403 HMAC-MD5-96 within ESP and AH

* RFC 2404 HMAC-SHA-1-96 within ESP and AH

* RFC 2405 ESP DES-CBC Cipher Algorithm with Explicit IV
* RFC 2406 IPsec

e RFC 2407 Interpretation for ISAKMP

* RFC 2408 ISAKMP

e RFC 2409 IKE
RFC 2451 ESP CBC-Mode Cipher Algorithms

* RFC 3280 Internet X.509 PKI Certificate and CRL Profile
* RFC 3602 The AES-CBC Cipher Algorithm and Its Use
with IPsec

* RFC 3686 Using AES Counter Mode with IPsec ESP

e RFC 4347 Datagram Transport Layer Security

e RFC 4346 TLS Protocol Version 1.1

« WEP and Temporal Key Integrity Protocol-Message
Integrity Check (TKIP-MIC): RC4 40, 104 and 128 bits (both
static and shared keys)

¢ Advanced Encryption Standard (AES): CBC, CCM,
Counter Mode with Cipher Block Chaining Message
Authentication Code Protocol (CCMP)

* DES: DES-CBC, 3DES

e Secure Sockets Layer (SSL) and Transport Layer
Security (TLS): RC4 128-bit and RSA 1024- and 2048-bit

e DTLS: AES-CBC

e |EEE 802.1X
* RFC 2548 Microsoft Vendor-Specific RADIUS Attributes



Cnenyw 30 9KCNepTomM

nag

Mopfep)KKa CTaHAAPTOB YNpaBAeHUS:

Mopaep>xka nHTepdencod ynpasieHns:

Pa3sbeMbl U MHOAVMKATOPbI:

Dur3MYECKME XapaKTEPUCTUKMN:

000 «HAT »
+7 (343) 379-98-38
sales@nag.ru

e RFC 2716 PPP EAP-TLS

e RFC 2865 RADIUS Authentication

e RFC 2866 RADIUS Accounting

* RFC 2867 RADIUS Tunnel Accounting

* RFC 3576 Dynamic Authorization Extensions to RADIUS
* RFC 3579 RADIUS Support for EAP

* RFC 3580 IEEE 802.1X RADIUS Guidelines

* RFC 3748 Extensible Authentication Protocol

* Web-based authentication

* TACACS support for management users

* SNMP v1, v2c, v3

¢ RFC 854 Telnet

¢ RFC 1155 Management Information for TCP/IP-Based
Internets

* RFC 1156 MIB

e RFC 1157 SNMP

e RFC 1213 SNMP MIB II

e RFC 1350 TFTP

e RFC 1643 Ethernet MIB

* RFC 2030 SNTP

* RFC 2616 HTTP

¢ RFC 2665 Ethernet-Like Interface types MIB

¢ RFC 2674 Definitions of Managed Objects for Bridges
with Traffic Classes, Multicast Filtering, and Virtual
Extensions

¢ RFC 2819 RMON MIB

¢ RFC 2863 Interfaces Group MIB

¢ RFC 3164 Syslog

¢ RFC 3414 User-Based Security Model (USM) for SNMPv3
* RFC 3418 MIB for SNMP

¢ RFC 3636 Definitions of Managed Objects for IEEE 802.3
MAUs

e Cisco private MIBs

* Web-based: HTTP/HTTPS individual device manager
* Command-line interface: Telnet, Secure Shell (SSH)
Protocol, serial port

¢ Designed for use with Cisco Wireless Control System
(WCS)

e Console port: RJ-45 connector

* Network: Four 1 Gbps Ethernet (RJ-45)

* LED indicators: Link Activity (each 1 Gigabit Ethernet
port), Power, Status, Alarm

e Dimensions: 1.73 x 8.00 x 6.75 in. (43.9 x 203.2 x
271.5mm)

e Weight: 3.5 Ibs (with power supply)

* Temperature:

e Operating: 32 to 104 °F (0 to 40°C)

e Storage: -13 to 158°F (-25 to 70°C)

Humidity:

e Operating humidity: 10 to 95 percent, noncondensing
e Storage humidity: Up to 95 percent

e Power adapter: Input power: 100 to 240 VAC; 50/60 Hz
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TemnepaTypa oOKpyxatoLlen cpenbl paboyas, °C

Ilon. onncaHwne

e Heat dissipation: 72 BTU/hour

MexxoyHapogHble cepTudrKaThbl:
* UL 60950-1, 2 nd Edition

* EN 60950:2005

EMI and susceptibility (Class B):

e U.S.: FCC Part 15.107 and 15.109
e Canada: ICES-003

* Japan: VCCI

e Europe: EN 55022, EN 55024
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802.3af

4
802.11k/v/r
HeTt

ot 0 po 40

OpraHusauusa oTtkasoyctonuuBson WiFi ceTu c ucnosnb3oBaHueM pesepBupoBaHus n+1 Ha 6ase KoHTponnepos

cepum Cisco 2500

MHoroypoBHeBas cucteMa 3awuThl B 6ecnpoBoaHon cetu Cisco Aironet

Undopmauusa ona 3akasa



nag

Cnenyw 30 9KCNepTomM

Part Number

AIR-CT2504-5-K9

AIR-CT2504-15-K9

AIR-CT2504-25-K9

AIR-CT2504-50-K9

AIR-CT2504-HA-K9

AIR-CT2504-RMNT=

PWR-2504-AC=

L-LIC-CT2504-UPG

L-LIC-CT2504-1A

L-LIC-CT2504-5A

L-LIC-CT2504-25A

Description

2500 Series Wireless Controller for up
to 5 Cisco access points

2500 Series Wireless Controller for up
to 15 Cisco access points

2500 Series Wireless Controller for up
to 25 Cisco access points

2500 Series Wireless Controller for up
to 50 Cisco access points

Cisco 2500 Series Wireless Controller
for High Availability

Cisco 2504 Wireless Controller Rack
Mount Bracket

Cisco 2504 Wireless Controller Spare
Power Supply (not necessary with
original order as 1 power supply is
included)

Primary upgrade SKU: Pick any number
or combination of the following options
under this SKU to upgrade one or many
controllers under one product
authorization key

1 Access Point Adder License for Cisco
2504 Wireless Controller (e-Delivery)

5 Access Point Adder License for Cisco
2504 Wireless Controller (e-Delivery)

25 Access Point Adder License for Cisco
2504 Wireless Controller (e-Delivery)

Cisco SMARTnet® Service 8x5xNBD Part Number

CON-SNT-CT255

CON-SNT-CT2515

CON-SNT-CT2525

CON-SNT-CT2550

CON-SNT-CT2504HA

CON-SNT-LCT25UP

CON-SNT-LICCT2504

CON-SNT-LCT255A

CON-SNT-LCT2525A
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