Cnenyw 30 9KCNepTomM

nag

000 «HAT »
+7 (343) 379-98-38
sales@nag.ru

WiFi koHTponnep Cisco AIR-

OnucaHune

B KOoMNnekT BXoguT
6nok nutanmsa AIR-PWR-4400-AC - 1wt

KpenneHune, BTopon 610K MUTaHUSA - 3aKa3blBaloTCS
OTAEsIbHO.

Ha maHHbIN TOBap BO3MOXKHa

rapaHTna NAG-NBD

(Next Business Day), yC/N0BUS 1 LLeHY YTOYHANTE Y
MeHeaXepa

CornacHo nHdopmaumm

rnpounsBoanTens

, Ha OaHHbIX YCTPONCTBAX NCTEKAET CPOK OENCTBUSA
cepTudrKaTa aBTopU3aL M TOHEK AOCTYyna.

Ons obxona npobnembl, Heobxoanmo: nMnMbo
KOPPEKTUPOBaTb AaTy, b0 NpUHyaANTENbHO 006aBNsATb
pa3peLleHne Ha Kaxayt TO4YKy [OCTYyrMa KOMaHaom
(WLC)>config ap lifetime-check {mic|ssc} enable

KoHTponnepsbl 6ecnpoBoaHoro goctyna Cisco Aironet
AIR-WLC4404-100-K9 oTBevatoT 3a Takme hyHKLMN
6ecnpoBOAHON CETU, KaK MPUMEHEHME NONNTUK
6e3onacHOCTW, NpefoTBpaLleHne aTak, yrnpaBieHue
paavo acupom, obecreyeHne KavyecTsa 06CyKnBaHNA
(Q0S) n MobunbHOCTL. KoHTponnepsbl paboTatoT
COBMECTHO C "obs1ier4eHHbIMK" To4YKaMm oCTyna 1
cuctemon ynpasneHus Cisco Wireless Control System
(WCS) ona nopfep>XKu KpUTn4ecku-saKHblx
NpuaoXKeHu. Takmue NpuioxXeHns BkoYaloT B cebs
roJsIoCOBblE CEPBUCHI, NMepefady AaHHbIX U OTCeXnBaHue
MecTonosioxeHne 06bekToB. KoHTponnepsbl
6ecnpoBonHoro goctyna AIR-WLC4404-100-K9 ot Cisco
npefocTaBnsAloT HanbosibLune BO3MOXHOCTM MO
yrnpaBieHuto, MacwTabupyemocTn n obecnevyeHumio
6e3onacHOCTM AnA NocTpoeHns 6ecnpoBOLHbIX CeTel
LleHTpasibHbIX 0PUCOB U (pUInasos.

KonTponnepsl Cisco Aironet cemencTtea 4400 series AIR-WLC4402-12-K9, AIR-WLC4402-25-K9 n AAIR-WLC4402-50-K9 n

WLC4404-100-K9
AIR-WLC4404-100-K9
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AIR-WLC4404-100-K9 nopnepxuatoT oo 12, 25, 50 nnm 100 Toyek foCTyrna COOTBETCTBEHHO. [laHHoe ceMencTBo WiFi
KOHTPOJIIEPOB SABNSAETCA 3PPEKTUBHBLIM PELUEHNEM MO COOTHOLLEHWIO LIeHa - Ka4ecTBO OJ18 opraHm3aunm 6ecrnopoBoHOM
ceTn oh1COB 1 NpennpuUsaTUA CpeHero pa3mMepa.

MNMonpep>xka pesepBHbIX 6710KOB MTaHMSA KOHTponepoB Cisco Aironet cemencTBa 4400 no3BonseT 3HaYUTENbHO
MOBbLICUTb HaLEXHOCTb N obecneymBaeT 6e30TKa3HOCTbL BecnpoBOAHON CeTHU.

KntoyeBble ocobeHHocTu cepum Cisco Aironet

O6LWupHas 30Ha NOKPLITUS.
PapnoTexHuKa 1 aHTeHHbl Cisco cneumnanbHo paspaboTaHbl Ans obecneyeHns MakCUMaabHO HafeXXHOoro
MOKPbLITUSA.

Mpon3BOANTENBHOCTb

. [AByxAnana3oHHas pagnoCBs3b BbICOKOW MOLWHOCTN obecnevynBaeT rmbKoCTb, MOLLHOCTb U MPOU3BOAUTENIbLHOCTb
0115 06CNY>XKMBAHUSA LUMPOKOrO CrieKTpa MOBUITbHbIX MPUIOXKEHW, B TOM YUCe A8 rOCTEBOro A0CTyna 1
rnepenayun ronoca no 6ecrnpoBoHON NOKaNbHOM CETHU.

be3onacHoOCTb.
Touku poctyna Cisco N3BeCTHbl CBOMMU TUTYJIOBAHHBIMU peann3aunsiMn CTaHAAPTU3NPOBAHHbBIX U PACLLUMPEHHbIX
peweHuin B obnactn obecnevyeHns 6e30MacHOCTU.

MacwTabnpyemocTs.

To4ykM focTyna MoryT paboTaTb CaMoCToATeNbHO, obecnednBas 6a3oBoe NOKPbLITUE M OCHOBHbIE MOBUIbHbIE
cepBuckl, 16O C KOHTpolepaMn 6ecnpoBoAHbIX JIOKaNbHbIX ceTel Cisco ans 6onee CNOXKHbIX NPUSIOXKEHUI 1
LLeHTPa/IM30BaHHOI0 yrpaBJieHUs rpynnor To4Yek fgocTyna.

TMbKocCThb.
PasnnyHble Mogenn To4ek JOCTyrna MoryT ObiTb NpefHa3Ha4YeHbl He TOJIbKO A5 0(pMCOB C KOBPOBbLIM MOKPbLITUEM,
HO 1 AABNSAIOTCSA ONTUMaJibHbIM BbIOOPOM [OJ151 3aBO0B, CKJIa40B WU TOProBbIX MJoLanen.

TexHUYecKre XxapakTepuCTUKK:

MopLep>kka 6ecrnpoBOAHbIX CTaHAAPTOB:

IEEE 802.11a, 802.11b, 802.11¢g, 802.11d, 802.11h, 802.11n
Moffep>kka MPOBOLHbIX CTaHAAPTOB:

IEEE 802.3 10BASE-T, IEEE 802.3u 100BASE-TX specification, IEEE 802.1Q VLAN tagging, and IEEE 802.1D Spanning Tree
Protocol

Mooaep)xka cTaHAapToB 06paboTKM AaHHbIX:

e RFC 768 UDP

e RFC 791 IP

e RFC 792 ICMP

e RFC 793 TCP

* RFC 826 ARP

e RFC 1122 Requirements for Internet Hosts
e RFC 1519 CIDR

e RFC 1542 BOOTP

e RFC 2131 DHCP

Moanep)Kka CTaHOapTOB 6e30MacHOCTH:

* WPA

e |IEEE 802.11i (WPA2, RSN)

e RFC 1321 MD5 Message-Digest Algorithm

e RFC 1851 The ESP Triple DES Transform

e RFC 2104 HMAC: Keyed Hashing for Message Authentication
RFC 2246 TLS Protocol Version 1.0

e RFC 2401 Security Architecture for the Internet Protocol
RFC 2403 HMAC-MD5-96 within ESP and AH
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e RFC 2404 HMAC-SHA-1-96 within ESP and AH

¢ RFC 2405 ESP DES-CBC Cipher Algorithm with Explicit IV

e RFC 2406 IPsec

e RFC 2407 Interpretation for ISAKMP

e RFC 2408 ISAKMP

e RFC 2409 IKE

e RFC 2451 ESP CBC-Mode Cipher Algorithms

* RFC 3280 Internet X.509 PKI Certificate and CRL Profile

* RFC 3602 The AES-CBC Cipher Algorithm and Its Use with IPsec
¢ RFC 3686 Using AES Counter Mode with IPsec ESP

* WEP and TKIP-MIC: RC4 40, 104 and 128 bits (both static and shared keys)
e SSL and TLS: RC4 128-bit and RSA 1024- and 2048-bit

e AES: CCM, CCMP

* |PSec: DES-CBC, 3DES, AES-CBC

Mopnep>XKa NMpPOTOKOJIOB ayTEHTUPUKALNN:

IEEE 802.1X

e RFC 2548 Microsoft Vendor-Specific RADIUS Attributes
* RFC 2716 PPP EAP-TLS

¢ RFC 2865 RADIUS Authentication

¢ RFC 2866 RADIUS Accounting

e RFC 2867 RADIUS Tunnel Accounting

¢ RFC 2869 RADIUS Extensions

¢ RFC 3576 Dynamic Authorization Extensions to RADIUS
e RFC 3579 RADIUS Support for EAP

RFC 3580 IEEE 802.1X RADIUS Guidelines

e RFC 3748 Extensible Authentication Protocol

* Web-based authentication

Monopep>xka ctaHgapToB ynpasieHnsa: « SNMP v1, v2c, v3

* RFC 854 Telnet

e RFC 1155 Management Information for TCP/IP-Based Internets

* RFC 1156 MIB

* RFC 1157 SNMP

* RFC 1213 SNMP MIB Il

* RFC 1350 TFTP

e RFC 1643 Ethernet MIB

* RFC 2030 SNTP

* RFC 2616 HTTP

e RFC 2665 Ethernet-Like Interface types MIB

e RFC 2674 Definitions of Managed Objects for Bridges with Traffic Classes, Multicast Filtering, and Virtual LAN Extensions
e RFC 2819 RMON MIB

* RFC 2863 Interfaces Group MIB

* RFC 3164 Syslog

* RFC 3414 User-Based Security Model (USM) for SNMPv3

* RFC 3418 MIB for SNMP

* RFC 3636 Definitions of Managed Objects for IEEE 802.3 MAUs

» Cisco private MIBs Noppepxka nHTepgencod ynpasneHuns: « Web-based: HTTP/HTTPS
e Command-line interface: Telnet, SSH, serial port UHTepdencel n nHankatopsl: * Uplink: 2 (4402) or 4 (4404) 1000Base-
X transceiver slots

* LED indicators: link, activity

* Service Port: 10/100 Mbps Ethernet (RJ45)

» LED indicators: link, activity

« Utility Port: 10/100/1000 Mbps Ethernet (RJ45)

* LED indicators: link, activity

* Expansion Slots: 1 (4402) or 2 (4404)
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¢ Console Port: RS232 (DB-9 male, DTE interface)

e Other Indicators: Status, Alarm, Power Supply 1, Power Supply 2 ®usnyeckne xapaktepuctuku: * Dimensions (WxDxH):
17.45 x 15.75 x 1.75 in. (443 x 400 x 44.5 mm)

* Weight: 15.3 Ibs (6.95 kg) with 2 power supplies

* Temperature:

* Operating: 32 to 104°F (0 to 40°C)

e Storage: -13 to 158°F (-25 to 70°C)

e Humidity:

e Operating humidity: 10 95%, non-condensing

e Storage humidity: up to 95%

* Input power: 100 240 VAC; 50/60 Hz; 0.43 A at 110 VAC, 0.23 A at 220 VAC; 50W. Redundant power option available.
* Heat Dissipation: 171 BTU/hour MexayHapopgHble cepTudukaTtbl: « CE Mark

* Safety:

e UL 60950-1:2003

* EN 60950:2000

* EMI and susceptibility (Class A):

e U.S.: FCC Part 15.107 and 15.109

e Canada: ICES-003

e Japan: VCCI

e Europe: EN 55022, EN 55024

Obwune

PoE 802.3af
MopTos LAN 2
YAn4HbIA KOpnycC HeT
TeMnepaTypa oKpy>katLlien cpenbl paboyas, °C o1 0 no 40

Ilon. onncaHwne

OpraHnusauua WiFi cetu ¢ ucnonbsopaHuem KoHtponnepa AIR-WLC4402-50-K9
MHoroypoBHeBas cucteMa 3aLwuThl B 6ecnpoBoaHon cetu Cisco Aironet

UHdopmauuns gns 3akasa

Part Number Description

AIR-WLC4402-12-K9 4400 Series WLAN Controller for up to 12 Cisco access points
AIR-WLC4402-25-K9 4400 Series WLAN Controller for up to 25 Cisco access points
AIR-WLC4402-50-K9 4400 Series WLAN Controller for up to 50 Cisco access points
AIR-WLC4404-100-K9 4400 Series WLAN Controller for up to 100 Cisco access points
AIR-PWR-4400-AC= 4400 Series WLAN Controller AC Power Supply (redundant)
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