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WiFi koHTponnep Cisco AIR-WLC4402-50-K9

AIR-WLC4402-50-K9

OnuncaHue

Ha paHHbIN TOBap BO3MOXXHa rapaHTua NAG-NBD
(Next Business Day), yc/iOBUSl U LLeHY YTOYHAUTE Yy
MeHepkepa

CornacHo uHcgpopmMauum

npoussoauTens

, Ha AaHHbIX YCTPOMUCTBaX UCTEKaeT CPOK AeNCTBUA
cepTudMKaTa aBTOpU3aLMM TOYEK AocTyna.

IOna obxopma npo6nembl, Heobxoaumo: nuéo
KOppeKTUpoBaTh AaTy, MO0 NpUHYyAUTENBLHO
n000aBNATL paspelleHne Ha KaXkaylo TO4Ky aocTtyna
KOMaHO,0M

(WLC)>config ap lifetime-check {mic|ssc} enable

KoHTponnepsl 6ecnposogHoro goctyna Cisco Aironet
AIR-WLC4402-50-K9 oTBevaloT 3a Takune pyHKLNK
6ecnpoBofHOM CETU, KaK NMPUMEHEHNE NMOMNTUK
6e3onacHOCTK, NpefoTBpalleHmne aTak, yrnpaBieHue
panuo acupom, obecrneyeHne kavyecTBa 06CyXnMBaHUA
(Q0S) n MobuNbHOCTL. KoHTponnepsbl paboTatoT
COBMECTHO C "06s1eryeHHbIMK" To4YKaMn ocTyna 1
cuctemon ynpasneHus Cisco Wireless Control System
(WCS) ons nogaepXKn KpUTu4eckun-BarkKHbIX
npuaoXXeHui. Takme NpuioxXeHns BkovatoT B cebs
roJsI0COBbIE CEPBUCHI, Mepefady AaHHbIX U OTCeXnBaHue
MecTonosioxeHne 06bekToB. KoHTponnepsl
6ecnpoBoaHoro noctyna AIR-WLC4402-50-K9 ot Cisco
npefocTaBnsAloT HanbosbLune BO3IMOXHOCTM Mo
ynpaBneHuto, MacwtabupyemocTn n obecneveHumio
6e30nacHOCTM ANA NoCTpoeHns 6ecnpoBOLHbLIX CeTel
LeHTpaJibHbIX O(PNCOB N (hUINASOB.

KoHTponnepsl Cisco Aironet cemenctsa 4400 series AIR-WLC4402-12-K9, AIR-WLC4402-25-K9 n AAIR-WLC4402-50-K9 n
AIR-WLC4404-100-K9 nogaep>xmBatoT go 12, 25, 50 nnm 100 To4ek JOCTyna COOTBETCTBEHHO. [laHHOoe cemencTBo WiFi
KOHTPO//1epOB ABAAETCA 3PPEKTUBHLIM pPELUEHNEM MO COOTHOLUEHMIO LIEHA - Ka4eCTBO AJ19 opraHm3aumnm 6ecnopoBogHOM

ceTun ohMCOoB 1 NPeanpUATUIA CpeiHero pasmepa.

Mopaep>xka pesepBHbIX 6/10K0B NUTaHMA KoHTposepos Cisco Aironet cemenctea 4400 NoO3BONSET 3HAYUTENIBHO

MOBbLICUTb HAAEXHOCTb 1 obecneymBaeT 6€30TKa3HOCTb BeCcnpoBO4HON CeTn.

KniouyeBble ocobeHHocTu cepum Cisco Aironet

O6WwMpHas 30Ha NOKPbITUA. PagnoTexHUKa 1 aHTeHHbI Cisco cneuunansHo paspaboTaHbl Ans obecneyeHns

MaKCMMaJIbHO Hage>XXHOoro nokKpbITUA.

MpousBoaUTEeNbLHOCTL. [IByXAMana3oHHas paanoCcBs3b BbICOKON MOLLHOCTU obecnedynBaeT rmbKoCTb, MOLLHOCTb U

npon3BoanTENIbHOCTb ON14 06CJ'Iy)KVIBaHVIFI LLUNPOKOIro cnekTpa MOBUABHbIX I'IpVIJ'IO)KEHVIVI, B TOM 4Hucne gns

roCcTeBOro JOCTyna 1 nepefaymn rosoca no 6ecnpoBofHON NOKANbHOM CETW.
Be3onacHoCTb. To4ykn goctyna Cisco n3BeCTHbl CBOUMM TUTYJIOBAHHbLIMUW peann3aumnsaMmn cTaHoapTU3NPOBaHHbIX 1
paclmpeHHbIX pewleHnn B obnactn obecneyeHns 6esonacHoCTu.

MacwTabupyemMocTb. TO4KUM JOCTyrna MoryT paboTaTb camocTosATeNbHO, obecrneynBas 6a30Boe NOKPbLITHE U
OCHOBHble MOBUbHLIE cepBUCHl, MO0 C KOHTpoIIepaMmn 6ecnpoBoAHbIX JIoKasbHbIX ceTen Cisco ans 6onee
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CNOXXHbIX MPUIOXKEHNN N LLEHTPAIN30BAHHOIO YrpaBAeHUS FPYnnon To4Yek AocTyna.
MMOKOCTb. Pa3inyHble MOOEesIN TOYEK OOCTynMNa MOryT 6bITb npenHasHavyeHbl He TOJIbKO 4J19 0(PMCOB C KOBPOBbIM
MOKPbLITUEM, HO 1 ABAAIOTCA ONTUMaibHbIM BbIOOPOM A/19 3aBOA0B, CKIaA0B 1 TOProBbIX Mjowanen.

TexHUu4Yeckue XxapakKTepuCcTUKHU:

Moanep)kka 6ecnpoBoAHbIX CTaHAAPTOB:

I'Iop,,uep»(Ka NMPOBOAOHbIX CTaHAAPTOB!

Moppep>xka cTaHOapToB 6e3onacHocTu:

Mopfeprkka NPOTOKOIOB ayTEHTU(MKaLNK:

Mopaep>xka ctaHgapToB 06paboTKN OaHHbIX:

IEEE 802.11a, 802.11b, 802.11g, 802.11d, 802.11h,
802.11n

IEEE 802.3 10BASE-T, IEEE 802.3u 100BASE-TX
specification, IEEE 802.1Q VLAN tagging, and IEEE 802.1D
Spanning Tree Protocol

e RFC 768 UDP

* RFC 791 IP

* RFC 792 ICMP

e RFC 793 TCP

* RFC 826 ARP

e RFC 1122 Requirements for Internet Hosts
e RFC 1519 CIDR

RFC 1542 BOOTP

RFC 2131 DHCP

* WPA

* |IEEE 802.11i (WPA2, RSN)

* RFC 1321 MD5 Message-Digest Algorithm

* RFC 1851 The ESP Triple DES Transform

* RFC 2104 HMAC: Keyed Hashing for Message
Authentication

e RFC 2246 TLS Protocol Version 1.0

* RFC 2401 Security Architecture for the Internet Protocol
* RFC 2403 HMAC-MD5-96 within ESP and AH

e RFC 2404 HMAC-SHA-1-96 within ESP and AH

e RFC 2405 ESP DES-CBC Cipher Algorithm with Explicit IV
e RFC 2406 IPsec

e RFC 2407 Interpretation for ISAKMP

* RFC 2408 ISAKMP

e RFC 2409 IKE

e RFC 2451 ESP CBC-Mode Cipher Algorithms

e RFC 3280 Internet X.509 PKI Certificate and CRL Profile
* RFC 3602 The AES-CBC Cipher Algorithm and Its Use
with IPsec

* RFC 3686 Using AES Counter Mode with IPsec ESP

* WEP and TKIP-MIC: RC4 40, 104 and 128 bits (both static
and shared keys)

e SSL and TLS: RC4 128-bit and RSA 1024- and 2048-bit

e AES: CCM, CCMP

e |IPSec: DES-CBC, 3DES, AES-CBC

e |EEE 802.1X

* RFC 2548 Microsoft Vendor-Specific RADIUS Attributes
* RFC 2716 PPP EAP-TLS

* RFC 2865 RADIUS Authentication

e RFC 2866 RADIUS Accountina
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e RFC 2867 RADIUS Tunnel Accounting

e RFC 2869 RADIUS Extensions

* RFC 3576 Dynamic Authorization Extensions to RADIUS
* RFC 3579 RADIUS Support for EAP

e RFC 3580 IEEE 802.1X RADIUS Guidelines

* RFC 3748 Extensible Authentication Protocol

* Web-based authentication

* SNMP v1, v2c, v3

* RFC 854 Telnet

¢ RFC 1155 Management Information for TCP/IP-Based
Internets

* RFC 1156 MIB

e RFC 1157 SNMP

e RFC 1213 SNMP MIB II

e RFC 1350 TFTP

e RFC 1643 Ethernet MIB

¢ RFC 2030 SNTP

* RFC 2616 HTTP

¢ RFC 2665 Ethernet-Like Interface types MIB

¢ RFC 2674 Definitions of Managed Objects for Bridges
with Traffic Classes, Multicast Filtering, and Virtual LAN
Extensions

e RFC 2819 RMON MIB

¢ RFC 2863 Interfaces Group MIB

¢ RFC 3164 Syslog

¢ RFC 3414 User-Based Security Model (USM) for SNMPv3
* RFC 3418 MIB for SNMP

¢ RFC 3636 Definitions of Managed Objects for IEEE 802.3
MAUs

¢ Cisco private MIBs

* Web-based: HTTP/HTTPS
¢ Command-line interface: Telnet, SSH, serial port

e Uplink: 2 (4402) or 4 (4404) 1000Base-X transceiver
slots

e LED indicators: link, activity

e Service Port: 10/100 Mbps Ethernet (RJ45)

* LED indicators: link, activity

« Utility Port: 10/100/1000 Mbps Ethernet (RJ45)

* LED indicators: link, activity

* Expansion Slots: 1 (4402) or 2 (4404)

e Console Port: RS232 (DB-9 male, DTE interface)

e Other Indicators: Status, Alarm, Power Supply 1, Power

Supply 2

e Dimensions (WxDxH): 17.45 x 15.75 x 1.75 in. (443 x
400 x 44.5 mm)

e Weight: 15.3 Ibs (6.95 kg) with 2 power supplies

* Temperature:

e Operating: 32 to 104°F (0 to 40°C)

e Storage: -13 to 158°F (-25 to 70°C)

e Humidity:

¢ Operating humidity: 10 95%, non-condensing

¢ Storage humidity: up to 95%
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* Input power: 100 240 VAC; 50/60 Hz; 0.43 A at 110 VAC,
0.23 A at 220 VAC; 50W. Redundant power option
available.

e Heat Dissipation: 171 BTU/hour

* CE Mark

* Safety:

* UL 60950-1:2003

* EN 60950:2000

* EMI and susceptibility (Class A):

* U.S.: FCC Part 15.107 and 15.109
e Canada: ICES-003

e Japan: VCCI

e Europe: EN 55022, EN 55024

Obwne

PoE 802.3af
MopTos LAN 2
YAN4HbIN KOpNyC Het
TemnepaTypa oKpy»xatoLlen cpenbl paboyas, °C o1 0 #o 40

Ilon. onncaHne

OpraHusauusa WiFi cetu ¢ ucnonbsoBaHuem KoHtposanepa AIR-WLC4402-50-K9

MHoroypoBHeBas cucteMa 3awuThl B 6ecnpoBogHon cetu Cisco Aironet

Undpopmauusa ona 3akasa

Part Number
AIR-WLC4402-12-K9
AIR-WLC4402-25-K9
AIR-WLC4402-50-K9
AIR-WLC4404-100-K9

AIR-PWR-4400-AC=

Description

4400 Series WLAN Controller for up to 12 Cisco access points
4400 Series WLAN Controller for up to 25 Cisco access points
4400 Series WLAN Controller for up to 50 Cisco access points
4400 Series WLAN Controller for up to 100 Cisco access points

4400 Series WLAN Controller AC Power Supply (redundant)
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