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WiFi koHTponnep Cisco AIR-
WLC2106-K9

AIR-WLC2106-K9

OnucaHune

KoHTponnepsl 6ecnposonHoro goctyna Cisco Aironet AIR-WLC2106-K9 oTBeyvaloT 3a Takme hyHKLMM 6ecrnpoBoaHOM
ceTun, Kak NpuMeHeHne NoanTuk 6esonacHoCTn, NpefoTBpaLleHne aTak, ynpaBaeHue paguno surupom, obecnevyeHme
KayecTBa ob6cnyxmBaHus (QoS) n MobnnbHOCTL. KOHTpoepbl paboTaloT COBMECTHO ¢ "obneryeHHbiMn" To4KaMu
poctyna n cuctemon ynpasneHus Cisco Wireless Control System (WCS) gnsa nogaep>XKm KpuTUYeCKn-BaKHbIX
MPUNOXKEHU. Takne NPUIoKEHNA BKIOYAlOT B ceba roslocoBble CEpPBUCHI, Mepenady AaHHbIX N OTCAeXUBaHne
MecTonono)xxeHne 06bekToB. KoHTpoasiepbl 6ecnposogHoro goctyna AIR-WLC2106-K9 ot Cisco npefnocTaBnsoT
HanbonbLuMe BO3MOXKHOCTW MO yrpassieHnto, MaclwiTabupyemocTn n obecneyvyeHmto 6€30macHOCTM 418 NOCTPOEHUSA
6ecnpoBOAHbIX CETEN LLeHTPasbHbIX 0PUCOB U PUINANOB.

KoHTponnepsl Cisco Aironet cemencTtsa 2100 series AIR-WLC2106-K9, AIR-WLC2112-K9 n AIR-WLC2125-K9

noanep XuBatoT 40 6,12 nnm 25 Todyek AocTyna n 256 KJIMEHTOB COOTBETCTBEHHO. [laHHOoe ceMencTBo WiFi
KOHTPOJ/1/1EPOB ABNASETCH 3PPEKTUBHLIM PELLEHMEM MO COOTHOLLEHMIO LIeHa - Ka4yeCTBO A8 opraHu3auum 6ecrnopoBoaHom
ceTn HebOobLIMX 0ChNCOB U NPEANPUATUNA.

KoHTponnepsbl o6opynosaHbl 8-t10 Ethernet nopTamu 2 13 KoTopbix Nogaep>xusatoT POE n MoryT HenocpenCTBEHHO NMUTaTb
TOo4YkM pocTtyna Cisco Aironet.

KniouyeBbie ocob6eHHocTu cepum Cisco Aironet:

O6wuMpHana 30Ha NOKPLITUA. PagnoTexHnka n aHTeHHbl Cisco cneymanbHO pa3paboTaHbl Ans obecrneyeHus
MaKC/MaJIbHO Hage>XXHOoro nokKpbITUA.

MpousBoauTeNnbHOCTb. [IByxAnarna3oHHas paanoCcBsa3b BbICOKON MOLWHOCTM obecrevynBaeT rmbKOCTb, MOLLHOCTb U
npon3BoAUTENIbHOCTb A4 O6Cﬂy)KVIBaHVIﬂ LLINPOKOro cnekTpa MOOUIIbHbIX I'Ipl/lﬂO)KeHVII7I, B TOM 4yucne gnsa
rocTeBOro AOCTyMna 1 nepenayun rosoca no 6ecnpoBoOHON NOKaNIbHOW CETU.

Be30nacHOCTb. TO4YKN AoCTyna Cisco n3BeCTHbl CBOUMMU TUTYNOBaHHbIMU peain3aunaMmn CTaHOapTU3NPOBaHHbIX U
pacLUMpeHHbIX pelleHui B obnactu obecnevyeHuns 6esonacHoCcTu.

MaCUJTaGVIpVEMOCTb. To4ukun AO0CTyrMa MOoryTt pa60TaTb CaMOCTOATENbHO, obecrneymBas ba3oBoe NMoKpbITNE N
OCHOBHble MOOUJIbHbIE cepBuChl, nnbéo ¢ KOHTpOJIJIEPaMU 6ecr|pOBo,qu|x nokanbHbIX ceTen Cisco ana bonee
CJI0O>KHbIX I'IpVIJ'IO)KEHI/II7I N LEeHTPaJIN30BaHHOIO yrnpasJiIeHUA prI'II'IOI7I TO4YeK OocCTyna.

'MbkocTb. Pa3ninyHbie Moesim To4eK OoCTyna MOoryT ObITb npeaHa3Ha4eHbl HE TOJIbKO A OCDVICOB C KOBpPOBbIM
MOKPbITNEM, HO N ABNAAKTCA ONTUMaJibHbIM BbI60pOM Ons 3aBOA0OB, CKJ1aAoB N TOProBbIX nnou_l,ap,e|7|.

TexHuyeckue XapaKTepuctuku:

Moppep>xka 6ecnpoBoAHbIX MPOTOKOJIOB: IEEE 802.11a, 802.11b, 802.11g, 802.11d, 802.11h,
802.11n
Mopnep>xKa NMPOBOAHbBIX CTaHL4APTOB: |IEEE 802.3 10BASE-T, IEEE 802.3u 100BASE-TX

specification, and IEEE 802.1Q VLAN tagging
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NMoppep>ka cTaH#apToB 06paboTKM AaHHbIX:

Moanep)Kka CTaHOapToB 6e30MacHOCTH:

Monaep>kka NPOTOKOIOB ayTeHTUDUKALUN:

Mopfepr)kka CTaHAAPTOB yNpaBAeHUSs:
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* RFC 768 UDP

e RFC 791 IP

e RFC 792 ICMP

* RFC 793 TCP

* RFC 826 ARP

* RFC 1122 Requirements for Internet Hosts
RFC 1519 CIDR

* RFC 1542 BOOTP

* RFC 2131 DHCP

e Wi-Fi Protected Access (WPA)

e |[EEE 802.11i (WPA2, RSN)

e RFC 1321 MD5 Message-Digest Algorithm

¢ RFC 2104 HMAC: Keyed Hashing for Message
Authentication

e RFC 2246 TLS Protocol Version 1.0

e RFC 3280 X.509 PKI Certificate and CRL Profile

« WEP and Temporal Key Integrity Protocol-Message
Integrity Check (TKIP-MIC): RC4 40, 104 and 128 bits (both
static and shared keys)

e Secure Sockets Layer (SSL) and Transport Layer
Security (TLS): RC4 128-bit and RSA 1024- and 2048-bit

e Advanced Encryption Standard (AES): CCM, Counter
Mode with Cipher Block Chaining Message Authentication
Code Protocol (CCMP)

e |[EEE 802.1X

* RFC 2548 Microsoft Vendor-Specific RADIUS Attributes
RFC 2716 PPP EAP-TLS

RFC 2865 RADIUS Authentication

RFC 2866 RADIUS Accounting

RFC 2867 RADIUS Tunnel Accounting

RFC 2869 RADIUS Extensions

RFC 3576 Dynamic Authorization Extensions to RADIUS
RFC 3579 RADIUS Support for EAP

RFC 3580 IEEE 802.1X RADIUS Guidelines

RFC 3748 Extensible Authentication Protocol

¢ Web-based authentication

* SNMP v1, v2c, v3

* RFC 854 Telnet

* RFC 1155 Management Information for TCP/IP-Based
Internets

* RFC 1156 MIB

* RFC 1157 SNMP

* RFC 1213 SNMP MIB I

* RFC 1350 TFTP

* RFC 1643 Ethernet MIB

* RFC 2030 SNTP

* RFC 2616 HTTP

* RFC 2665 Ethernet-Like Interface types MIB

* RFC 2674 Definitions of Managed Objects for Bridges
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Mopaep>xka nHTepdencod ynpaBieHuns:

NHTepdencol n UHONKaTOPbI:

dur3MYeCKMe XapaKTePUCTUKMN:

Me)xoyHapogHble cepTuuKkaTbl:

MepepHsas naHenb KoHTposnepa AIR-WLC2106-K9

3apHaa naHenb KoHTponsepa AIR-WLC2106-K9
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with Traffic Classes, Multicast Filtering, and Virtual LAN
Extensions

* RFC 2819 RMON MIB

* RFC 2863 Interfaces Group MIB

* RFC 3164 Syslog

* RFC 3414 User-Based Security Model (USM) for SNMPv3
* RFC 3418 MIB for SNMP

* RFC 3636 Definitions of Managed Objects for IEEE 802.3
MAUs

 Cisco private MIBs

¢ Designed for use with Cisco Wireless Control System
* Web-based: HTTP/HTTPS individual device manager
¢ Command-line interface: Telnet, SSH, serial port

» Console port: RS-232 (DB-9 male/RJ-45 connector
included)

* Network: Eight 10/100 Mbps Ethernet (RJ-45) including
two 802.3af or Cisco PoE ports rated for use with Cisco
Aironet lightweight access points

* LED indicators: Link Activity (each 10/100 port), Power,
Status, Alarm, Access Point Joined

e Dimensions: 1.75 x 7.89 x 6.87 in. (4.45 x 20.04 x 17.45
cm)

e Weight: 4.0 Ibs (with power supply)

* Temperature:

e Operating: 32 to 104°F (0 to 40°C)

e Storage: -13 to 158°F (-25 to 70°C)

e Humidity:

¢ Operating humidity: 10 to 95 percent, noncondensing
e Storage humidity: Up to 95 percent

e Power adapter: Input power: 100 to 240 VAC; 50/60 Hz
* Heat Dissipation: 72 BTU/hour

e CE Mark

* Safety:

e UL 60950-1:2003

* EN 60950:2000

e EMI and susceptibility (Class B):

e U.S.: FCC Part 15.107 and 15.109
e Canada: ICES-003

* Japan: VCCI

e Europe: EN 55022, EN 55024

OpraHusauusa WiFi ceTu ¢ ucnonbsosaHuem KoHtposnnepa AIR-WLC2106-K9

MHoroypoBHeBas cucteMa 3awuTthl B 6ecnpoBoaHoi cetu Cisco Aironet

Undopmauusa pns 3aKkasa
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Part Number

AIR-WLC2106-K9

AIR-WLC2112-K9

AIR-WLC2125-K9

Obwwme
PoE
MopTos LAN
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Description
Cisco 2106 Wireless LAN Controller for up to six Cisco access points
Cisco 2112 Wireless LAN Controller for up to twelve Cisco access points

Cisco 2125 Wireless LAN Controller for up to twenty-five Cisco access points

802.3af
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