000 «HATI»
+7 (343) 379-98-38

na

Cnenyw 30 9KCNepTomM

O
v sales@nag.ru

Moaynb Cisco ASA-SSP-20-K8
ASA-SSP-20-K8

OnuncaHue
B KOMNNneKT BXOOMUT:

Moaynb SSP-20 - 1wt

HenpeB3onAeHHbIN YPOBEHb 3alUMThl NO3BOJISET
oTpakaTb KnbepaTaky MOBbILLEHHON CJIOXXHOCTH.
[MepBbIN B 0OTpac/in MeXXCeTeBOW 3KpaH HOBOIO
rnokoneHns (NGFW) ¢ akTUBHOWM 3alLMTON OT yrpos.
CaMbIln pacnpoCTpPaHEeHHbIN MeXXCeTeBOW 3KpaH C
KOHTPOJIEM COCTOSHUS B COMETaHUM CO CpeAcTBaMun
KOHTPOIS1 MPUIOXKEHUI, CUCTEMON NpefoTBpaLLleHns
BTOP>XEHWU HOBOIO MOKOJIEHMSA U 3aLLUTON OT CJIOXKHOI 0O
BpenoHocHoro MO (AMP) obecne4yaT BaM abCOJIIOTHYIO
YBEPEHHOCTb B 3aLLuTe.

Obecne4ynBatoT aHan3 Tpanka Ha 3 n 4 ypoBHe,
BKJIlOMaA KOHTposb goctyna n NAT-

TPaAHC/IALMIO, NO3BOJIAET OPraHn3aLnaM COXPaHATb
CyLLeCcTBYOLLNE MOJIMTUKN NPOBEPKN COCTOAHMS,
KoTopble Heo6XxoAMMbI 4118 COBIIOAEHNA NOKaNbHbIX
TpeboBaHuil 1 obecneyveHns 6€30MacHOCTN KPUTNYECKM
BaXXHbIX pecypcos.

B pononHeHue K BCECTOPOHHUM BO3MOXHOCTSAM
nposepkun coctoaHus, Cisco ASA 5585-X aHanusnpyeTt
Takxe Tpaduk Ha 7 ypoBHe. TexHonorusa Cisco
AnyConnect® npepocTaBnseT MHGOPMaLKUo o0 Tune n
MEeCTOMOJI0XKEHNN NMOAKJIYaoLWerocs MobuabLHoOro
yCTPOWCTBa A0 NOAKJIIOYEHUS [OCTYyMNa K ceTu. TakuMm
obpa3omM afMUHMUCTPaTOPbLlI MOTYT NOALEPXKMBATb
BbICOKWNI YPOBEHb BUAMMOCTUN CETU, ee 3alUnTbl U
KOHTPOIS.

Cisco ASA 5585-X noggep)xmBaeT A0 ABYX annapaTHbIX
6nenpa B ogHoM waccu 2RU. HuxHuin cnoT (cnoT 0)
COLEPXXUT MOAYJIb MEXCETEBOI0 3KpaHa C MPOBEPKON
cocTosiHMs ASA, B TO BpeMA Kak BEpPXHUM cioT (cnoT 1)
MOXKeT NUCMOoJIb30BaTbCs A1 fobaBieHns BTOpPOro
MOLYNSA C LEeNblo yBEIMYEHNS KONMYECTBa NOPTOB 1
pesepBMpoBaHNS, HTO aKTyaNlbHO 418 KPUTUYECKMN
Ba>KHbIX LLeHTpPoB 06paboTKM AaHHbIX 1 Y3/10B CBA3N.

Cisco ASA Software nossonseTt o6beanHUTL 00

16 Cisco ASA 5585-X B eAunHbIN KnaTep C MponyCckHO
crnocobHocTblo go 640 M6UT/C, 2 MUJIMOHA COeAUHEHWNI B
cekyHay n 6onee 100 MMANMOHOB O4HOBPEMEHHbIX
NoaKtOYEHUN.

HoBble ycTponcTBa B inHenke ASA 5500


http://data.nag.ru/Cisco/Datasheets/asa5585_ydovgan.pdf
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MultiScale™ lMpousBoauTensHOCTb

= O6ecneunBaet o 35 [GUT/C NponyckHOWM CNOCOBHOCTU B
pexume Mexcetesoro SkpaHa (M)

o

= Pacwwupsier M3 u IPS nponyckHyto crnocobHocTb
no 10 réut/c
= Macwrabupyetca fo 10,000 noaknioueHunii yganeHHoro
poctyna VPN

3awmra MHBECTULINIA

= MacwTabupyemoe Wwaccu, pacTyliee BMecTe ¢ GU3HecoM
Tinaupylowan B MHAYCTPUM MYNLTUCEPBUCHASA

3awmra

= 3awura oT aTTaK ¢ nomoLLbto Botnet Traffic Filtering n
annapaTHO-yCcKopeHHbIM IPS ¢ dyHKumeii MMobnbHoi
Koppensauum

= YpanenHslit foctyn Cisco AnyConnect™

[MogHMMas nnaHKy BO3MOXHOCTEN
MexceTteBoro OkpaHa, IPS n VPN

MecTo B cetu

MpousBogUTENBLHOCTL

Makc Firewall (Bonbluve naketbi)

Makc Firewall(IMIX)
Make IPS (Media-Rich)
Makc IPSec VPN

Make IPSec/SSL VPN ceccui

Kamnyc

ASA 5585 SSP-10

4 Gbps
2 Gbps
2 Gbps
1 Gbps
5000

BoamoxxHocTu nnardopmebl

Makc Firewall ceccuin
Max ceccuid B cexyHay
MNakeToB B cekyHay (64 byte)
BasoBbl nHTEpdelchl
MakcumMansHo HTepdeicos
Kon-so VLANoB
OTKa30ycTOWUMBOCTL

1,000,000
50,000
1,500,000

8GE +2 10 GE
16 GE + 4 10 GE
1024

A/A and A/S

MuTtepHeT-nepumetp/ WHTepHeT-nepumetp/

Kamnyc

ASA 5585 SSP-20

10 Gbps
5 Gbps
3 Gbps
2 Gbps
10,000

2,000,000
125,000
3,000,000

8 GE +2 10 GE
16 GE + 4 10 GE
1024

A/Aand A/S
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Kamnyc/

uon
ASA 5585 SSP-40

20 Gbps
10 Gbps
5 Gbps
3 Gbps
10,000

4,000,000
200,000
5,000,000

6 GE + 4 10GE
12 GE + 8 10GE
1024

A/A and A/S

uoa
ASA 5585 SSP-80

35 Gbps
20 Gbps
10 Gbps
5 Gbps
10,000

10,000,000
350,000
9,00,000

6 GE + 4 10GE
12 GE + 8 10GE
1024

A/A and A/S
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Bbicokonpou3BoanTenbHble MYyJbTU-
cepBucHble Cisco ASA 5585-X

UTo noa KpblLUKOW

2 RU waccu
= 2 NONHOpPa3MepHbIX
Moayna

= 1 nonHbIA + 2
NONOBUHYATEIX MOAYNen

= [opauas 3aMeHa
KOMMOHEHT

GE MNMopTol

= 1o 8 x 10G SFP+
C ropsiueit 3ameHoi
= 1o 16 x 1GbE mepHbIX

= SFP/SFP+ pa3sbembl Ha Bcex
MOAynsx

Security Service Processors

= MynsTMCEpPBUCHLIE BO3MOXHOCTH

= BolgeneHHole 64-GUTHbIE MHOrOSIAEPHBIE
npoLeccophl

Obwme

MpounssoantensHocTb (512byte UDP), Gbps
KonnyecTBo noaaep>xnMBaeMbIx CECCUN
Konmn4ecTBO HOBbIX CECCUN B CEKYHLY

MpounssogutensHocTb IPsec VPN, Mbps

MopnepXXnBaemblin TUM NMHTEPHENCOB MEXCETEBOI0 IKPaHa

Ilon. onncaHwne

PesepBupyemble 6rioku
NUTaHWA C
BO3MOMHOCTbIO ropadyeil
3aMeHbl

= Front to back obaye

MHorormrabutHas
®abpuka
= [laccuBHaA WWHA

= [pamoe
B3aMMO/IefiCTBME
mopynen

= [MpuopuTesaLns U
LUeHNWHr NakeToB

eUSB

= 2 GB BHyTpeHHWI
= Security credentials

10
2000000
125000
2000

NHTepdencol 10G BaseX SFP+
NHTepdeinckl 10/100/1000 Base-T
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Product Description

Number of Ports

Product Part
Number

SFP/SFP+ SFP 10/100/1000BASE-
Ports Ports T Ports

Configuration Options
Cisco ASA 5585-X 8-port 10 Gigabit Ethernet 8 - - ASA5585-NM-8-
module 10GE
Cisco ASA 5585-X 4-port 10 Gigabit Ethernet 4 - - ASA5585-NM-4-
module 10GE
Cisco ASA 5585-X 20-port 1 Gigabit Ethernet - 12 8 ASA5585-NM-20-

module

1GE

Cisco ASA 5585-X slot divider

ASA5585-SEPTUM

Cisco ASA 5585-X half-slot cover

ASA5585-BLANK-H
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Supported SFP and SFP+ Modules

Product Description
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Product Part Number

10G BASE-CU SFP+ cable 1 meter, passive

Supported SFP modules Cisco 1000 Base-SX SFP module, MMF, 850nm, DOM GLC-SX-MMD
Cisco 1000 Base-LX/LH SFP module, MMF/SMF, 1310nm, DOM GLC-LH-SMD
Cisco 1000BASE-T copper SFP GLC-T
Cisco 1000BASE-EX SFP module, SMF, 1550nm, DOM GLC-ZX-SMD
Cisco 1000BASE-ZX SFP module, SMF, 1310nm, DOM GLC-EX-SMD

Supported SFP+ modules 10G SR SFP+ modules SFP-10G-SR
10G LRM SFP+ module SFP-10G-LRM
10G LR SFP+ module SFP-10G-LR
10G ER SFP+ module SFP-10G-ER

SFP-H10GB-CU1M
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10G BASE-CU SFP+ cable 3 meter, passive SFP-H10GB-CU3M
10G BASE-CU SFP+ cable 5 meter, passive SFP-H10GB-CU5M
10G BASE-CU SFP+ cable 7 meter, active SFP-H10GB-ACU7M

10G BASE-CU SFP+ cable 10 meter, active SFP-H10GB-ACU10M
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