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AnnapaTHaa naaTtdgopMa
UserGate X1
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OnucaHune

KomnaHusa UserGate (OO0 "HO3eprent") paspabaTbiBaeT TexHoN0rmmn, obecneymBatowime 6e30mnacHoOCTb A0OCTyNa B
MHTEepHeT, rmbkoe ynpas/ieHne nosb3oBaTeNsiMY, YJyylleHNe KayecTBa MHTEPHET-A0CTyna. PelleHns koMnaHum
ncrnonb3ytoTcsa B 6bonee, 4em 50 Thics4ax opraHusauni B Poccum n 3apybexxHbix CTpaHax, B Thicsi4ax obpa3oBaTesibHbIX
yypexxaeHuii, B MpoBanLepCckmnx CeTAX N Ha AOMaLUHMX KoMnbloTepax. MNpoaykTel UserGate obecneymBatoT 3amuTy oT
WHTEPHET-Yrpo3, uabTPaLMio ONacHOro, HE3aKOHHOI0 U He)XeNnaTesIbHOro KOHTEHTA, 3allulias TeM CaMbIM
nosib3oBaTesieil OT pa3HOObpPa3HbIX PUCKOB, CBA3AHHbIX C UCMOJIb30BaHNEM UHTEPHETA.

B coBpeMeHHOM MUpe K UHTEPHETY U PasINiHbIM CETSAM MNOAKJIYEHbI HE TONIbKO O(PUCHbIE KOMMbIOTEPBI, HO U
MHOMO4YNCIIEHHbIE YCTPONCTBA, YNpaBsiolwme YANYHOW, TPAaHCMOPTHONM, MPOMbILLAEHHOW 1 APYFMMU UHMPACTPYKTYpPaMU.
Be3onacHoCTb Takx 06bEKTOB KpaliHe Ba)kKHa, HO ee He Bcerga MoXXKHo obecrneqnTb CTaHAAPTHLIMU CPeacTBaMmn B CUITY
3KCTPEMasibHbIX YCNOBUIA SKCMyaTaLuum.

Obwune

MpounzsoantensHocTb (1514 byte UDP), Gbps 0,8

KonnyecTBo noaaepxmBaeMblx CeCCUi 2000000

Konn4yecTBO HOBbIX CECCUI B CEKYHAY 10000

MpounzsogutensHocTb NGFW (Ha cmewaHHoM Tpaduke), Mbps 15

Moopnepxka PoE HeT

Moppepxka WiFi HeT

Moppep>XnuBaembin TUM NHTEPHENCOB MEXCETEBOI0 IKpaHa NHTepdencel 10/100/1000BaseT

Ilor. onucaHune

PaboTa B 3KCTpeMasibHbIX YCJIOBUAX

MporpamMHo-annapaTHbIA KoMniekc UserGate X1, B 0T/iM4mMe OT APYruX yCTPONCTB JIMHENKM paccymTaH Ha paboTy B
CaMbIX CYpOBbIX YCN0BUAX: Mpu TemrnepaTypax oT -40C o +70C n oTHOCUTENbHOW BIaXXHOCTN OT 5% [0 95%. Mogenb
MMeeT KOMMaKTHbIM pa3Mep, BeC OKOJ0 1 K M HacTeHHOe KpenseHue nan kpenseHne Ha DIN-penky. Bce aTo nenaet
BO3MO>XHbIM ee NpuMeHeHne A1 3allUTbl MPOMbILUMIEHHbIX, TPAHCMOPTHbLIX N APYTrUX 06BEKTOB, PACMOJIOXKEHHbIX Ha
OTKPbITOM BO3A4YyXe.

KomnnekcHas 6esonacHocTb
PaboTa mopenu UserGate X1 ocHOBaHa Ha TeX e TEXHOJIOrMAX, YTO UCMOJb3yloTCA B peweHuax UserGate ons 3awnThbl
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KopropaTuBHbIX ceTel. C ee MOMOLLbIO MOXXKHO 0becneynTb PYyHKLNOHANIbHOCTb MeXXceTeBoro skpaHa (NGFW - Next
Generation Firewall), 3awuTty oT aTak (IDPS - Intrusion Detection and Prevention System), 6n1oknpoBaHue onacHbIX
CKPMMNTOB N MPUJIOXKEHWIA, 3alLNTy OT BUPYCOB, @ Takxe apyrue dyHkuum 6esonacHocTu. Mogenb obpabaTbiBaeT Tpaduk
CO CKOpOCTbIo A0 300 M6/C B pe)xxnMe MeXXceTeBoro akpaHa 1 Ao 10-15 M6/c B pexxruMe C BKJIIOYEHHbIMU PYHKLNAMN
6e3onacHoOCTM (MpefoTBpaLLeHne BTOPXKEHNUN, 3aLmMTa OT Yrpo3 u T.4).

MnaTdopma ncnonb3yeT cOBCTBEHHYIO onepaunoHHyto cucteMy UGOS, 4TO rapaHTUpPyeT BbICOKYI CKOPOCTb YCTPaHeHMNs
HEernoslaflok 1 BO3MOXXHOCTb OMepaTUBHOM [0PabOTKM CUCTEMbI AaXKe A5 CaMbIX CJIOXKHbIX Bu3Hec-TpeboBaHuMi.

Be3onacHOCTb MPOMBILLJIEHHOrO MHTEPHeTa BeLien

Beinyck UserGate X1 cBfi3aH C KpaliHe akTyasibHOM npobnemon obecnevyeHns knbepbe3onacHOCTU MPOMBbILLIIEHHbIX
06BEKTOB B YC/IOBUSAX Pa3BUTUS TEXHONOMMA MHAYCTPUanbHOro nHTepHeTa Bewen (IloT - Industrial Internet of Things).
B Poccuun, Kak 1 BO BCEM MUpe, MPOUCXOANT MOCTOSAHHOE YBeIMYeHNe KonYecTBa NHTeIIeKTyaslbHbIX YCTPONCTB,
06CNy>KMBAOLMX MPOMBILLIIEHHbIE CUCTEMbI, MHOTME UX HUX HaXOAATCS B KaTeropum «HeobcyKxnBaeMbix 00 beKTOB».
@DyYHKLNOHaIbHbIE BO3MOXHOCTM TakKMX YCTPONCTB TakXe MpoAo/KaloT pa3BmBaThCA. [1py 3TOM 418 06CnyXKnBaHnUS 1
obecrneyeHns 6e30nNacHOCTN TakMx 06bEKTOB B HOJIbLUMHCTBE C/ly4aeB He NMPUMEHSAETCA KOMMJIEKCHbIN MOAXO0M, TO eCTh
NCnoJib3yemble peLleHns He obecrneynBaloT KOMMJIEKCHYI0 6€30MacHOCTb 1 YCTONYMBOE (hYHKLIMOHMPOBaHNE

NH(PACTPYKTYpPbI.

Be3sonacHoe nopksioyeHue no VPN

UserGate X1 Takxe nogaepxxusaeT VPN (Virtual Private Network) - co3gaHue nornyeckmnx ceten nosepx Apyromn cetu
(Hanpumep, nHTepHeTa) 4214 3aWNWEHHOro coeanHeHnsa oucos. B gaHHom cny4vae oauH cepsep UserGate BbicTynaeT B
KayecTBe cepBepa, a Apyrou - B poJIN KJMEHTa, NHULMUNPYIOLLEro cofgenHeHne. Takoe NogKJo4eHne nossonseT
06beaHNTL pa3obLLeHHble 0UChl KOMMaHUN B €4MHYI0 JIOTVYECKYIO CeTb U MPUMEHATb eMHbIe HaCTPONKM
6e3onacHoCTK 6€3 NULWHKX YCUIINA.

Ons co3paHnsa TYHHenem ncnonb3lyeTcsa npotokon Layer 2 Tunnelling Protocol (L2TP), a 4nsa 3awmnThbl NnepegaBaemMbixX
OaHHbIX - NpoTokon IPSec.

Mopnpep>xka ACY TN (SCADA)

B o6HoBNEHHOW Bepcumn onepaunoHHon cnctemol UGOS, ncnonbsyemon B mogenn UserGate X1, nosiBuiacb BO3MOXXHOCTb
HaCTPOMKMN @aBTOMATU3UPOBAHHOM CUCTEMbI YNPaBaeHNa TeXHOMOrn4yecknum nponssonctsom (ACY TI, SCADA) n
yrnpasneHuns en. Takum obpa3om, agMUHUCTPATOP MOXKET KOHTPOMPOBaTh TpadurK, HaCTPOUB Npasuia obHapy>XeHus,
6710KUPOBKIK 1 XKYPHa/IMPOBaHMA COObITMIA. 3TO NO3BOJISET aBTOMATU3MPOBaTb OCHOBHbIE OMepaLnum TEXHOJIOMMYECKOro
npoLiecca, COXpaHss nMpyv 3TOM BO3MOXXHOCTb KOHTPOJIS 1 BMeLLaTeIbCTBa Yesl0BeKa Npu HEOBXOAMMOCTU.

CooTBeTCTBME perjiaMeHTUPYIoLWUM AOoKYyMeHTaM PP

UserGate X1 nonHocTblo cooTBeTCTBYEeT TpeboBaHnAM PD K hyHKLIMOHANbHOCTU 1 MH(OPMALIMOHHOWM 3aLuuTe
KPUTNYECKM BaXKHbIX MPOM3BOLACTBEHHbLIX 06BEKTOB: OH CcrocobeH KOHTpoMpoBaTh Nepenadvy 61oka ASDU, onncaHHoro B
nokymeHTe TOCT P M2K 60870-5-104 1 rapaHTUpyeT COOTBETCTBME IKCMyaTUPYEMbIX U BHEAPSAeMbIX peweHnin ACY TI
Mpukasy Ne 31 ®CTIK Poccun.

Hanuume ceptucpukata ®CTIK

Me>xxceTeBol 3kpaH UserGate ceptudurumposaH ®CTIK Poccum no TpeboBaHuam kK MexxceTeBbiM JKpaHaM (4-i kKnacc,
npocgpuan A n b) n no TpebosaHmam kK Cuctemam ObHapyxeHns BTop>xeHuin (4-n knacc). Takum obpasom, UserGate X1
MO>XeT UCMOoJIb30BaTbCHA B COCTaBe aBTOMaTM3MpoBaHHbIX cnctem (AC) A0 Knacca 3aneHHoOCcTr 1 n nHpopMaLMOHHbIX
cucTemMax nepcoHanbHbIX gaHHbiX (MCMOH) v rocyjapcTBEHHbIX MHOPMaUNOoHHBLIX cuctemax (FTNC) po 1 knacca
(YpOBH#) 3aLMLLIEHHOCTY BKIIOYNTENBHO
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