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Me>xceTeBom 3kpaH Cisco
ASA5505

ASA5505-K8

OnucaHune

KoMnnekrauusa: nocrtaBnaseTcs C 6/10KOM NUTaHusA

Ha paHHbIA TOBap BO3MO>KHa rapaHTua NAG-
NBD (Next Business Day), ycsnoBus u ueHy
YyTOYHANUTE Y MeHea Xepa

MHorodyHkKLMOHaNbHbIN KoMnaekc 3awmnThl Cisco ASA 5505-K8. MHTepgerickl: 8 x 10/100 M6uT/c, 3 x USB 2.0.
Mpon3BOANTENBHOCTbL: MexxceTeBoln akpaH 150 MéuT/c, 3DES/AES VPN 100 M6uT/c, 10000 oAHOBPEMEHHbIX CECCUN.
Monb3osatenu: 10, 10 IPsec VPN, 2 SSL VPN. LudposaHue: DES.

MexxceTeBon 3kpaH Cisco ASA 5505 aBnseTcsa NOSHOPYHKLNOHAIbHBIM KOMIMJIEKCOM 3aLLUNThI C/IeAYIOLEro NokoJaeHns
nna manoro 6usHeca, Guananos oYrUCOB N KOPNOPATUBHbLIX AUCTAaHLUNOHHbBIX paboTHMkoB. Cisco ASA 5505 nmeet
BbICOKOMPOM3BOAUTENbHbIA MeXXceTeBol 3kpaH, SSL n IPsec VPN, a Tak>xe 60/bLLOEe KOIMYECTBO CETEBLIX CYX0 B
MOAOyJ/IbHOM KOMMJIeKce, noaaep>xusatowem "plug-and-play". icnonb3ysa BcTpoeHHbIn Cisco ASDM, MexxceTeBOoM aKpaH
Cisco ASA 5505 nerko ycTaHaB/MBaeTCs U HaCTpamBaeTCH, YTO NO3BOJISAET CBECTU K MUHMMYMY CTOMMOCTb OnepaLunn.
Cisco ASA 5505 nmeeT rnbkuit KOMMyTaTOp Ha 8 MOPTOB, KOTOPbIE MOTryT ObITh AMHAMUYECKN CrPYNNMPOBaHbl AN15
Cco34aHuAa 3 oTAeNbHbIX BUPTYalibHbIX ceTen, obecnevynBas yCoOBEPLUEHCTBOBAHHYIO CETEBYIO (hparMeHTaL Mo U
6e3onacHocTb. Takxe Cisco ASA 5505 umeeT 2 nopta Power over Ethernet (PoE), ynpowias ycTaHOBKY IP-TenedoHOoB ¢
6e3onacHbIMN BO3MOXXHOCTSIMU VoIP n 6ecnpoBofHbIX TOYEK AOCTYyMNa AN paclUMpeHns ceTeBON MOBUIIBHOCTM.
Bbicokonpouv3BoaMTenbHas CMCTeMa NpeaoTBPaLLeHNs BTOPXKEHNN 1 ciy>kba 6/10KMpoBaHNA ceTeBbIX YepBen
CTaHOBSATCA AOCTYMNHbIMK rnocne nobasneHns AIP SSC. Heckonbko nopToB USB MoryT 6bITb NCMOJIb30BaHbI AN15
nobaBneHnsa 4ONONMHUTENbHbBIX CY>XX6 1 BO3MOXXHOCTeN B byayLiem.

Mpwn yBenuyeHun notpebHocTen 6M3HeCa NpeanpuHMMaTenn MoryT 06HOBUTb NLEH3MIO A0 Security Plus, 4To no3sonuT
MexxceTeBoMy 3kpaHy Cisco ASA 5505 nonnep>xmBaTb 60sbLIee KOMYECTBO OAHOBPEMEHHbIX MOAKYEHUN N A0 25
nonb3oBaTenen IPsec VPN, nobasneHusa nonHom nogaepxku DMZ v 06befnHATLCA C KOMMYTUPYEMbBIMU CETAMU MpPU
MoMOLLM MOALEPXKKN MarucTpanen BUpTyasbHbIX ceTell. B ganbHenwem obHOBNEHNE INLLEH3UN MOMOXKET
MaKCUMN3npoBaTb 3P(PEKTMBHOCTL BM3HECa NyTeM Nogaep KKu pe3epBupoBaHns ISP 1 BbICOKO AOCTYNHOCTH CiyX6
aKTUBHOCTU/PEXUMa OXXNLAHUS.

MpepnpuHuMaTenu MoryT pacwmpuTb cny>xbbl VPN MexxceTeBoro akpaHa Cisco ASA 5505 nyTtem pa3pelueHuns
yAaJleHHOro A0CTyna AN MOAAEPXKKN Pa3/IMyHbIX MOBMIbHBIX NOJb30BaTesien n bsHec napTHepoB. YcTaHoBKa Cisco
Secure Remote-Access Solution no3sosseT yBen4nTb KOMYeCTBO nosib3oBaTenen SSL VPN fo 25 Ha kaxaom
MeXXCeTeBOM 3KpaHe nyTeM 06HoBNeHUA nuueH3um 8o SSL VPN.

KombuHaums Bbicokor 6e3onacHocTy 1 cnyx6 VPN, ycoBepLIeHCTBOBaHHbIX CETEBbLIX BO3MOXXHOCTEWN, rMOKMNX
BO3MO>XHOCTEN yAaJIeHHOr o yrpasieHUs 1 JajlbHENLWNX paclumpeHunin genaet mexxceteson skpaH Cisco ASA 5505
OT/IM4YHbBIM BbIGOPOM A8 npeanpuHuMaTesnen, Tpebytowmnx 6e3onacHoe pelleHne, aBASOLLEECS JlyYLM B CBOEM Kacce
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ons manoro 6usHeca, puananos ohmncoB NN KOPNOPaTUBHBLIX GUCTAHLNOHHBIX pa60THI/IKOB.

TexHu4yeckue xapakrepuctukm Cisco ASA 5505-K8

dUusnyeckme xapakKTepucTuku

Pasmepsbl (WUnprHa x
rnybuHa X BbiCOTa), CM:

Bec, Kkr:

Tun ycTaHOBKMW, 0COBEHHOCTM
KOHCTPYKLUN:

MapameTpbl NUTaHUA:

XapakTepucTukm namaTm
MamaTe:

MUHUManNbHbIN 06 bEM CUCTEMHON
Grew-namMaTn:

UnTepdencHbie NOpThbI

CeTeBble NHTepenchoi:

CnoTbl paclnpeHuns:

[oCTynHbIM Nosb30BaTeNto COT A4
hrew-naMmaTn:

MopTbl USB 2.0:
MocnepoBaTenbHble NOPThI:
CeTeBble 0cO6eHHOCTH
Tun nnueH3nn:
LLndposaHue:
[Monb3oBaTenn/ysnbl:

MponyckHaa cnocobHOCTb
MeXXCeTeBOro sKpaHa:

MakcuMaJsibHasi MponyckHas
CMoCOBHOCTb MEXXCETEBOr0 3KpaHa u
IPS:

MponyckHas cnocobHocTb 3DES/AES
\/PN-

20.04 x 17.45 x 4.45

1.8

* ®OpM-haKTOpP: HACTOJIbHbIN

* YCTaHOBKa B CTOWKY: €CTb, MPW MOMOLLN CAeunanbHOro komnaekTta (byner
[ocTyrneH B byayuiem)

* HaCTeHHbIN MOHTaX<: eCTb, MPX MOMOLLY CreLnasbHOro KomnaekTa (byaet
[ocTyrneH B byayuiem)

e CnoT ana 3aMka 6esonacHocTu (ana gusmyeckon besonacHocTun): EcTb

* BxogHoe Hanps>eHue: 100 - 240 B AC, 1.8 A, 50/60 Iy,
* BbIxogHas MOLWHOCTb: B YCTOMYMBOM COCTOSHMN - 20 BT, MakcMMasibHas - 96
BT

256 Mb

64 Mb

8 x RJ-45 10/100 Fast Ethernet ¢ anHamMnyeckom rpynnMpoBKON NOPTOB
(Bkntovasa 2 PoE-nopTa)

1 x SSC

0

3 (1 cnepean, 2 czann)

1 x RJ-45 KOHCOJIbHbIN NOPT

Nuuensna Data Encryption Standard (DES)
Data Encryption Standard (DES)
10

0o 150 M6wuT/c

Lo 150 MéuT/c npn ncnonssosaHmm AlIP-SSC-5

0o 100 M6wuT/c
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Monb3oBaTenu IPsec VPN:

Monb3oBaTenm SSL VPN:

OpHOBpEeMEeHHbIe ceccuu:

KosimyecTBO HOBbIX MOAKJIOHYEHN B
cekyHay:

KOHTeKcTHast 6e30nacHoOCTb:

BbicoKass AOCTYMHOCTb:

Moppep>xka DMZ:

MpounssoanTtens: Cisco

BupTyanbHblie nHtepdencol (VLANS):
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* BkatoyeHo: 10
* Makcumym: 25 (BO3MOXXHOCTbL 06HOBAEHMSA Npu NnoMoLm anueHsnm Cisco
ASA 5505 Security Plus)

* BkitoyeHo: 2
* MakcuMyM: 25 (BO3MOXKHOCTb 06HOBAEHUSA Npu nomoLm anueHsum Cisco
ASA 5505 Security Plus)

* BkntoyeHo: 10,000
* Makcumym: 25,000 (BO3MOXKHOCTb OBHOBAEHNS NPU MOMOLLN JINLEH3NN
Cisco ASA 5505 Security Plus)

4000

e BktoyeHo: 3 (6e3 MmarncTpanbHON NOALEPKKN)
* Makcumym: 20 (C MarmcTpasibHOM NoAAEeP>KKOM) (BO3MOXKHOCTL 06HOBIEHNSA
npu nomowmn nuueHsnm Cisco ASA 5505 Security Plus)

* BkatoyeHo: 0
* Makcumym: 0

* He nogpep>xuBaeTcs

* AKTUBHOCTb/PEXNM OXXUOAHNA N Nofaep)XKa pe3epBHOro ISP
(BO3MOXKHOCTb 06HOBAEHUSA NpK MomoLn AnueH3um Cisco ASA 5505 Security
Plus)

He noppepxneaeTcs

Obwne

MpounssogntensHocTb (512byte UDP), Gbps 0.15
KonnyecTBo noaaepxmBaeMblx CeCCUNn 25000
Konn4yecTBO HOBbIX CECCUI B CEKYHAY 4000
MpounssogutensHocTb IPsec VPN, Mbps 150
MpounssogutensHocTb SSL VPN, Mbps 100

Moppep>XnBaembii TUM NMHTEPHENCOB MEXCETEBOI0 IKPaHa NHTepdencol 100 Base-T
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