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Moaynb Cisco Catalyst WS-SVC-
WISM2-1-K9

WS-SVC-WISM2-1-K9

OnucaHune

Moaynb 6ecnpoBoAHbIX CEPBMCOB 2-ro rnokoneHus (The
Cisco Wireless Service Module 2 (WiSM2)) - 3To
KOHTposnep onsa waccm cepun Cisco Catalyst 6500
KOTOpbIN obecrnevynBaeT MakCMMabHYO
MacwTabnpyemocTb, T’MBKOCTb U MPON3BOANTENLHOCTb
6ecnpoBOAHbLIX CepBUCOB. MNoaxoanT Ans
LLleHTPa/IM30BaHHOI 0 YrpaB/iieHNss KPUTUYECKUN BarKHbIMU
6ecnpoBOAHbLIMYK CETAMUN OT CpefHero u 0o Hanbonee
KpYynHbIX MacwTabos. Pa3zpaboTaH ans obecneyeHus
YPOBHS MPOM3BOAUTENBLHOCTN CTaHdapTa 802.11n,
rno3BosisieT fobutbca yBennyeHns aphekTMBHOCTU A0 9
pa3 no CpaBHEHUIO C YCTPOMCTBaMn pa3paboTaHHbIMU
onsa WiFi ceten ctangapToB 802.11a/g.

Moaynu faHHOro cemencTBa NO3BOJIAIOT OA4HOBPEMEHHO
KOHTposMpoBaTb A0 1000 To4ek gocTyna. Boicovaniuas
MPOV3BOANTESIBHOCTb NO3BOJISET JIErKO TPaHC/IMPOBaTb
MOTOKOBOE BUAEO N BbICOKOKAYE€CTBEHHbIN 3BYK.
CoOTBETCTBYET BbICOYAMLLMM CTaHAApPTaM HaAeXHOCTU ”
MO3BOJISIET 3a [0JIN CeKYHAbl obecrneynTb B C/lyyae
BO3HMKHOBEHWS BHELUTATHOW CUTYyaLnn NepekioyeHme
BCEX TOYeK AO0CTYyMa U KJIMEeHTOB C OCHOBHOIMO Ha
pe3epBHbIA KOHTPOJIEP.

KoHTponnep WS-SVC-WISM2-1-K9 obecne4ynBaeT B3aMMOLENCTBUE B PeasisHOM BPEMEHU Mex Ay To4YKaMu J0CTyna
cememncTa Cisco Aironet n cuctemamm Cisco Wireless Control System (WCS), Cisco Network Control System (NCS) n Cisco
Mobility Services Engine 4To no3sonseT obecne4ynTb LleHTPaM30BaHHOE yrnpaBiieHe noamTukamMm 6esonacHocTy,
CUCTOMOW NPefoTBPaLLeHNs HeperiameHTUPoBaHHbLIX BTOPXKeHU (wireless intrusion prevention system (wlPS)),
3(hheKkTuBHeNnLEen CMCTEMON PaanN04aCcCTOTHOIO ynpaBJieHNa U CUCTEMON ynpaBJ/ieHNa Ka4yecTBOM cepBucoB (QoS).

TexHonorus Cisco CleanAir 3awimiiaeT NPoM3BOANTESNIbHOCTE CTaHAapTa 802.11n obecne4yrBas ceTeBOW AOCTYN K
nosly4aeMbIM B peasilbHOM BPEMEHU N apXMBHbIM AaHHbIM O PafM04acTOTHON NOMexoBon o6cTaHOBKe Ans BbICTporo
yCTpaHeHusa npobnem.

KoHTponnep WS-SVC-WISM2-1-K9 nopaepxunsaeT TexHonoruto Cisco Application Visibility and Control (AVC)
BKJIOYatoLyto B cebs dyHkumoHan Network-Based Application Recognition 2 (NBAR-2), TexHonorum aHanmsa
conepxunmoro Tpaduka Cisco's deep packet inspection (DPI) n ynpasneHus Kayectsom cepsucos (QoS) onsa
rnpuopeTunsauunmn B ceTn Tpadurka Hanbonee BakHbIx NpunoxxeHnin. Cisco AVC nopnep>xmnsaeT NetFlow Bepcun 9.
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Kniouesble ocobeHHocTu cepum Cisco Aironet

O6LWwKMpHas 30Ha NOKPbITUA. PagnoTexHUKa 1 aHTeHHbI Cisco cneuunansHo paspaboTaHbl Ans obecneyeHns
MaKC/MaJiIbHO Hae>XXHOro MoKPbITUS.

Mpou3BoauTENbLHOCTb. [IByXxAnana3oHHas paanoCBs3b BbICOKON MOLLHOCTU obecnevnBaeT rmbKoCTb, MOLLHOCTb 1
NMpPON3BOANTENBHOCTb AJ1 06CYXXMBAHUS LUMPOKOr0 CNEKTPa MOBUbHBIX MPUOXEHWIA, B TOM Yucie Ans
rocTeBOro AOCTyMa v nepenayn rosoca no 6eCNpoBOAHON JIOKaNbLHON CeTu.

Be3onacHocTb. Touky aocTyna Cisco N3BeCTHbl CBOUMU TUTYIOBAHHLIMU peasin3aunsamMm CTaHAapTU3MPOBaAHHbIX 1
pacLUMpeHHbIX peLleHunin B obnactu obecneyeHuns 6e3onacHoCTuU.

MacwTabupyeMocTb. TOYKM AOCTYMNa MOryT paboTaTb cCaMOCTOATesIbHO, obecrneynBas 6a3oBoe NoKpbITME U
OCHOBHble MOGUIbHbIE CEPBUCHI, TMBO C KOHTPoNepamMmmn 6ecnpoBoAHbIX JoKanbHbIX ceTel Cisco ans 6onee
CJIOXKHBIX MPUSIOXKEHWI U LLIeHTPaIM30BaHHOr0 YNpaBaeHUs rpynnoi To4ek AocTyna.

MMBKOCTb. Pa3siyHble MoAeNn ToYeK A0CTYMa MOryT 6biTh NpefiHa3HayYeHbl He TOIbKO AJ18 0PVICOB C KOBPOBbIM
MOKPbLITMEM, HO U SIBASIOTCS ONTUMaJibHbIM BbIOOPOM [1/15 3aBOJI0B, CKJIaZl0B 1 TOProOBbIX MJoLaAeln.

TexHuyeckue XapPaKTepPUCTUKu:

Monnep>xka 6ecnpoBofHbIX MPOTOKOJIOB: IEEE 802.11a, 802.11b, 802.11g, 802.11d, WMM/802.11e,
802.11h, 802.11k,802.11n, 802.11r,802.11u, 802.11w,
802.11ac

Mopnep>xKa NPOBOAHbIX CTaHL4APTOB: |IEEE 802.3 10BASE-T, IEEE 802.3u 100BASE-TX

specification, 1000BASE-T. 1000BASE-SX, 1000-BASE-LH,
IEEE 802.1Q Vtagging, and IEEE 802.1AX Link
Aggregation

Monnep>xka NPoToKoM0B 06paboTKN AaHHbIX: * RFC 768 UDP

e RFC 791 IP

RFC 2460 IPv6 (pass through Bridging mode only)
* RFC 792 ICMP

e RFC 793 TCP

* RFC 826 ARP

¢ RFC 1122 Requirements for Internet Hosts
e RFC 1519 CIDR

e RFC 1542 BOOTP

e RFC 2131 DHCP

¢ RFC 5415 CAPWAP Protocol Specification

MNonpep>xka cTaHdapToB 6e3onacHoCTH: * WPA

* |IEEE 802.11i (WPA2, RSN)

e RFC 1321 MD5 Message-Digest Algorithm

* RFC 1851 The ESP Triple DES Transform

* RFC 2104 HMAC: Keyed Hashing for Message
Authentication

* RFC 2246 TLS Protocol Version 1.0

* RFC 2401 Security Architecture for the Internet Protocol
* RFC 2403 HMAC-MD5-96 within ESP and AH

* RFC 2404 HMAC-SHA-1-96 within ESP and AH

* RFC 2405 ESP DES-CBC Cipher Algorithm with Explicit IV
* RFC 2407 Interpretation for ISAKMP

* RFC 2408 ISAKMP

* RFC 2409 IKE

* RFC 2451 ESP CBC-Mode Cipher Algorithms

* RFC 3280 Internet X.509 PKI Certificate and CRL Profile
* RFC 3602 The AES-CBC Cipher Algorithm and Its Use
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with IPsec

¢ RFC 3686 Using AES Counter Mode with IPsec ESP
* RFC 4347 Datagram Transport Layer Security

* RFC 4346 TLS Protocol Version 1.1

* WEP and TKIP-MIC: RC4 40, 104 and 128 bits (both static
and shared keys)

e AES: CBC, CCM, CCMP

* DES: DES-CBC, 3DES

e SSL and TLS: RC4 128-bit and RSA 1024- and 2048-bit

e DTLS: AES-CBC

* |Psec: DES-CBC, 3DES, AES-CBC

e |[EEE 802.1X

e RFC 2548 Microsoft Vendor-Specific RADIUS Attributes
e RFC 2716 PPP EAP-TLS

e RFC 2865 RADIUS Authentication

¢ RFC 2866 RADIUS Accounting

¢ RFC 2867 RADIUS Tunnel Accounting

e RFC 3576 Dynamic Authorization Extensions to RADIUS
e RFC 3579 RADIUS Support for EAP

e RFC 3580 IEEE 802.1X RADIUS Guidelines

e RFC 3748 Extensible Authentication Protocol

* Web-based authentication

e TACACS support for management users

* SNMP v1, v2¢, v3

* RFC 854 Telnet

¢ RFC 1155 Management Information for TCP/IP-Based
Internets

* RFC 1156 MIB

* RFC 1157 SNMP

* RFC 1213 SNMP MIB I

* RFC 1350 TFTP

e RFC 1643 Ethernet MIB

* RFC 2030 SNTP

* RFC 2616 HTTP

¢ RFC 2665 Ethernet-Like Interface types MIB

¢ RFC 2674 Definitions of Managed Objects for Bridges
with Traffic Classes, Multicast Filtering, and Virtual
Extensions

e RFC 2819 RMON MIB

¢ RFC 2863 Interfaces Group MIB

* RFC 3164 Syslog

¢ RFC 3414 User-Based Security Model (USM) for SNMPv3
* RFC 3418 MIB for SNMP

* RFC 3636 Definitions of Managed Objects for IEEE 802.3
MAUs

e Cisco private MIBs

* Web-based: HTTP/HTTPS

« Command-line interface: Telnet, Secure Shell (SSH)
Protocol, serial port

» Cisco Wireless Control System (WCS)

* Cisco Network Control System (NCS)
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Pa3sbeMbl n NHAMKATOPSI:

dunsnyeckne XapaKTepPUCTUKN:

Me>)xoyHapogHble cepTuukaTbl:

Obwume
PoE

MopToB LAN

CtaHpapTbl Wi-Fi IEEE 802.11

YAn4HbIA KOpnyc

TemnepaTypa oKpy>xatoLlen cpenbl paboyas, °C

Ilorn. onncaHune
MepepHasa nanenb mopyna WS-SVC-WISM2-1-K9
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e Service port: 1000 Mbps Ethernet Internal

¢ Redundancy port: 1000 Mbps Ethernet Internal

e Console port: RS232 (DB-9 male/RJ-45 connector
included), mini-USB

e Status indicators: Power, System, Alarm, Console, USB

¢ Dimensions (W x D x H): 1.6 x 15.3 x16.3in. (4.0 x 37.9
x 40.3 cm)

* Weight: 11 Ibs (5 Kqg)

* Temperature: Operating temperature: 32 to 104°F (0 to
40°C); Storage temperature: -40 to 167°F (-40 to 75°C)

* Humidity: Operating humidity: 10 to 95%,
noncondensing. Storage humidity: up to 95%

* Input power: 225W maximum; Test conditions: 104°F
(40°C), Full TrafficMost deployments and environments
would use less power

* Heat Dissipation: 768 Btu/h Maximum; Test Conditions:
104°F (40°C), Full Traffic

e CE Mark

e Safety:

e UL 60950-1:2003

* EN 60950:2000

¢ EMI and susceptibility (Class A)

e U.S.: FCC Part 15.107 and 15.109
e Canada: ICES-003

* Japan: VCCI

e Europe: EN 55022, EN 55024

HeT
2

802.11b

802.11g

802.11a

802.11n (Wi-Fi 4)
802.11ac (Wi-Fi 5)

HeT

ot 0 go 40

Opranusauua WiFi cetu c ncnonbsopaHmem KoHtponsepa WS-SVC-WISM2-1-K9

MHoroypoBHeBas cucteMa 3awwutbl B 6ecnpoBogHom cetu Cisco Aironet

Undopmaumusa ona sakasa
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Part Number

WS-SVC-WISM2-
1-K9(=)

WS-SVC-WISM2-
3-K9(=)

WS-SVC-WISM2-
5-K9(=)

WS-SVC-WISM2-
K-K9(=)

WS-SVC-WISM2-
HA-K9

WS-SVC-
WISM2HA-K9=

L-LIC-WISM2-
UPG

L-LIC-WISM2-
100A

L-LIC-WISM2-
200A

LIC-WISM2-UPG

LIC-WISM2-100A
LIC-WISM2-200A

LIC-WISM2-
DTLS-K9=

Description

Wireless Services Module:WiSM-2: w/ 100
AP Support License

Wireless Services Module:WiSM-2: w/ 300
AP Support License

Wireless Services Module:WiSM-2: w/ 500
AP Support License

Wireless Services Module-WiSM-2 w/
1000 AP Support License

Wireless Services Module -WISM?2 for
High Availability

Wireless Services Module -WISM?2 for
High Availability

Primary upgrade SKU: Pick any number
or combination of the following options
under this SKU to upgrade one or many
controllers under one product
authorization key

100 AP Adder License for WiSM-2 (e-
Delivery)

200 AP Adder License for WiSM-2 (e-
Delivery)

Primary upgrade SKU: Pick any number
or combination of the following options
under this SKU to upgrade one or many
controllers under one product
authorization key

100 AP Adder License for WiSM-2
200 AP Adder License for WiSM-2

Data DTLS License for WiSM2
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Cisco SMARTnet® Service 8x5xNBD Part Number

CON-SNT-WSM2100

CON-SNT-WSM2300

CON-SNT-WSM2500

CON-SNT-WSM21K

CON-SNT-WSWISMHA

CON-SNT-WSWISMHA

CON-SNT-LWSM21A

CON-SNT-LWSM22A

CON-SNT-LWSM21A

CON-SNT-LWSM22A
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