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OnucaHune

KniouyeBble 0ocobeHHOCTH:

1 nopT 10G RJ45

1 nopT 10G SFP+

1 nopT PoE 1G RJ45

MponyckHasa cnocobHocTb Ao 8,35 Méut/c (10,75 Mout/c ¢ RTU nuueH3nen)

MU-MIMO 2,4 TTu: 4x4:4 n5TTu: 6x6:6 (2,4 I'u: 4x4:4, 5 TTu-0: 8x8:8 nnm 2,4 I'u: 4x4:4, 5 TTu-0: 4x4:4 n 5 Tu-
1: 4x4:4 c RTU nuueH3ven)

0o 1152 nonb3oBaTens

OnucaHue cepuu:

YcTponcTea AirEngine 6760-X1 u AirEngine 6760-X1E Huawei — Toukun gocTtyna gnsa nomeweHnnWi-Fi 6 (802.11ax) no
yMO4aHuo noaaepxmsatoT 10 NpoCcTpaHCTBEHHbIX MOTOKOB, @ NPU NCMOJIb30BaHUM JIMLLEH3N Ha NPOrpaMMHoe
obecneyeHue Right to Use (RTU) — po 12 npoCcTpaHCTBEHHbIX MOTOKOB. O6e MoAenn No3BOASAIOT CHPOPMUPOBaATH
MporpamMMHO-KOHUrypmpyemyto pagunocnctemy (SDR) n cnocobHbl rimMbKo nepeksitovaTbCa MeXAy TPEMS peXxnmMamm
paboTbl: dual-radio, triple-radio, dual-radio + one scanning radio. YcTponcTBa ngeanbHbl 4J15 yCTaHOBKM B MeCTax
C BbICOKOW MJIOTHOCTbLIO MOJIb30BaTeNEN U CUJIbHBIMU MOMEXaMMU.

Moponep>xka onTuyecknx KaHanoB LOGE nnm sanekKTPUYeCKNxX KaHasioB BOCXOOALLEN CBA3M YBENMYNBAET rmbKoCTb
pa3BepTbiBaHUA, Bnarogapsa YyeMmy obecneymBaeTcsa 3alMTa U NOBbILLAETCA peHTabeNlbHOCTb BIOXKEHUN. DTN
0COBEHHOCTK AenatoT YCTPOMCTBa ONTUMaIbHbIMUK A8 YCTAaHOBKM B HEGOMbLLNX U CpegHUX ohMcax KOMMaHUiM,
obpa3oBaTeibHbIX YYPEXAEHMAX U MPON3BOACTBEHHbIX LiEXaX.

To4yka pocTyna ons nomeweHun AirEngine 6760-X1 obnafaeT yHUKaIbHbIM NMPEVMYLLLECTBOM — BCTPOEHHbIMU
afanTuBHbIMU aHTeHHaMmu (Smart Antenna), koTopble KoMNaHusa Huawei pa3paboTana BO BpeMs MHHOBALMIOHHbIX
NCCef0BaHWA TeXHONOTr A 5G. AHTEHHbI S((EKTUBHO YCUIMBAIOT CUMHaJ, KOTOPbIA CTabuibHO 4OXOAUT A0
rnepeMeLlaloLLnXcs rnosib3oBaTtenen, obecrneyrBas BbICOKOE Ka4eCTBO MOKPbLITUSA C MOJIHbIM OTCYTCTBUEM «CJIEMbIX>» 30H.
AirEngine 6760-X1E MO>XXHO MOAK/IOYMNTb K HECKOJIbKUM BHELUHUM @aHTEHHaM, afanTupys CUCTEMY K CJIOXKHbIM YCJIOBUSIM,
HanpuMep B Y3KUX KOPUAOPax UM B BbICOTHbLIX 34aHUAX.

KoMnnekKT noCcTaBKMu:

- Touka pocTtyna
- Kpennenue

Obwume
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4x4

6x6

SFP

PoE

MopTos LAN

CtaHgapTtbl Wi-Fi IEEE 802.11

PoyMuHr

YNn4HbIA KOpMyC

MopT USB

Twvn aHTEHHbI

Na

802.3at
802.3bt

2

802.11ax (Wi-Fi 6)
802.11ac (Wi-Fi 5)
802.11n (Wi-Fi 4)
802.11a

802.11g

802.11b

802.11k/v/r
HeTt
USB 3.0

NHTEerpupoBaHHas

Ilon. onncaHwne

Fat/Fit AP mode

Item

WLAN features

Description

Compliance with IEEE 802.11ax and compatibility with IEEE 802.11a/b/g/n/ac/ac Wave 2
Basic capabilities: providing 10 spatial streams, achieving up to 8.35 Gbps for the device
RTU license upgrade: providing 12 spatial streams, achieving up to 10.75 Gbps for the device
Maximum ratio combining (MRC)

Space time block code (STBC)

Cyclic Delay Diversity (CDD)/Cyclic Shift Diversity (CSD)

Beamforming
DL/UL MU-MIMO
DL/UL OFDMA

Compliance with 1024-QAM and compatibility with 256-QAM/64-QAM/16-QAM/8-
QAM/QPSK/BPSK
Target wake time (TWT)*

Low-density parity-check (LDPC)
Frame aggregation, including A-MPDU (Tx/Rx) and A-MSDU (Tx/Rx)
802.11 dynamic frequency selection (DFS)

Short guard interval (Gl) in 20 MHz, 40 MHz, 80 MHz, and 160 MHz modes
Priority mapping and scheduling that are compliant with Wi-Fi multimedia (WMM) to implement
priority-based data processing and forwarding. Automatic and manual rate adjustment (the
rate is
adjusted automatically by default)

WLAN channel management and channel rate adjustment
NOTE
For detailed management channels, see the Country Code & Channel Compliance Table.
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AuTOmMatiC channel scanning and Interrerence avoldance

Service set identifier (SSID) hiding

Signal sustain technology (SST)

Unscheduled automatic power save delivery (U-APSD)

Control and Provisioning of Wireless Access Points (CAPWAP) in Fit AP mode
Automatic login in Fit AP mode

Extended Service Set (ESS) in Fit AP mode

Multi-user CAC

Advanced cellular coexistence (ACC), minimizing the impact of interference from cellular
networks

802.11k and 802.11v smart roaming

802.11r fast roaming (= 50 ms)

Compliance with IEEE 802.3ab

Auto-negotiation of the rate and duplex mode and automatic switchover between the Media
Dependent Interface (MDI) and Media Dependent Interface Crossover (MDI-X)

Compliance with IEEE 802.1q

SSID-based VLAN assignment

VLAN trunk on uplink Ethernet ports

Management channel of the AP uplink port in tagged and untagged mode

DHCP client, obtaining IP addresses through DHCP

Tunnel data forwarding and direct data forwarding

Application identification and QoS classification when AP local forwarding (also called direct
forwarding), which can significantly improve voice quality for applications such as Skype, QQ,
and

WeChat

STA isolation in the same VLAN

IPV4/IPV6 access control lists (ACLs)

Link Layer Discovery Protocol (LLDP)

Uninterrupted service forwarding upon CAPWAP channel disconnection in Fit AP mode
Unified authentication on the AC in Fit AP mode

AC dual-link backup in Fit AP mode

Network Address Translation (NAT) in Fat AP mode

IPv6 in Fit AP mode

Soft Generic Routing Encapsulation (GRE)

IPv6 Source Address Validation Improvements (SAVI)

Multicast Domain Name Service (mDNS) gateway protocol

WMM parameter management for each radio

WMM power saving

Priority mapping for upstream packets and flow-based mapping for downstream packets
Queue mapping and scheduling

User-based bandwidth limiting

Adaptive bandwidth management (automatic bandwidth adjustment based on the user
quantity and

radio environment) to improve user experience

Airtime scheduling

Air interface HQoS scheduling

Open system authentication

WEP authentication/encryption using a 64-bit, 128-bit, 152-bit or 192-bit* encryption key
WPA2-PSK authentication and encryption (WPA2 personal edition)

WPA2-802.1X authentication and encryption (WPA2 enterprise edition)

WPA3-SAE authentication and encryption (WPA3 personal edition)*

WPA3-802.1X authentication and encryption (WPA3 enterprise edition)*

WPA-WPA2 hybrid authentication
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Maintenance
features

BYOD

Location service

Spectrum analysis

WPA2-WPA3 hybrid authentication*

WPA2-PPSK authentication and encryption in Fit AP mode
WAPI authentication and encryption*
Wireless intrusion detection system (WIDS) and wireless intrusion prevention system (WIPS),

including rogue device detection and countermeasure, attack detection and dynamic blacklist,
and

STA/AP blacklist and whitelist

802.1x authentication, MAC address authentication, and Portal authentication
DHCP snooping

Dynamic ARP Inspection (DAI)

IP Source Guard (IPSG)

802.11w Protected Management Frames (PMFs)

Unified management and maintenance on the AC in Fit AP mode
Automatic login and configuration loading, and plug-and-play (PnP) in Fit AP mode
Batch upgrade in Fit AP mode

Telnet

STelnet using SSH v2

SFTP using SSH v2

Remote wireless O&M through the Bluetooth console port

Web local AP management through HTTP or HTTPS in Fat AP mode
Real-time configuration monitoring and fast fault location using the NMS
SNMP v1/v2/v3 in Fat AP mode

System status alarm

Network Time Protocol (NTP) in Fat AP mode

NOTE

The AP supports bring your own device (BYOD) only in Fit AP mode.

Identifies the device type according to the organizationally unique identifier (OUI) in the MAC
address.

Identifies the device type according to the user agent (UA) information in an HTTP packet.
Identifies the device type according to DHCP options.

The RADIUS server delivers packet forwarding, security, and QoS policies according to the
device

type carried in the RADIUS authentication and accounting packets.

NOTE

The AP supports the locating service only in Fit AP mode.
STA location

Working with the location server to locate rogue devices
Bluetooth location

NOTE

The AP supports spectrum analysis only in Fit AP mode.

Identification of more than eight interference sources including Bluetooth devices, microwave
ovens, cordless phones, ZigBee devices, game controllers, 2.4 GHz/5 GHz wireless video and
audio devices, and baby monitors

Working with the location server to locate interference sources and perform spectrum analysis
on

them

Cloud-based management mode

Item

Descriotion
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Compliance with IEEE 802.11ax and compatibility with IEEE 802.11a/b/g/n/ac/ac Wave 2
Basic mode: providing 10 spatial streams, achieving up to 8.35 Gbps for the device

RTU mode: providing 12 spatial streams, achieving up to 10.75 Gbps for the device
Maximum ratio combining (MRC)

Space time block code (STBC)

Cyclic Delay Diversity (CDD)/Cyclic Shift Diversity (CSD)

Beamforming

DL/UL MU-MIMO

DL/UL OFDMA

Compliance with 1024-QAM and compatibility with 256-QAM/64-QAM/16-QAM/8-
QAM/QPSK/BPSK

Low-density parity-check (LDPC)

Frame aggregation, including A-MPDU (Tx/Rx) and A-MSDU (Tx/Rx)

802.11 dynamic frequency selection (DFS)

Priority mapping and scheduling that are compliant with Wi-Fi multimedia (WMM) to implement
priority-based data processing and forwarding. Automatic and manual rate adjustment (the
rate is

adjusted automatically by default)

WLAN channel management and channel rate adjustment

NOTE

For detailed management channels, see the Country Code & Channel Compliance Table.
Automatic channel scanning and interference avoidance

Service set identifier (SSID) hiding

Signal sustain technology (SST)

Unscheduled automatic power save delivery (U-APSD)

Compliance with IEEE 802.3ab

Auto-negotiation of the rate and duplex mode and automatic switchover between the Media
Dependent Interface (MDI) and Media Dependent Interface Crossover (MDI-X)

Compliance with IEEE 802.1q

SSID-based VLAN assignment

DHCP client, obtaining IP addresses through DHCP

STA isolation in the same VLAN

Access control lists (ACLs)

Unified authentication on the Agile Controller

Network Address Translation (NAT)

WMM parameter management for each radio

WMM power saving

Priority mapping for upstream packets and flow-based mapping for downstream packets
Queue mapping and scheduling

User-based bandwidth limiting

Airtime scheduling

Application acceleration for VR and mobile gaming

Air interface HQoS scheduling

Open system authentication
WEP authentication/encryption using a 64-bit, 128-bit, 152-bit or 192-bit* encryption key
WPA2-PSK authentication and encryption (WPA2 personal edition)

WPA2-802.1X authentication and encryption (WPA2 enterprise edition)
WPA3-SAE authentication and encryption (WPA3 personal edition)*
WPA3-802.1X authentication and encryption (WPA3 enterprise edition)*
WPA-WPA2 hybrid authentication

WPA2-WPA3 hybrid authentication*

802.1x authentication, MAC address authentication, and Portal authentication
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DHCP snooping
Dynamic ARP Inspection (DAI)
IP Source Guard (IPSG)

Unified management and maintenance on the Agile Controller
Automatic login and configuration loading, and plug-and-play (PnP)
Batch upgrade

Telnet

STelnet using SSH v2

SFTP using SSH v2

Remote wireless O&M through the Bluetooth console port

Web local AP management through HTTP or HTTPS

Real-time configuration monitoring and fast fault location using the NMS
System status alarm

Network Time Protocol (NTP)
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