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WiFi koHTponnep Cisco AIR-
CT5508-25-K9

AIR-CT5508-25-K9

OnucaHune

KoHTponnep 6ecnposogHon ceTn HoBoro rnokoaeHus AIR-CT5508-25-K9 obecnednBaeT MakCUMasibHYyO
MacwTabnpyemocTb, rMbKOCTb 1 NMPOU3BOAUTENbHOCTE 6eCnpoBOAHbIX CEPBMCOB. MOAXOANT AN LEeHTPaJM30BaHHOMO
ynpaBAeHUs KPpUTUYECKN BarkHbIMY 6eCcnpoBOAHBIMU CETAMN OT CpeaHero n Ao Hambosee KpynHbIX MaclTabos.
Pa3zpaboTaH ona obecneyeHnsa ypoBHA NPOM3BOANTENBHOCTN CTaHAapTa 802.11n, no3BonaseT 4obnUTbCA yBendYeHuns
3(hheKTUBHOCTM 40 9 pa3 No CpaBHEHUIO C YCTponcTBamu paspaboTaHHbiMu gna WiFi ceTten ctaHgapTtos 802.11a/g.

KoHTponnepbl 4aHHOr0 CEMENCTBA NO3BOAIOT O4HOBPEMEHHO KOHTPOAMpPoBaTh A0 500 Toyek AocTyna. Beicovaniwas
MPON3BOANTENIBHOCTb MO3BOJISIET JIEFKO TPAHC/MPOBaTb MOTOKOBOE BUAEO N BbICOKOKAYeCTBEHHbIN 3BYK. COOTBETCTBYET
BbICOYaNLINUM CTaHAapTaM HageXXHOCTM 1 NO3BOASAET 3a 40N CeKyHAbl 06ecnevynTb B Cly4ae BO3HUKHOBEHUS
BHELUTAaTHON CUTyaL X NEPEKJIIoYeHNe BCeX ToOYeK AOCTyNa U KJIMEHTOB C OCHOBHOIO Ha pe3epBHbIN KOHTPOJ1Eep.

KoHTponnep AIR-CT5508-25-K9 obecneynBaeT B3aMMOOENCTBME B PeaJZIbHOM BPEMEHWN MeXXAY To4YKaMm O0CTyna
cemeimcTa Cisco Aironet n cuctemamm Cisco Wireless Control System (WCS), Cisco Network Control System (NCS) n Cisco
Mobility Services Engine 4To no3sonsieT obecneynTb LEHTPAIM30BAHHOE yrpaBsieHne NoanTrukamm 6esonacHoCcTu,
CUCTOMOI NPefoTBpaLLEHNS HEPErlaMeHTUPOBaHHbIX BTOpP>KeHU (wireless intrusion prevention system (wlPS)),
3hbheKkTUBHENLLEN CUCTEMON PAaANOYaCTOTHOIO yNpaBieHnsa n CUCTEMOWN ynpaB/ieHNa KayecTBOM cepBucoB (QoS).

TexHonorus Cisco CleanAir 3awmuiaeT Npon3BOANTENbHOCTb CTaHAapTa 802.11n obecne4ynBas ceTeBOM AOCTYMN K
rnoJly4aeMbIM B peasibHOM BPEMEHU N apXMBHbIM A@HHbIM O PaAMo4acTOTHOMN NMoMexoBor o6cTaHoBKe A5 6bICTPOro
yCTpaHeHunsa npobnem.

KoHTponnep AIR-CT5508-25-K9 nonaepxmnBaeT TexHonoruio Cisco Application Visibility and Control (AVC) Bkato4atoLLyto
B ceba dyHkumoHan Network-Based Application Recognition 2 (NBAR-2), TexHONOrnm aHanmsa CoOAep>XUMoro Tpaguka
Cisco's deep packet inspection (DPl) n ynpaBneHus kayecTBoM cepBucoB (QoS) ansa npuopeTmnsauunm B ceTn Tpadurka
Hanbonee BaXkHbIX NpunoxeHun. Cisco AVC nognep>xxusaeT NetFlow Bepcum 9.

KnioueBbie ocob6eHHocTu cepum Cisco Aironet

O6LIKMpHas 30Ha NOKPbITUA. PafnoTexHUKa 1 aHTeHHbI Cisco cneuunansHo paspaboTaHbl Ans obecneyeHns
MaKC/MaJiIbHO Hale>XXHOro MOKPbITHS.

Mpou3BoaUTENbLHOCTb. [IByXAnana3oHHas paanoCcBs3b BbICOKON MOLLHOCTU obecnednBaeT rmbKoCTb, MOLLIHOCTb 1
NpPON3BOANTENBHOCTb AJ1 06C/YXXMBAHUS LUMPOKOr0 CNeKTPa MOBUIbHBIX MPUIOXEHWIA, B TOM Yucie Ans
rocTeBOro AOCTyMa v nepefayn rosoca no 6eCnpoBOAHON JIOKaNbHON CeTu.

Be3onacHocTb. Touky aocTtyna Cisco N3BeCTHbl CBOUMUN TUTYIOBAHHLIMU peasin3aunsaMm CTaHAapTU3MPOBaAHHbIX 1
pacLUMpeHHbIX peLleHunin B obnacTu obecneyeHuns 6e3onacHoCTU.

MacwTabupyeMocTb. TOYKM AOCTYMNa MOryT paboTaTb CaMOCTOATEsIbHO, obecrneynBas 6a3oBoe NMoKpbITME U
OCHOBHble MOGUIbHbIE CEPBUCHI, TM6BO C KOHTpPoNepamMmmn 6ecnpoBoAHbIX JNoKanbHbIX ceTel Cisco ans 6onee
CJIOXKHbIX MPUSIOXKEHWI U LLIeHTPaIM30BaHHOr0 YNpaBaeHUs rpynnon To4ek AocTyna.

MMBKOCTb. Pa3inyHble MoAeNn To4YeK A0CTyrna MOryT 6biTb NpefiHa3HayYeHbl He TOIbKO AJ19 0(PMICOB C KOBPOBbIM
MOKPbLITMEM, HO U SIBASIIOTCS ONTUMaJibHbIM BbIOOPOM [/151 3aBOJ10B, CKJIaZl0B 1 TOProOBbIX MJOLLAAEN.
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Kniouesble ocobeHHocTu cepum Cisco Aironet

O6LwWKMpHas 30Ha NOKPbITUA. PaanoTexHrka 1 aHTeHHbl Cisco cneunanbHo paspaboTaHsl ans obecneyeHus
MaKCUMaJIbHO Ha[e>XXHOro MOKPbITUS.

Mpou3sBoAUTENBHOCTL. [IByxAMana3oHHas pafnoCBsa3b BbICOKOW MOLLHOCTU obecrneynBaeT rmbKoCTb, MOLLHOCTb 1
NMpPOV3BOANTENLHOCTb A5t 06C/Y>XKUBAHNS LLUMPOKOrO CMeKTPa MOOBUbHBIX MPUIIOXKEHWIA, B TOM YKCie s
rocTeBOro AOCTyMa v nepenayn rosoca no 6e6CNpoBOAHON JIOKaNbLHON CeTu.

Be3onacHOCTb. To4kM focTyna Cisco M3BECTHbI CBOVMMU TUTYJIOBAHHLIMY peasin3aunsiMn CTaHAAPTU3NPOBAHHBIX 1
pacLUMPEHHbIX peLleHnin B o6nacTn obecrnevyeHus 6e30nacHoCTy.

MacwTtabupyeMocTb. TOUKU AOCTyMa MOryT paboTaTb cCaMOCTOsITENLHO, obecrneynBas 6a3oBoe NOKpbITHE U
OCHOBHble MOBWJIbHbIE CepBUCHI, TMBO C KOHTPoISIepamMm 6ecnpoBOAHbIX JIOKabHbIX ceTel Cisco ans 6onee
CNIOXKHbIX MPUMOXKEHWI U LEHTPaJIM30BaHHOIO YNpaBJieHUs rpynroi ToYek AocTyna.

MB6KOCTb. Pa3nnyHble Mofenn ToYek [0CTyNna MOryT 6biTh NpefHa3HavYeHbl He TOJIbKO A5 0(MCOB C KOBPOBbIM
MOKPBLITVEM, HO U SIBASIOTCS OMTMMasbHbIM BbIGOPOM A1 3aBOA0B, CKJIAA0B U TOProBbIX MJoLlaeln.

TexHuyeckue XapPaKTepUuCcTukm

Mopnepxka IEEE 802.11a, 802.11b, 802.11g, 802.11d, WMM/802.11e, 802.11h, 802.11k, 802.11n,
6ecnpoBOAHbIX 802.11r, 802.11u, 802.11w, 802.11ac
NMPOTOKOJIOB:
MNoppoepxka IEEE 802.3 10BASE-T, IEEE 802.3u 100BASE-TX specification, 1000BASE-T. 1000BASE-SX,
MPOBOAHbIX 1000-BASE-LH, IEEE 802.1Q Vtagging, and IEEE 802.1AX Link Aggregation
CTaHAapTOB:
Mopoepxka RFC 768 UDP
npoTtokosnoB obpaboTkm RFC 791 IP
OaHHbIX: RFC 2460 IPv6 (pass through Bridging mode only)

RFC 792 ICMP

RFC 793 TCP

RFC 826 ARP

RFC 1122 Requirements for Internet Hosts
RFC 1519 CIDR

RFC 1542 BOOTP

RFC 2131 DHCP

RFC 5415 CAPWAP Protocol Specification
RFC 5416 CAPWAP Binding for 802.11

Mopopep>xka WPA
CTaHOapTOB IEEE 802.11i (WPA2, RSN)
6e3onacHocTuU: RFC 1321 MD5 Message-Digest Algorithm

RFC 1851 The ESP Triple DES Transform

RFC 2104 HMAC: Keyed Hashing for Message Authentication
RFC 2246 TLS Protocol Version 1.0

RFC 2401 Security Architecture for the Internet Protocol

RFC 2403 HMAC-MD5-96 within ESP and AH

RFC 2404 HMAC-SHA-1-96 within ESP and AH

RFC 2405 ESP DES-CBC Cipher Algorithm with Explicit IV
RFC 2406 IPsec

RFC 2407 Interpretation for ISAKMP

RFC 2408 ISAKMP

RFC 2409 IKE

- RFC 2451 ESP CBC-Mode Cipher Algorithms

RFC 3280 Internet X.509 PKI Certificate and CRL Profile

RFC 3602 The AES-CBC Cipher Algorithm and Its Use with IPsec
RFC 3686 Using AES Counter Mode with IPsec ESP

RFC 4347 Datagram Transport Layer Security
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RFC 4346 TLS Protocol Version 1.1

WEP and TKIP-MIC: RC4 40, 104 and 128 bits (both static and shared keys)
AES: CBC, CCM, CCMP

DES: DES-CBC, 3DES

SSL and TLS: RC4 128-bit and RSA 1024- and 2048-bit

DTLS: AES-CBC

IPSec: DES-CBC, 3DES, AES-CBC

Moppep>xka IEEE 802.1X
MPOTOKOJI0B RFC 2548 Microsoft Vendor-Specific RADIUS Attributes
ayTeHTUupuKaumnn: RFC 2716 PPP EAP-TLS

RFC 2865 RADIUS Authentication

RFC 2866 RADIUS Accounting

RFC 2867 RADIUS Tunnel Accounting

RFC 2869 RADIUS Extensions

RFC 3576 Dynamic Authorization Extensions to RADIUS
RFC 3579 RADIUS Support for EAP

RFC 3580 IEEE 802.1X RADIUS Guidelines

RFC 3748 Extensible Authentication Protocol
Web-based authentication

TACACS support for management users

Moppep>xka SNMP v1, v2c, v3

CTaHOapToB RFC 854 Telnet

yrnpaBJieHns: RFC 1155 Management Information for TCP/IP-Based Internets
RFC 1156 MIB

RFC 1157 SNMP

RFC 1213 SNMP MIB I

RFC 1350 TFTP

RFC 1643 Ethernet MIB

RFC 2030 SNTP

RFC 2616 HTTP

RFC 2665 Ethernet-Like Interface types MIB

RFC 2674 Definitions of Managed Objects for Bridges with Traffic Classes, Multicast Filtering,
and Virtual Extensions

RFC 2819 RMON MIB

RFC 2863 Interfaces Group MIB

RFC 3164 Syslog

RFC 3414 User-Based Security Model (USM) for SNMPv3

RFC 3418 MIB for SNMP

RFC 3636 Definitions of Managed Objects for IEEE 802.3 MAUs
Cisco private MIBs

Mopnnepxka Web-based: HTTP/HTTPS

NHTepgencos Command-line interface: Telnet, Secure Shell (SSH) Protocol, serial port

yrnpasJieHus: Cisco Wireless Control System (WCS)

Pazbembl 1 Uplink: 8 (5508) 1000BaseT, 1000Base-SX and 1000Base-LH transceiver slots

WHONKaTOpbI: Small Form-Factor Pluggable (SFP) options (only Cisco SFPs supported): GLC-T, GLC-SX-MM,
GLC-LH-SM

LED indicators: link

Service Port: 10/100/1000 Mbps Ethernet (RJ45).

Service Port: 10/100/1000 Mbps Ethernet (RJ45) For High Availability for future use
LED indicators: link

Utility Port: 10/100/1000 Mbps Ethernet (R)J45)

LED indicators: link
Fvnancinn Qlatc: 1 (RRNRK)
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Console Port: RS232 (DB-9 male/RJ-45 connector included), mini-USB
Other Indicators: Sys, ACT, Power Supply 1, Power Supply 2

dusnyeckune Dimensions (WxDxH): 17.30 x 21.20 x 1.75 in. (440 x 539 x 44.5 mm)

XapaKTepuUCTUKN: Weight: 20 Ibs (9.1 kg) with 2 power supplies
Temperature: Operating temperature: 32 to 104°F (0 to 40°C); Storage temperature: -13 to
158°F (-25t070°C)
Humidity: Operating humidity: 10 95%, noncondensing. Storage humidity: up to 95%
Input power: 100 to 240 VAC; 50/60 Hz; 1.05 A at 110 VAC, 115W Maximum; 0.523 A at 220
VAC, 115W Maximum; Test Conditions: Redundant Power Supplies, 40C, Full Traffic.
Heat Dissipation: 392 Btu/hour at 110/220 VAC Maximum

MexayHapogHble CE Mark
cepTudmnkaThl: Safety:
UL 60950-1:2003
EN 60950:2000
EMI and susceptibility (Class A)
U.S.: FCC Part 15.107 and 15.109
Canada: ICES-003
Japan: VCCI
Europe: EN 55022, EN 55024

OpraHusauusa oTtkasoycrtouyuson WiFi ceTu c ucnosnb3oBaHueM pesepBupoBaHus n+1 Ha 6ase KoHTponnepoB
cepum Cisco 2500
MHoroypoBHeBas cucteMa 3awuThl B 6ecnpoBoaHon cetu Cisco Aironet

Undpopmauusa ona 3akasa
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Part Number

AIR-CT2504-5-K9

AIR-CT2504-15-K9

AIR-CT2504-25-K9

AIR-CT2504-50-K9

AIR-CT2504-HA-K9

AIR-CT2504-RMNT=

PWR-2504-AC=

L-LIC-CT2504-UPG

L-LIC-CT2504-1A

L-LIC-CT2504-5A

L-LIC-CT2504-25A

Obwne
SFP

PoE

[MopToB LAN
PoymMunHr

YNn4HbIM KOpNyC

Description

2500 Series Wireless Controller for up
to 5 Cisco access points

2500 Series Wireless Controller for up
to 15 Cisco access points

2500 Series Wireless Controller for up
to 25 Cisco access points

2500 Series Wireless Controller for up
to 50 Cisco access points

Cisco 2500 Series Wireless Controller
for High Availability

Cisco 2504 Wireless Controller Rack
Mount Bracket

Cisco 2504 Wireless Controller Spare
Power Supply (not necessary with
original order as 1 power supply is
included)

Primary upgrade SKU: Pick any number
or combination of the following options
under this SKU to upgrade one or many
controllers under one product
authorization key

1 Access Point Adder License for Cisco
2504 Wireless Controller (e-Delivery)

5 Access Point Adder License for Cisco
2504 Wireless Controller (e-Delivery)

25 Access Point Adder License for Cisco
2504 Wireless Controller (e-Delivery)

TemnepaTypa oKpy»xatoLlen cpenbl paboyas, °C

Cisco SMARTnet® Service 8x5xNBD Part Number

CON-SNT-CT255

CON-SNT-CT2515

CON-SNT-CT2525

CON-SNT-CT2550

CON-SNT-CT2504HA

CON-SNT-LCT25UP

CON-SNT-LICCT2504

CON-SNT-LCT255A

CON-SNT-LCT2525A
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