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CeTeBasd KapTa 2 nopTta 1000Base-LX/10GBase-LR
Bypass (LC, Intel 82599ES), Silicom PE210G2BPI9-LRD-
SD

PE210G2BPI9-LRD-SD

OnuncaHue

CeTeBas kapTa PE210G2BPI9-LRD-SD npepgHa3sHa4veHa A8 UCMoJib30BaHUA B inline-ceTeBbix cuctemax (DPI, IDP,
Firewall n 7.4.), Tpebytowmnx obecneyeHunsi ceTeBo CBA3aHHOCTU AaXKe NMpu OTKa3e CUCTEMBI.

CeTeBoit apantep PE210G2BPI9-LRD-SD mMoxeT paboTaTb B Tpex pexxumax:Normal, Disconnect n Bypass.
B pexxvme Normal Bce nopTbl npeacTaBasAoT U3 cebst He3aBUCKMbIe MHTEPdENChI.

B pexxnme Bypass, Bce nakeTbl Nojly4aeMble OT OAHOr0 NopTa nepefalwTcs B COCeAHUN. B 3TOM pexxume coeanHeHns
Ethernet-nopToB OTK/OYEHbI OT CUCTEMbI U KOMMYTUPYIOTCSA MexXAy nopTamu Ana cosnaHusa loop-back kpocc-
coenuHeHnn mexnay Ethernet noptamun. Taknm obpasom B pexxume Bypass Bce nakeTbl MOJSy4eHHble HaK OAMH NMopT
nepefarwTCca Ha CoCeaHM N HaobopoT. 3Ta BO3IMOXHOCTb NMO3BOJISET 0O6X0ANTbL CMCTEMY, AaBLuyto cbol, yBennymnsas
0TKa30yCTOM4YNBOCTb CETU.

B pexxnme Disconnect afantep MMUTPUPYET OTKI0YeHUA kabens. B pexxrme Disconnect kKomMyTaTop/MapLupyTM3aTop
He onpegnensaeT NMuMHK oT Ethernet Adapter'a. CepepHble aganTepsbl Silicom ¢ dpyHKUMen Bypass cogep)xaT KOHTposisiep
WDT (Watch Dog Timer). OpanBep KapTbl UK NPOrpaMMHOE NPUSIOXKEHNE MOryT OTNPaB/IiTb KOMMaHAbl B KOHTO/1EP
WDT. OpanBepa Ha KapTy, KoHTposnep WDT n cxema Bypass No3BOAAIOT KOHTPOJMPOBATL N YNPaBASATb PEXUMOM
paboTbl aganTepa.

CeTeBble KapTbl Silicom PE210G2BPI9-LRD-SD naeasibHO NOAXOAAT A1 CO3[0aHNSA CEerMEHTUPOBaHHbIX CeTen,
obecneyeHuns 6ecnepebonHOn paboTbl KPUTUYECKM BaXKHbIX CETEBbIX MPUIOXKEHWA, NCMONb3YIOTCS B
BbICOKOMPOU3BOANTENbHbBIX CEPBEPHbIX CpeAax.

KoHTponnep Intel 82599ES nonnepxnBaeT anapaTHOE YKOPEHME, CHMMalOLLEe C XOCTOB Takne 3aa4vyn Kak rnpoBepky
KOHTPOJIbHbIX cyMM TCP/UDP/IP nakeToB 1 TCP cermeHTaumio. CeTeBble KapTbl Silicom naeanbHO noaxonaT AN
CO3[aHNA CerMeHTMPOBaHHbIX ceTeln, obecneyeHuns becnepebonHom paboTbl KPUTUYECKIM BaXKHbIX CETEBbIX MPUIOXKEHNIA,
MNCMOJIb3YIOTCS B BbICOKOMPOW3BOANTENbHbLIX CEPBEPHbIX Cpefax.

OCHOBHbIe XapaKTepPUCTUKMU:

PCl Express X8 lanes
Mopaepxka cneuyndpukaunm PCl Express Base 2.0 (5GT/s)
Hwun3knnm npocpumnb (167.65m X 68.91Mm)

XapaKTepucTuKu nNnpousBOAUTEJIbHOCTHU:

Mopaepxka jumbo-frame go 15.5Kb

Mopaep>xka Flow control

YnpasneHue ctatuctukon 1 RMON

Moppepxxka 802.1q VLAN

AnnapaTHasa pa3rpy3ka TCP cermeHTauun: o 256KB

AnnapaTHasa pa3rpyska npoBepKu KOHTPOJIbHbIX cyMmM IPV6 IP/ TCP n IP/UDP

AnnapaTHas pa3rpy3ka NpoBepKM KOHTPOJIbHbLIX CYMM hparmMeHTnpoBaHHbIX UDP gna cbopkn nakeTos
MpepbiBaHUS, nHULMnpyemsble coobieHmnamm (MSI, MSI-X)

MnaHoe perynnpoBaHne nNpepbiBaHUNA A8 OrPaHNYEHUA MHTCEHCUBHOCTY NPEepbIBaHWUA 1 ONTUMU3aLUN
ncrnonb3osaHus CPU

Mopaep>xka 16 BupTyanbHbiX ovepenen yctponcTts ( VMDQ) Ha nopT

Moppepkrka Direct Cache Access ( DCA)

Bonblion Bxoaawmm nakeTHoln 6ydep (512 Kb)

Bonblion ncxonawmm nakeTHoln 6ygep (160KBb)
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Moppep>xka onepauUoOHHbIX CUCTEM (cTaHaapTHbIe Intel-ppanBepa):

Linux
FreeBSD
VMWare

MpownssoanTens: Silicom

Obwwme

Konvn4ecTBo nopToB

Yuncet

Moppep>xka Bypass

Mopnep>XnMBaemblt TUM NHTePhENCOB CETEBON KapThl
dopmaT

Twn ycTponcTea

Cpepa nepefayn OaHHbIX

CKOpOCTb NHTepdenca

dopmM-haKkTop
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Intel 82599

Na

NHTepdencol 10G BaseX SFP+
HH/HL x8

CeTeBOW aganTtep

OonTuka

10Gb

PCle

CeTeBoit agantep PE210G2BPI9-LRD-SD moxxeT paboTaTb B Tpex pexxmax:Normal, Disconnect v Bypass. B pexxume

Normal Bce nopTbl NpeCcTaBAstoT U3 cebsi He3aBUCUMbIE MHTEP(ENCHI.

PucyHok 1: ®yHKuuonbHaa guarpamma pexxuma Normal

B pexxume Bypass, BCe NakeTbl MNojly4aeMble OT O4HOM0 NopTa nepefarTcsa B COCeAHUN. B 3ToM pexnme coegnHeHns
Ethernet-nopToB OTKJOYEHbI OT CUCTEMbI 1 KOMMYTUPYIOTCS MexXAy nopTamMu Asa co3gaHus loop-back kpocc-
coegnHeHnn mexnay Ethernet mnoptamu. B 3ToM pexxnume ceTeBble MOPTbl CTAHOBATCA 3aMKHYTbIMWU APYr Ha Apyra U He
coefMHeHbl C nHTepdencamm nogkaoHeHns K wuHe PCI-Express. (CM. pUCYHOK 2).

PUcCyHOK 2: ®dyHKUUOHaNbHaA auarpaMmMma pexxuma Bypass

B pexxume Disconnect, ceTeBble NOPThl OTKJOYEHbLI OT MHTepdencos NoakNto4eHns K WwinHe PCI-E. (CM.pucyHOK 3)

PucyHok 3: ®dyHKUMOHaNIbHaA aunarpamMMma pe>xuma Disconnect

CeTeBoit agantep PE210G2BPI9-LRD-SD noaaep>xuBaeT NporpaMMHoe nepekstoyeHne pexxmmon paboTsi: Normal,

Disconnect n Bypass.

Bypass-aganepsl Silicom nogaepxunsatoT pexxmmbl paboTbl: Disable Bypass, Disable Disconnect; Takum obpa3zom ecnun
ajanTepsbl NosyyatoT KoMaHAbl Disable Bypass / Disable Disconnect, ceTeBai kKapTa He NepexoanT B PEXUMbI
Bypass/Disconnect, KoMaHAbl TaK )Xe AeNCTBYIOT B C/lydae OTKJ/IYeHNA NUTaHna. 3Ta QYHKLNSA NMO3BOJISET IMyIMPoOBaTh

paboty ctaHgapTHon NIC KapTbl.

CeTeBol aganTtep nogaepxxmpaet pexum Disable, 3agaBas pexxmm paboTbl MO YMOAYaHMIO NPU BKIKOYEHUN U
BbIK/IIOYEHUWN 31IEKTPONUTAHUSA. DTN HACTPONKN COXPAHAOTCS U NPU BbIKIOYEHUN SNTEKPONUTAHUS.

DNA (Direct NIC Access) 3TO YHMKaslbHasa ceTeBas TeXHO0OrnaA ans cetesbix KapT Silicom 1 Gigabit (e1000e-based, igb-
based) and 10 Gigabit (82598/99-based), koTopas naeT 6becnpeueneHTHYO CKOPOCTb 06paboTKn NakeToB, N03BOASA
NPUJIOXKEHUAM (HanpruMep MOHUTOPUHIa unu DPI) nony4aTb NakeTbl MUHYS SApo Linux, HenocpeACTBEHHO U3 CETEBOI0

apanTepa (no-Linux kernel interaction).
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Bnaronaps 3Tol TEXHONOrMN LMKJIbI MpoLieccopa pacxonytTcst cnabo, fake npyu 4OCTVMIKEHUM MaKCUMallbHOW CKOPOCTU
ajanTepa.

DNA n Libzero gpanBep nuueH3npyeTcsa oTAeNbHO.

Typical packet capture performance on a low-end Xeon server (X3450) with DNA-aware 10 Gigabit driver exceed 11
million packets/sec (Silicom 10 Gigabit 82598/99 adapters, 64 bytes packet size), that is almost 200% speedup with
respect to TNAPI and close to the theoretical maximum ethernet speed. DNA drivers can be exploited only by PF_RING-
based applications and due to its kernel-bypass architecture, not all typical PF_RING features are available to applications.

Zero-copy flexible packet processing on top of DNA

PF_RING DNA is a Linux software framework that implements 0% CPU receive/transmission on commodity 1/10 Gbit
network adapters. While being able to operate at line rate with any packet size, it implemented basic RX/TX capabilities
that are enough for most but not all applications. Furthermore it inherited hardware limitations such as inflexible packet
distribution due to the mechanism,named RSS, used in network adapters.

libzero fills the gap, by providing developers a flexible packet processing framework on top of DNA, that implements in
zero-copy:

Packet distribution across threads and processes.

Flexible, user-configurable, packet hashing for flexible packet distribution.
Packet filtering (on top of hardware packets filter).

Efficient packet forwarding across network interfaces.

All this with no drawbacks, as you can read below on this article, libzero does not introduce performance penalties so that
you can still operate al line-rate any packet size.
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