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Windows Server 2019

OnucaHune

Microsoft Windows Server Standard 2019 - cepBepHas onepaunoHHas cncteMma, NnocTtpoeHHasa Ha Windows Server 2019.
PelwieHre npegnaraeT HOBLIN YPOBEHb HE€30MAaCHOCTU N MHHOBALUIA ANA NPUIOXKEHUA N MHPPACTPYKTYPbl KOMOAHUN.
MHOro4YncneHHble HOBOBBEAEHNS BHEPEHBI B rbpuaHyto, 6e3onacHyto, NpukaagHyo nnaThopMy 1 MHPPaCTPYKTYpy C
runepkoHBepTupoBaHmem. OC Microsoft Windows Server Standard 2019 npenHa3HavyeHa gns cpef C HU3KOM MJOTHOCTbIO
N HEe OPMEHTMPOBaAHa Ha BUPTYaIM3MPOBAHHbIE CUCTEMBI.

Bo3mo>xHOCTM paboyero cTtona

Nockonbky Windows Server 2019— 370 BbINycK B KaHane Long-Term Servicing Channel (LTSC), oH BKnito4aeT
BO3MO>XHOCTU paboyero cTosa. (3Tu BO3MOXHOCTU He BxoaAT B cocTaB Windows Server (Bepcusa 1709), Windows Server
(Bepcus 1803) nnm Windows Server (Bepcus 1809), Tak Kak BbiNycku B KaHane Semi-Annual Channel (SAC) He BktO4aloT
BO3MOX>XHOCTU paboyero cTosla No yMoa4aHMIo; OHN NPencTaBnsaioT cob0M NCKIYNTENBHO BbIMyCKW 0bpa3a KOHTENHePOB
OCHOBHbIX CEpPBEPHbIX KOMMNOHEHTOB 1 cepBepa Nano Server). Kak n B cny4dae ¢ Windows Server 2016, Bo BpeMms
HaCTPOWMKUN ONepaLMOHHON CUCTEMbI MOXKHO BblIbpaTbh YCTaHOBKY OCHOBHbIX CEPBEPHbLIX KOMMOHEHTOB UM YCTAaHOBKY
cepBepa C BO3MOXHOCTAMM paboyero cTtona.

CucTteMHas aHanMTuKa

CncTeMHas aHaMTuKa — 3To HoBas yHKUuMA, noctynHasa B Windows Server 2019, 3a c4yeT koTopon B Windows Server
peann3yeTcs BCTPOEHHas NOAAEPXKKA JIOKaJIbHbIX BO3MOXHOCTEN MPOrHO3HOW aHaJIMTUKK. DTN BO3MOXKHOCTU
MPOrHO3MPOBaHUSA, KaXKAas U3 KOTOPbIX OCHOBaHa Ha MO/ MAaLUMHHOIO 06y4YeHu s, BbIMOJHAIOT JIOKaJIbHbIX aHan3
cucTeMHbIx AaHHbIX Windows Server, Hanpumep CHeTYMKOB MPOU3BOAUTENILHOCTY N COOLITUN, NpefoCTaBNASA
aHanuTnYyeckne ceefeHns o paboTe BallMx CEPBEPOB, @ TAKXKE MOMOraloT COKPaTUTb IKCMyaTalMOHHbIE 3aTpaThl,
CBfi3aHHble C aKTUBHbLIM yrnpaBaeHnem npobnemamu B pa3epTbiBaHUAX Windows Server.

DYHKLNA COBMECTUMOCTW NPUIOXKEHNN OCHOBHbIX CEPBEPHbLIX KOMMOHEHTOB MO TpeboBaHMIo

PYHKLNA COBMECTUMOCTY MPUIOXKEHNA OCHOBHbBIX CEPBEPHbBIX KOMMOHEHTOB Mo TpeboBaHuto (FOD) 3Ha4ymMTenbHO
yJly4LllaeT COBMECTUMOCTb MPUIOXKEHUA YCTaHOBKN OCHOBHbIX CepBepHbIX KoMNoHeHToB Windows nyTem BK/lOYEHUS
NOAMHOXeCTBa ABOUYHbIe haliioB 1 KoMMoHeHToB 13 Windows Server ¢ BO3MOXXHOCTAMM paboyero ctona 6e3
nobasneHus camon rpadmydeckon cpenbl Windows Server Desktop Experience. 3To genaeTcs Ansa paclumpeHmns
(PYyHKLMOHaNbHbBIX BO3MOXXHOCTEWN N YyHLIEeHNS COBMECTUMOCTMN OCHOBHbIX CEPBEPHbIX KOMMOHEHTOB NpakTuyeckn 6e3
YCNOXKHEHNS npoLecca nx yCTaHOBKN.

STa fgononHuTenbHas hyHKLMA No TpeboBaHMIO AOCTYMNHa B oTAebHOM ISO-hane n ee MOXXHO [06aBNAThE TONBKO B
06pa3bl N YyCTAaHOBKM OCHOBHbIX CepBePHbIX KOMNoHeHToB Windows ¢ nomoLbto DISM.

Advanced Threat Protection B 3awmnTtHuke Windows (ATP)
HaTymkn rnyboKoro aHaamsa n oTBETHbIE Mepbl NaTdopMbl ATP BbISBASIOT aTaku Ha YPOBHE MaMATU U aapa 1
pearvpylT Ha HUX MyTeM NofaBieHns BpeLOHOCHbIX (halijloB 1 3aBepLUeHns BPeLOHOCHbIX NpoLeCccoB.

JononHuTtenbHble cBefeHns 06 ATP B 3awmnTHuke Windows cM. B pasgene O630p Bo3MoxkHocTel ATP B 3allMTHUKE
Windows.
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[lononHuTeNbHbIE CBEAEHNS O MOAKIIIOYEHNN CEPBEPOB CM. B pa3aene MNoakoyeHne cepepoB K cny>xbe ATP B
3awmnTtHnke Windows.

Exploit Guard ons ATP B 3awntHuke Windows npepcrtasnaeTt coborn HOBLIM Habop CpeacTB NpenoTBpaLLEHNS BTOPXKEHNN
B y3Jbl.HeTbipe koMnoHeHTa Exploit Guard B 3awmnTHuke Windows npegHa3HayeHbl A1 6/10KMPOBKM PasinyHbIX
BEKTOPOB aTak Ha YCTPOMCTBO, a Tak)Xe BJIOKMPOBKM NMOBEAEHWIA, KOTOPbIE YaCTO UCMOb3YIOTCA BO BPELOHOCHbIX
aTakax, Npu 0AHOBPEMEHHOM COXpaHeHun BanaHca Mexxay aKTUBHbLIM pearMpoBaHNEM Ha yrpo3bl 6e30nacHoCTU ”
NpPOV3BOANTENBLHOCTLIO.

YMeHbLIeHNe Yncaa BO3MOXKHbIX HanpassieHnn aTak (ASR)— 3To Habop 31eMEHTOB ynpaBaeHUs, KOTopble NpeanpusaTms
MOryT UCMOJIb30BaTb AJ15 NpefoTBpaLleHns nonajaHns BPeAOHOCHbIX MPorpamMM Ha KoMmnbloTep nyTeM 6/10KMpoBKY
MoAo03pUTENbHbLIX BPeAOHOCHbIX hannos (Hanpumep, dannos Office), cueHapnes, 6OKOBOro CMeLLLeHNs, NPOrpaMm-
LIaHTa>XUCTOB 1 Yyrpo3 Ha OCHOBE 3JIEKTPOHHOWM MOYThI.

DyHKUMA 3almTa CeTU 3almuiaeT KOHeYHble TO4YKM 0T Beb-yrpos, 61okmpys nobbie npouecchl Ha YCTPONCTBE, nayLime K
He[oBepEeHHLIM y31aM 1 IP-agpecam, ¢ noMoLbio puabTpa SmartScreen 3awmTHUKa Windows.

OyHKUMA KOHTpoarpyeMbll 4OCTYN K haiiam 3alimaeT KOHPUAeHUNnaIbHble AaHHbIe OT NPorpaMM-LUaHTa>KUCTOB,
610KMpPY S AOCTYN HeJOBEPEHHbIX MPOLECCOB K 3allMLUIEeHHbIM NarnkaM.

3awmTa OT 3KCMJI0OMTOB— 3TO Habop Mep 3anTbl OT yA3BMMOCTeN (3ameHa EMET), KOTOpble MOXXHO JIEFKO HAaCcTPOUTb
onsa obecnevyeHns 6€30NaCHOCTN CUCTEMbI U MPUSIOXKEHUA.

DyHKUMA YripaBaeHne npuaoxeHnamm B 3amTHuke Windows (Tak)xe n3BecTHa Kak NosIMTukKa uenoctHoctn koga (Cl))
6bina BbinyweHa B Windows Server 2016. Nonb3oBaTenn coobuianm, 4To 3TO OT/INYHOE pPELLUEHME, KOTOPOE, 04HaKOo,
CJI0XKHO pa3BepHyTb.[lnsa peweHnsa 3Ton npobaemMbl Mbl CO34aAN NOANTUKM LEeOCTHOCTU KOAa MO YMO4YaHUIO, KOTopble
paspeLuatoT UCMOoJIHEHME BCcex halioB, MO YMOSHaHUIO BXoAsAWMX B cocTaB Windows, 1 npunoxxeHuin Microsoft, Takmnx
Kak SQL Server, n 610KMPYOT UCMOJIHEHNE U3BECTHbLIX UCMOJIHAEMbIX (hanioB, CNOCOBHbLIX 0O0NTY NOANTUKY
LLeJIOCTHOCTY KOAa.

Be3onacHOCTb NporpaMMHO-KOHpUrypupyembix ceten (SDN)

OyHKUMA besonacHocTb gnsa SDN npefnocTaBnsieT MHOXKECTBO BO3MOXXHOCTeN A1 6e30nacHOro BbINoJIHEHUS paboymx
HarpysokK KJMeHTaMu Kak B JIOKaJbHOWM cpefie, Tak 1 B Ka4YeCTBe MOCTaBLLMKa ycayr B obnake.

3Tu ycoBepLIeHCTBOBaHNSA 6€30MacHOCTM NMHTErpupoBaHbl B MHOrO(YHKLUMOHabHYO nnaTdopmy SDN, nossuBLIyoCs B
Windows Server 2016.

MonHbIN CANCOK HOBbIX BO3MOXXHOCTe SDN cM. B pa3fnesne Hosble Bo3moxxHocTu SDN ans Windows Server 2019.

YNyyleHnNst SKPaHUPOBaHHbIX BUPTYasbHbIX MaLLVH

YnydweHua onsa puananos

Tenepb 3KpaHMpPOBaHHbIE BUPTYaJibHble MALUMHbI MOXKHO 3aMnyCKaTb Ha KOMMbOTEPax C NePUOANYECKUMIN pa3pbiBamMu
MOAKJ/IIOYEHNSA K Cy>XK6e 3alunThl y3/1a, UCMO0/b3YyS HOBbIN pe3epBHbI cepBep HGS 1 aBTOHOMHBIN peXXuM. Pe3epBHbIN
cepBep HGS no3BonseT HacTpouTb BTopon Habop URL-appecos ans Hyper-V, koTopbin ByaeT ncnosib3oBaTbCA B CyYae
HEBO3MOXXHOCTW YCTaHOBJIEHNSA MOAKJIIOYEHMS K OCHOBHOMY cepBepy HGS.

ABTOHOMHbIN PEXMM AaeT BO3MOXKHOCTb MPOAOJ/IKMTb 3aMyCK 3KPaHUPOBAHHbLIX BUPTYasibHbIX MALUVH, faXKe eC/in He
yhaeTcsa yCTaHOBUTbL noaktoydeHne ¢ HGS npu ycnoBum, 4To BUpPTYyasbHas MalinHa Obisia yCnewHo 3anyLieHa xoTs 6bl
OAVH pa3 1 B KOHUrypaumno cucTemMbl 6€30MacHOCTM y3/1a He BHOCUJINCb U3MEHEHUS.

[JonoNHNTEeNbHbIE BO3MOXXHOCTW YCTPAHEHUA HeNoMaaokK.

Mbl Tak>Xe ynpoCcTuanM Npouecc yCTpaHeHUa Henonafok B paboTe aKpaHMPOBaHHbIX BUPTYaslbHbIX MaLUMH 3a CHET
nobaBneHns NoaoepXKN peXxnuMa paclimpeHHoro ceaHca VMConnect n PowerShell Direct. 9Tu cpeacTtsa 6yayT ocobeHHO
rMoJie3Hbl MPU MOTEPEe CETEBOro NOAKJIIOYEHNSA K BUPTYasibHOM MalUMHEe U BO3HUKHOBEHUN He0BX0AMMOCTN 06HOBUTL ee
KOHUrypauuto, 4Tobbl BOCCTaHOBUTbL AOCTYHM.

3TN PYHKLMN HE HY>KHO HacTpamBaTb, OHU CTAHOBATCA AOCTYMHbl aBTOMAaTUYeCKW, KOrAa 3KpaHMpPOBaHHasA BUPTYyasbHas
MallnHa pa3MellaeTcs Ha y3ne Hyper-V nog ynpasneHunem Windows Server Bepcun 1803 unu BbiLLe.

Mopoaep>xka Linux.

Tenepb Windows Server 2019 nogaep»xunBaeT BbinosHeHne cuctem Ubuntu, Red Hat Enterprise Linux n SUSE Linux
Enterprise Server BHyTpu 3KpaHUPOBaHHbIX BUPTYasbHbIX MallMHa nMpu paboTe B cpefax co cMmewaHHbiMu OC.

HTTP/2 pns 6onee 6bicTporo 1 6e3onacHOro NpPocMoTpa Beb-cTpaHuy,

YnyyweHHoe obbeanHeHne NoAKAYeHU nckntovaeT cbon npu paboTte B UHTepHeTe, a Takxe obecnevymBaeT
rnpaBuibHoe LW poBaHMe BeO-CeaHCoB.

O6HOBJIEHHbIN NpoLecc coriacoBaHMsA HAabopoB LWGPOB Ha CTOPOHe cepBepa B HTTP/2 obecneynBaeT aBTOMaTUyeCcKoe
yCTpaHeHne c6oeB MOAKYEHNN N yA0OCTBO pa3BepTbiBaHMS.
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Mol caenanm CUBIC nocTaBLLMKOM KOHTPOA Neperpy3kn npotokosaa TCP no ymonyaHuto, 41obel ewie 60sbLUe NOBLICUTL
MPOMYCKHY CMOCOBHOCTD.
XpaHunuue

BoT HekoTOpble N3MEHEHMNS, KOTOpble Mbl BHeC/n B xpaHuauie B Windows Server 2019. lononHUTENbHbIE CBELEHUNS CM.
B pa3gesie HoBble BO3MOXXHOCTU XpaHuauLLa.

Cny»x6a MUrpaumm xpaHuamwa

Cny>x6a Murpaumnm xpaHuana— 3TO HOBas TEXHOOM S, KOTopasa ynpoLlaeT nepeHoc cepBepoB B Hosee HOBYO BEPCUIO
Windows Server. OHa npefocTaBaseT rpaduyeckoe cpeacTBO, KOTOPOE BbIMNOJIHAET MHBEHTAapU3aLNIO aHHbIX Ha
cepBepax, nepefaeT AaHHble 1 KOH(UIrypaum Ha HOBble CepBepbl, a 3aTeM Npu HeobxoaMMOCTU NepemeLlaeTt
yO0CTOBEpPEHNS CTapbiX CEPBEPOB Ha HOBbIE CepBepbl, HTOObI MOJIb30BaTENAM U NMPUIOXKEHNAM He TpeboBanoCb BHOCUTL
Kakune-nnbo nameHeHunsa. ononHUTeNbHbIE CBeAeHNS CM. B pa3aene Cnyxba Mmurpaumm xpaHnnmLia.

JlokafibHble ANCKOBbLIE MPOCTPAHCTBA

Hwxe npmBefeH Cnncok HOBbIX BO3MO>XHOCTEN B JIOKaJIbHbIX OMCKOBbIX npocTpaHcTBax. [onosHNTENIbHbIE CBEAEHUSA CM.
B pa3gesie HoBble BO3MOXXHOCTU JIOKAJIbHbIX AVCKOBbIX MPOCTPaHCTB.

Denynnvkauunsa n cxatme TomoB ReFS

BcTpoeHHas nogaep>xka sHeproHe3aBUCMMOM NaMaTH

MporpaMMHO BNOXKEHHas yCTOMYMBOCTb MMNEPKOHBEPIreHTHOM NHPACTPYKTYpPbl C ABYMSA Y3/1aMU Ha rpaHuLe
KnacTtepbl n3 gByx cepBepoB, ucrnoab3ytoume USB-yCTponcTBO 3W-NaMATh B Ka4eCTBe CBUAETENS
Mopnep>xka Windows Admin Center

>KypHan Npon3BoAUTENIbHOCTH

MacwTabupoBaHue go 4Mb Ha knacTep

KOHTPO/Ib 4eTHOCTM C 3epKaJibHbIM YCKOpeHneM BaABoe BbicTpee

O6Hapy>xeHune BbiIbpoca 3afep>KKK AnCKa

Py4Hoe pa3rpaHunyeHne BbiAesieHNS TOMOB A1 MOBbILEHNS 0TKa30yCTONYNBOCTY

Pennuka xpaHunnuiia

HoBble BO3MOXXHOCTU B perninke XpaHuanuia.

Pennuka xpaHunuwa Tenepb goctynHa B Windows Server 2019 Standard Edition.

TecTtoBas oTpaboTka 0TKasa— 3TO HOBasA PYHKLMSA, KOTOpas MO3BOJISET NOAKJOYaTb LleJieBOe XpaHuauwe anis
MPOBEPKN PeENINKaLN NI pe3epBHOr0 KOMUPOBAHMSA AaHHbIX.

YnyduweHns npon3BoanTeNbHOCTUN XXYPHala Perninku XpaHuanwa.

Mopaep>xka Windows Admin Center.

OTkasoycTon4mBas Knactepmsayms

Huxe npueeneH Crimncok HOBbIX BO3MOXKHOCTEN OTKa30yCTOI7I‘-IVIBOI7I Knactepusauyunn. ﬂ,OI‘IOJ‘IHVITeJ'IbeIe cBegeHnsa cMm. B
pa3nesne HoBble BO3MOXXHOCTU OTKa30yCTONYUBON KacTepusaLlunm.

Habopkl knactepos

KnacTepbl ¢ nogaep>xkon Azure

Murpaunsa Knactepos Mexay AoMeHaMu

Ceupetens USB

YnyyweHna nHpacTpyKTypbl KacTepa

KnactepHoe o6HOBNEHME MOAAEP>KUBAET /IOKaJibHble ANCKOBbIE MPOCTPAHCTBA
YnydweHunsa arnnioBoro pecypca-cangerens

YcuneHune 3alnThbl KacTepa

OTKa30yCTOMYMBLIN KJlacTep Hoblue He ncnob3yeT ayTeHTudnkaumno NTLM
KoHTenHepsl Linux B Windows

Tenepb MOXHO 3anyckaTb KOHTelHepbl Ha ocHoBe Windows 1 Linux Ha 04HOM 1 TOM >Ke y3Jle KOHTelHepa C NOMOLLbI0
0L MHaKoBOW ynpasnsiolen nporpamMmmel Docker. 910 nossonsieT paboTaTb B pa3sHOPOLHON Cpefie Y3/10B KOHTENHEPOB U
npenocTaBnTb pa3paboTymkam rmbKoCTb B CO34aHNM MPUISIOXKEHUIA.

Peanuzauus nopnepxku Kubernetes

B Windows Server 2019 npencTtaBneHbl yay4yleHns 06HOBNEHWI, KacaloLmecs BbIYUCAEHUI, CETU U XPaHWUINLLA, N3
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BbiNyckoB Semi-annual Channel, Heobxoaumble onsa peannsaunm nogaepxku nnatdopmsel Kubernetes 8 Windows.
HononHuTenbHaa nHhopmaums byageT AOCTyMnHa B cieayowmnx Beinyckax Kubernetes.

CpenctBa paboTbl C ceTeBbIMU MOAKNIOYEHNAMU KOHTenHepoB B Windows Server 2019 3Ha4ynTeslbHO NOBbILWAOT
ynob6cTBo ncnosnb3oBaHnsa Kubernetes B Windows 3a cyeT ynydlweHUs yCTONYMBOCTU CETU NAATHOPMbl 1 MOALEPXKKN
MoAK/O4aeMbIX MOAY e CeTeBbIX MOAK/IOYEHUAX KOHTENHEePOB.

Pa3sepHyTble B Kubernetes pabo4ne Harpyskum MoryT ncnonb3oBaTb CpefcTBa ceTeBon 6e30MacHOCTM A5 3alUUThI
cny»6 Linux n Windows ¢ nomolLLbto BCTPOEHHbIX MexaHn3MoB 6e3onacHoCTu.

Yny4yweHna KoOHTenHepoB

YAyyleHHble UHTerpnpoBaHHble yA0CTOBEPEHNS.

Mbl ynpoCTuUAN NpoLecc BCTPOEHHOW NPOBEPKN NoANMHHOCTM Windows B KOHTenHepax 1 MOBbICUN ee HafgeXHOCTb,
YCTPaHUB HEKOTOPbI OFrpaHnYeHns N3 npeablaywmx sbinyckos Windows Server.

YAyylweHHasa COBMECTUMOCTb MPUITOXKEHUN.

PasmewaTb npunoxeHnsa Windows B KOHTeMHepax CTao NpoLLe: COBMECTUMOCTb MPUIOXKEHWI C CYLLLECTBYOLLNM
obpa3zom windowsservercore 6bis1a yaydweHa. MpuaoXeHnam ¢ 4ONONHUTENbHLIMKU 3aBUCUMOCTAMKU APl Tenepb JOCTYyNeH
TpeTun 6a3oBbin obpas: windows.

YMeHblleHne pa3Mepa 1 NoBbiLLEeHE MPON3BOANTENIbHOCTH.

Bbinn ymMeHbLIeHbI pa3Mepbl anioB Aas8 CKadymBaHnsa 6a3oBbix 06pa3oB KOHTeNHepPOB 1 HeobXxoaAnMoe NPOCTPAHCTBO Ha
OVCKe, a Tak)Xe YCKOPEeHO BpeMs 3anycka. 9To yckopsieT paboyme npouecchbl KOHTENHEepPOoB.

NHTepgenc agmnHuctpuposaHmnsa B Windows Admin Center (03HakoMUTeNbHas Bepcus).

Tenepb CTano npoue, 4eM Korga-mbo ocyLwecTBAATb MOHUTOPUHI KOHTEHEPOB, 3anyLLEeHHbIX Ha BalleM KOMMbloTepe,
a TakXXe yrnpaBnaTb OTAEJIbHbIMU KOHTENHEePaMK C NMOMOLLbI0 HOBOro pacwmperuns gna Windows Admin Center. Hangute
pacwmpeHune "KoHTenHepb!" B 0benocTynHom Beb-kaHane Windows Admin Center.

3awmndgpoBaHHble ceTun

3awngpoBaHHble CeTU— PYHKLNSA LWNGPOBaAHNA BUPTYasbHbIX CETEN, NO3BONSAOWAS WNEHPOBaTb TPaMK BUPTYyasibHOMN
ceTn MeXAy BUPTyasibHbIMU MalUMHaMM, KOTOpble 06MeHNBaTCA AaHHbIMU Mexxay cobon B moaceTax ¢ MOMETKON
BknioyeHo wndpoBaHme. Ons WndpoBaHNSA NaKeTOB C MOMOLLbIO 3TOM BO3MOXHOCTM TaK>Ke UCMOoJb3yeTCsa MPOTOKOJ
DTLS B BupTyanbHou noaceTtu. MpoTokon DTLS obecneynBaeT 3alinTy OT NepexBaTa, HECaHKLNOHUPOBAHHbIX
V3MEHEHUN N NOAAENKN CO CTOPOHbI JIOObIX INL, UMEIKOLWNX A0CTYN K (PU3NYECKON CeTu.

MoBbILLEHNE MPOVN3BOANTENILHOCTU CETU A1 BUPTYasibHbIX pabounx Harpy3ok

[MoBbILLEHME MPON3BOANTENBHOCTN CETU ONSA BUPTYasibHbIX pabounx Harpysok obecrnevynBaeT MakKCUMasbHYO
MPOMyCKHY CNOCOBHOCTbL CEeTU A1t BUPTYasibHbIX MallnH 6e3 HeobXoA4NMMOCTM NOCTOAHHOWM HACTPOMKN NN N36bITOYHOI O
rnpenocTaB/ieHNA PeCypCcoB y3/a. 3a CHeT 3TOro COKPaLLAOTCS pacxoAbl Ha IKCMyaTaumno n obcny>xmBaHue n
OOHOBPEMEHHO MOBbLILWIAETCHA AOCTYMHAsA NJIOTHOCTb Y3/10B. HOBble hyHKLMN:

Ob6bennHeHne Noy4eHHbIX CErMEHTOB B BUPTYasibHOM KOMMyTaTope
OnHamunyeckoe ynpaB/ieHe HECKOJIbKMMU 04epensamMmu BUPTyasbHbIX MawwuH (d.VMMQ)
Mepepnaya AaHHbIX € NoMoLLblo anropuTMa Low Extra Delay Background Transport

Low Extra Delay Background Transport (LEDBAT)— 3TO MoCTaBLWMK YrpaB/eHUs NEPerpy3kon CeTn C HU3KOWM 3afep>KKOon,
pa3paboTaHHbIN ANA aBTOMATUYECKOro MOBbILLEHUS NPOMYCKHON CMOCOBHOCTUN A5 NOMIb30BaTesIeN U NPUSIOXKEHUN N
rnotpebsieHns BCcel AOCTYMHOM NPOMYCKHON CMOCOBHOCTH, KOrAa CeTb He NCMOJIb3yeTCs.

OTa TexHoNornsa npefHasHavyeHa AN NPUMEHEHUS NMPU pPa3BepTbiBaHUN KPYMHbIX KpUTUYeCknx obHoBneHunn B UT-cpene
6e3 ywepba ona cny>x6, NCMoAb3yLWNXCA NONb30BaTENSAMN, U CBA3AHHOW C HUMW MPOMYCKHOM CMOCOOHOCTN.

Cny»x6a BpemeHun Windows

B Cnyx6e BpemeHu Windows peann3oBaHa nosHoLeHHas nogaepxka UTC-COBMeCTUMOWN KOPPEKTUPOBOYHON CEKYHbI,
HOBbLIN MPOTOKOJ1 BpeMeHU nof HassaHmeM "[IpoToKos To4HOro sBpemMeHun” (Precision Time Protocol), a Takxe
TpacCMpPOBKa B CKBO3HOM peXXunMme.

BbicokonpoussogmnTesibHble w3kl SDN

BbicokonpoussoauTesbHble w3kl SDN B Windows Server 2019 3Ha4MTes/IbHO NOBbILIAOT MPON3BOANTENBHOCTb
noaknoyeHui IPsec n GRE, obecneyrBas CBEPXBbICOKYIO MPOMYCKHYIO CMOCOBHOCTbL NP ropa3fo MeHbLUen Harpyske Ha

.

HoBbI Nonb30oBaTeNIbCKUN MHTepdenc pa3BepTbiBaHUA 1 pacwmpeHne Windows Admin Center gns SDN
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Tenepb B Windows Server 2019 nerko pasBepHyTb HOBbI/ M0J/Ib30BaTENbCKUIN NHTEPGENC pa3BepTbiBaHMSA N paclUnpeHne
Windows Admin Center n ynpaBnsiTb UMy, NpefoCTaBssi BO3MOXXHOCTU SDN BCeM Mosib30BaTesNAM.

Mopfeprkka s3HeproHe3aBNCUMOM NaMATU A1 BUPTYasibHbIX MalwmnH Hyper-V

ObecrneyeHre BbICOKOW MPOMYCKHON CMOCOBHOCTN N HU3KOW 3alep>KKM SHEPro3aBMCMMON NaMmsaTn (MM NaMsaTn
XPaHUANULLA) A1 BUPTYaslbHbIX MallMH 3a CHET NPSAMORA peann3aumm 3Tol (hyHKLMM B BUPTYasbHbIX MallMHax. 3To
NMO3BO/ISET CYLLECTBEHHO YMEHbLUNTb 3a4epXXKy TpaH3akumnii 6asbl JaHHbIX U COKPaTUTb BpeMs BOCCTaHoBJIeHMs 6a3
[aHHbIX C HU3KOWN 3a4ep>KKoi B NamsTn B cilyvae cbos.
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