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MaplwpyTunusatop Huawei
AR6710-HA4T4X2Y7

AR6710-HA4T4X2Y7

OnucaHune

KoMmnnekrauusa

- MapwpyTusaTtop
- 2 6n1oKa NuTaHns
- KpenneHnwns

MapuwpyTtusatopbl cepun NetEngine AR6700 ona KopnopaTUBHbIX KJIMEHTOB

MapwpyTunsaTtopbl cepum Huawei NetEngine AR6700 npegHa3HaveHbl g1 obecrnevyeHns BbICOKONPON3BOAMNTENbHbIX U
HaOe>XXHbIX CETEBbIX PELUEHU B CpeaX KOpropaTUBHbIX U ONepaTOpCKMX CeTel. DTN YCTPONCTBa coYeTaloT B cebe
rnepenoBble TEXHOJIOM MM MapLUpyTU3aumm, MaclwTabrnpyemMocTb U rmbkoCcTb, N03BONASA YAOBIETBOPATL TpeboBaHMA
COBPEMEHHbBIX CeTEBbIX NHPPACTPYKTYP.

OCHOBHbIe TEXHUYECKUE XapaKTEepPUCTUKu

1. ApXUTeKTypa N KOHCTPYKLMSA

- MoaynbHasa KOHCTpyKUua: MNoaaep»xKa yCTaHOBKM pa3/iMyHbIX Moayen (MHTepdencHbIX, ONTUYECKUX, MPOLECCOPHbIX 1
T.4.) ANa rmbkon agantayumm K TpeboBaHUSM ceTu.

- Boicokast MmacwTabupyeMocTb: BO3MOXKHOCTb YBEIMYEHMS NPOMYCKHON CMOCOBHOCTU 1 PYHKLIMOHAIbHOCTU NyTEM
nobaBneHns 4ONONMHUTENbHbBIX MOAYJIEN U KapT paclUnpeHus.

2. MponyckHas crocobHOCTb 1 MPON3BOANTENLHOCTb

- Bbicokasi npornyckHas cnocobHoCTb: Moaaep)xka MyIbTUMNEKCHbBIX CKOPOCTEN nepefayun AaHHbIX, obecrneyvymBatowmnx
06paboTky 6onbNX 06BEMOB TpadurKa.

- Mpon3BoANTENbHOCTbL MapLpyTUlaunm: ONTUMN3MPOBaHHbIE MPOLLECCOPbI U annapaTHOe YCKOpeHue Asis obecneyeHuns
ObICTPOM MapLIPYTU3aLIUN MAKETOB C HU3KOW 3a4eP>KKOA.

3. HTepdenchl n coeguHeHns

- Pa3Hoob6pasune nHTepdericos: MNMoanep>xka ocHOBHbIX Ethernet-ctanpapToBs (Gigabit Ethernet, 10 Gigabit Ethernet n
Bbllle), onTuyeckux nHtepdencos (SFP+, QSFP n ap.), a Takxe crneumnann3npoBaHHbIX NHTephencos A1A
BbICOKOCKOPOCTHbIX CETEMN.

- TmbKoCTb MoaKAYEeHNSA: BO3MOXXHOCTb MOAKJIIOYEHMS K Pa3HbIM TUMNaM CETEBbIX TOMOJOMMA U MHPPACTPYKTYP.

4. CeTeBble NPOTOKOJIbI U CTaHA4APThI

- Noopep>Ka 0OCHOBHbIX MapLUpyTUsupyowmx npotokonos: OSPF, BGP, IS-IS, RIP n ap.

- MHoroypoBHeBast MapLupyTu3aumnsa: Bo3MOXXHOCTb HACTPOMKN MapLUpyTU3aLMn Ha passinyHbIX YPOBHAX A4
onTUMU3aumn Tpadurka.

5. besonacHocTb
- MHTerpmupoBaHHble MexaHn3Mbl 6e3onacHocTu: Firewall, VPN, IPS/IDS, 3awuTa oT DDoS-aTak 1 gpyrux yrpos.
- AyTeHTuUdrKauma n wmnpposaHme: Nogaep)xka COBpeMEHHbIX METOL0B ayTeEHTUPUKaALUN N WINPPOBAHUSA AaHHbIX 414
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obecneyeHuns KOH(pUAEHUNANbHOCTU N LEesIOCTHOCTU NHopMaLnn.

6. BblcOKasi LOCTYMHOCTb M OTKA30yCTOMYMBOCTb

- Oy6nvpoBaHne KOMMOHeHTOB: MoaLepxKa pe3epBHbIX KOMMOHEHTOB (MUTaHne, BEHTUASTOPbI, MOAYAN U T.4.) 4NS
obecneyeHns HeNpepbIBHOCTN PaboTsbl.

- TexHonoruy BupTyanunsaumm n 6anaHcnpoBku Harpysku: ObecrnedeHve pacrnpeneneHuns Harpysku n 6s1cTporo
nepekJsilYeHust B cyiydae oTKasa KOMMOHEHTOB.

d>yH KUUWOHaJIbHbl€e BO3MO>XHOCTH

1. MapwpyTusaums n KOMMyTUpPOBaHUE

- ONTMMN3MPOBAHHbIE aArOPUTMbI MapLpyTusaunm: ObecnevyeHne ahpeKTUBHON MapLUPyTU3aLMN OAHHbIX C
MUHMMaNbHbIMU 3a4epXKaMu.

- Mopnep>xka MPLS: Peanmsaumns MybTUNPOTOKONbHON METKU Nepefaydn oas8 CO34aHNSA BUPTYaJbHbIX YaCTHbLIX CeTen n
yAydLweHns ynpasiaeHns TpauKomM.

2. KayecTBo obcnyxumnsaHumsa (QoS)

- MpuopuTrsaumns Tpaduka: YnpasnaeHne npnopmuteTamMmm pasanyHbiXx TUNOB Tpagurka ana obecnevyeHnsa KavyecTsa
CepBUCOB.

- NonnTnkKn orpaHnyeHns ckopocTun: KOHTPOsb 1 peryanpoBaHmne CKOPOCTY nepefayun faHHbIX 415 NpefoTBpaLleHmns
rneperpy3ok.

3. BupTyanusauma n cermeHTaumsa cetu

- Mopnep>xka BupTyasnbHbix ceTen (VRF): Co3gaHme n30amMpoBaHHbIX BUPTYasibHbIX MapLUIPYTU3aTOPOB AJ1s1 pa3feneHuns
TpaduKa pasNYHbIX KIMEHTOB WU CEPBUCOB.

- MHTerpaunsa ¢ SDN: B3anmogencTeme € NporpaMMHO-oNpeaensieMbIMnN CETAMU 419 OMHAMNYECKOro yrnpaBJ/ieHuns
pecypcamu.

4, MOHUTOPWHT N ynpasBJieHne

- YnpasrneHue 4yepes CLI n GUI: BO3MOXXHOCTb KOHMUIypaLuum n MOHUTOPUHIa Yepe3 KOMaHAHYO CTPOKY 1n
rpacunyecknin uHTepgenc.

- MHTerpaumns c cuctemamum ynpasneHus cetbto (NMS): NMopnep>xxka SNMP, NetFlow n gpyrnx npoTokonos ans
LLleHTPaIM30BaHHOr0 MOHUTOPUHIa U YIpaBeHUS.

- AHanMTUKa n oT4eTHOCTb: CO0OP M aHaNM3 AaHHbIX 0 Tpaduke, NMPON3BOAUTENBLHOCTM N COCTOSHUN YCTPOWUCTB AN14
onTMMMU3aLUMnN CETEBON MHPPACTPYKTYPbI.

5. Mopnnep»xka 061a4vHbIX CEPBUCOB 1 BUPTYyasibHbIX Cpen

- MHTerpaumns c obnayHbiMm nnatgopmamm: ObecnevyeHne NOAKAYEHUA U B3aUMOLENCTBUSA C MyB/INYHBIMU 1 YaCTHbIMU
obnakamu.

- BupTyanbHble MapLupyTu3aTopbl: BO3MOXXHOCTb pa3BepThiBaHNSA BUPTYaJsibHbIX 3K3EMMIAPOB MapLUPYyTU3aTOPOB AN
rnbkoro ynpasneHuns pecypcamu.

6. DHepronoTpebneHne n yrnpasseHne TEMNJOBbIMU PEXXMMAMK

- DHepro3@eKTMBHbIE KOMMNOHEHTLI: /ICMoNb30BaHNe TEXHOIOMNA A8 CHUXXEHNSA SHepronoTpebneHus 6e3 yuiepba
MPON3BOANTENILHOCTU.

- Cuctembl oxnakaeHus: WHTennekTyasnbHble peLLUeHNs MO yrNpaBieHWo TENIOBbIMU PeXUMaMn AN NPOOJIEHNA CPOKa
cnyx6bbl ycTponicTBa 1 obecnevyeHus ctabunbHom paboThl.

NMpuMmeHeHnune
MapuwpyTunsatopbl Huawei NetEngine AR6700 Series LUMPOKO NPUMEHSAIOTCA B Pa3/iNYHbIX CLLEHapUsaX, BKJOYas:

- OnepaTtopckue ceTu: ObecrneyeHne BbICOKOCKOPOCTHOMO 1 HaleXKHOM0 MOAKJ/II0YEHNS 4715 MOBUIIbHbIX ONepaTopoB 1
WHTEpHEeT-NpoBanaepoB.

- KopnopaTueHble ceT: OpraHu3aumns BHYTPEHHEN CeTU KPYMHbIX OPraHn3aLnii C BbICOKUM YpoBHeM 6e30MacHOCTU 1
yrnpaBJsiiemMocTu.

- LleHTpbl 06paboTku gaHHbIX (LOL): Monkao4YeHme 1 ynpaBieHne pecypcaMmy LEHTPOB AaHHbIX C y4eTOM BbICOKOW
NAOTHOCTY Tpatuka U TpeboBaHUN K 0TKa30yCTONYMBOCTH.

- IHpacTpykTypa yMHOro ropoga: Noanepka ceTeBbIX pelleHnid Ans CUCTEeM YMHOI0 ropofa, BKoYas oxpaHy,
TPaHCMOPT U KOMMYHaJlbHble CEPBUCHI.

MapwpyTunsaTopbl Huawei NetEngine AR6700 Series npencTaBnstoT coboi MoLHble N TMOKKe pelleHns A1 NOCTPOEeHUS
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COBPEMEHHbIX CETEBbIX MHDPACTPYKTYP. VX BbiCOKAsi MPON3BOAUTENbHOCTL, MacwTabrupyemocTs 1 6oraTeiin Habop
(PYHKLMOHANbHbLIX BO3MOXHOCTEN MO3BONSAOT 3PMPEKTNBHO YO0BIETBOPATL TpeboBaHMsa pa3Hoobpa3HbIX CLieHapres
npuMeHeHus, obecrneynsas Npu 3ToM HagEXHOCTb U 6e30MacHOCTbL CeTeBbIX OnepaLuii.

XapakTepucTukmu

CkopocTb nepecbiikn (LAN - > WAN + WAN - >
LAN, NAT + ACL + QoS, IMIX, Default)

[Mpon3sBoaunTesnbHOCTL IPsec

[Mpon3soaunTesnbHOCTbL cepBucos SD-WAN

dukcuposBaHHble nopTbl WAN

Konunyectso cnoTos SIC

Konunyectso cnoto WSIC

Konunyectso cnoTtoB XSIC

USB-nopT

BcnomMoraTesibHble UK KOHCOJIbHbIE MOPThI

MamaTb

dnew-namaTb

[opayasa 3ameHa

KoMnoHeHTbI

1.[lBa cnoTa ons moaynen NnuTaHus

3. [lBa cnioTa 4na MoAynen BeHTUISTOPOB
5. Toyka 3a3emneHuns

7. OanH cnot WSIC

Obwume
MoaynbHble 610KM NUTaHMA MapLlpyTru3aTopa

Tun ycTponcTea

13 réuT/c

10 réwmT/c (IMIX)
28 Iéut/c (1420 bytes)

7 T'éut/c (IMIX)
23 I'éut/c (1400 bytes)

2 nopta 25GE SFP28, 4 nopta 10 GE SFP+, 4 nopta 1 GE
RJ45 (Bce nopTel WAN MoryT ObITb HacTpoeHbl Kak LAN)

6

1 (no ymon4aHuio)/4 (MakCcMManbHO)
0 (no ymonyaHuto)/0 (MakCuMasnbHO)
1 nHTepdgenc USB 2.0

1 KOHCONbHbIN NopT RJ45

8Trb

8Trb

Moppep>xmuBaeTcs

2. Ba cnoTta ansa SRU/SPU
4.HanmeHoBaHMe Mmoaenn

6. LLlectb cnotos SIC

Na

MapLwpyTunsaTtop
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NHTepdenc 10/25G SFP28
NHTepdencol 10GBase-X SFP+
NHTepdeincel 10/100/1000Base-T

13
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