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MexceTeBoun 3kpaH Ubiquiti
UniFi Dream Machine Pro

UDM-Pro

OnucaHune

O6wan mHpopmauus

UniFi Dream Machine Pro (UDM-Pro) - 3To yHMUBepCasibHOE CeETEBOE YCTPOMCTBO, 06beanHsaolee B cebe KOHTpoep
UniFi, wnto3 6e3onacHocTn, 8-NopToBbLIN KOMMYyTaTop € Gigabit Ethernet, a Tak xe nogaep>xnBaeT NOAKI/IOYEHME
XKECTKOro gncka (B KOMMJIEKT He BXOAMT). YCTPONCTBO OCHALLEHO NMPOM3BOANTENbHLIM YETbIPEXALEPHBLIM NPOLLECCOPOM
Quad ARM Cortex-A57 1,7 GHz.

MporpaMmmHoe ob6ecneyeHue

UDM Pro Bkto4aeT ceTeBon KoHTpossiep UniFi, no3ToMy Bbl MOXeTe ynpaBasaTb CBOMMM KOMMyTaTopamu UniFi n
ToYkamum goctyna. OH Takxe MoXeT 3anyckaTb UniFi nporpammHoe obecrnevyeHne asisi ygobHOro MOHUTOPUHIA U
MOJIHOIO YrNpaBJIEHNA Balleln CUCTEMON BUAeoHabnoaeHus . Buoeosanncm xpaHaTcsa Ha BCTpoeHHOM NVR (kecTkuin onck
B KOMIMJIEKT He BXOAMUT) U MOryT ObITb I€rKO AOCTYMHbLIM C MOMOLLbI0 MOBunbHOro npunoxxeHnsa UniFi Protect. Bbl MmoXxeTe
6e3onacHoO NpocMaTpuBaTh 3anNuUcK, KOTopble HaxoaaTcsa Ha UDM Pro, a He Ha CTOPOHHEM cepBepe.

Opyrue ocobeHHOCTU:

JIErkoCTb HAaCTPOWKM - UCMOMb3YNTe CTaHAAPTHLIN web-6pay3ep nam NnpuaoXKeHne Ha BallemM MOBMIbLHOM
TenedgoHe 4yepes Bluetooth.

Moppep>xka NpocMoTpa A0 20 KaMep B peXXuMe peasbHOro BpEMeHU B Npefesiax 04HOro ANasioroBOro OKHa.
MapameTpbl BbIBOAA N306parkeHNs C BUOEOKaMep MOXKHO N3MEHSATb.

PesepBupoBaHue

e Dual WAN c pe3epBHbIM nepektoyeHneM: NMoagep>xMBaeT ABONHOE NOAKOYeHME K ceTu IHTepHeT / ISP coeanHeHus ¢
aBapUHbLIM NepekloYeHNEM: eCnim OCHOBHOe coeannHeHne WAN pa3pbiBaeTCs, OH aBTOMAaTUYECKM NEPEKJTIYNTCA Ha
aopyroe coegnHeHne WAN.

WAN-nopTbl NpeacTaBnsaioT U3 cebs:

1x10G SFP+
1x1G RJ45

* Pe3epBrpoBaHMe NCTOYHUKA MUTaHNA N aBapuiiHoe nepeksoyveHne: UDM Pro nognep>XusaeT CMCTEMY aBapUNHOIo
nepekaoyeHns 61okos nutaHusa UniFi SmartPower RPS, monene USP RPS. MNpu BbIxoAe U3 CTPOA BHyTpeHHero 610ka
NMUTaHWA 3anaTeHTOBaHHbIN nHTepdenc USP RPS obecneynBaeT pe3epBHOE NUTaHWe 415 PE3ePBHOr0 KONMPOBaHKS.

Bbe3onacHocCTb
dykumnoHan UniFi Dream Machine Pro no3sonseT BbIMOJHATE MYHKUUN TakuUx CUCTeM Kak "CuctemMa npefoTepalleHuns

cobbiTuin" (aHrn. IPS) n "Cuctema obHapy>XeHns HeCaHKLWOHUPOBAHHbIX Nogkao4eHnin" (aHrn. IDS).

1. YnpasneHue yrpo3amu (Threat Management). Beibop 1 HacTpoliKa ypOBHEN 3aLlMThbl: OT BUPYCOB, BP€LOHOCHOIO
MO, 3awmTa OT B3JIOMa, 3alMTa UHTEPHET TpadurKa, orpaHNYeHns no penyTaunm seb-canTa.

2. CKaHupoBaHMe KoHe4YHbIX To4ek (Endpoint Scanning). YCTponCTBO aBTOMaTUYECKM CKaHUPYeT NOAKJIIOYNBLLUNXCA K
CeTu KJINEHTOB 1 OLEeHNBaeT YPOBEHb Yrpo3bl N YA3BUMOCTU.
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3. ®yHKuuMsA Honeypot - no3BonseT obHapyx1BaTb BpefoHocHoe M0, YyepBei, 1 opyrue TUMbl 3JJ0Ka4eCTBEHHOI O
TpadunKa, KOTOopble MOTYT MOMbITAaTbCSA NMPOCKaHNPOBATL Bally CeTb Ha YA3BUMOCTH.
4. ounnbTpaumsa DNS (DNS Content Filtering) - ocywecTBnseT 6J10KMPOBKY TpadurKa C CaliTOB C 3/I0Ka4e€CTBEHHbIM,

PULWMHIOBLIM KOHTEHTOM N "KOHTEHTOM

019 B3pOC/bIX".

5. ®unbTpauma IP no mectononoxeHuto (GeolP Filtering) - no3eBonseT 610kMpoOBaTh NCXOAALWNNA, BXOAAWMNNA (nnm oba
HanpasieHus cpa3y) TpaduK, Ha3Ha4YEeHHbIN Ha onpefenéHHyo CTpaHy. [ HaCTPOMKN UCMNoJb3yeTCA
rpacduyeckas KapTa, No3BosAOLWas BbIbpaTb CTpaHy, TpauK KOTOPOW Bbl XOTUTE 3ab610KNPOBaTh.

Fm6kumn koutponnep UniFi Network Controller
[aHHbI KOHTPOJIIEP, HAXOASALWMNNCA B COCTaBe 3TOro YCTPOMCTBA, NO3BOJIAET OTPUCOBLIBATL KapTy CeTU, YNpassisaTb
cny>xebHbiM Tpamkom 1 obHapyxumBaTb ycTponcTea UniFi, 1 BHOCMTb KOPPEKTUPOBKM B KOH(UTypaumio BykBasbHO "Ha

nery".

DIMENSIONS TEXHUYECKUE XAPAKTEPUCTUKWN

FabapuTHble pasmepsbl: 442.4 x 43.7
X 285.6 MM

Bec: 3.90 kr

Bec c kpennennamun: 3.99 kr.

COCTAB NMOCTABKHU

NHTepdenchl

10/100/1000 RJ45 LAN Ports - 8
10/100/1000 RJ45 WAN Port - 1
1/10G SFP+ LAN Port - 1
1/10G SFP+ WAN Port - 1

NHTepdencol ynpasieHns

KpenneHune B cTonKy 19"
Bracket Screws

Mounting Screws

Cage Nuts

Security Screw

2.5" HDD Screws Power Cord
Rubber Feet

TexH

Obwume

Twn ycTponcTBa

Moponep>XXnBaembli TUM NMHTePdENCOB MapLUpyTM3aTopa

Mpown3BoanTenbHOCTb MapLupyTulaTopa Gbps

Ethernet BHYTpu OnanasoHa
Bluetooth BLE - 1

nyeckas nHgopmauums
IDS/IPS Throughput: 3.5 Gbps *
LIMY: Quad ARM Cortex-A57 Core

TemnepaTypa 3kcnayaTaunm: -10° to
40° C

BnaxHocTb: 5 to 95% 6e3
KOHZAeHcaumm

MntaHne

Makc.noTp.MoLbHOCTb: 33W
Hanpsi»xkeHue nutaHus: ot 100 oo
240VAC

Pe3sepBupoBaHune nutanusa: RPS DC
Bxon,

ESD/EMP 3awwuTa: Air: = 16 kV,
Contact: = 12 kV

at 1.7 GHz CepTudukaTsbl
O3Y: 4 GB DDR4 CE, FCC, IC
n3y: 16 GB eMMC
* Measured with iPerf3.

MapwpyTnsaTop

NHTepdencbl 10GBase-X SFP+

NHTepdence 10/100/1000Base-T
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