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MapuwpyTtunusaTtop Cisco 3945E
CISCO3945E/K9

OnuncaHue

B cTaHpapTHYO KOMNAeKTauuio BxogauT: 1Gb Dram namsaTtu n 256Mb Compact Flash, 1 6510k nutanus AC

Cisco® ISR 3900 — cepust MapLpyTU3aTOPOB C MHTErpaLmnern cepBnucoB, pa3paboTaHHas Ha OCHOBaHUM 25-neTHero
onbiTa Cisco B 0611aCTn MHHOBALMIA 1 CO34aHUA NepefoBbiX pelleHnn. ApXUTEKTypa HOBbIX naTdopm obecneynsBaeT
NoAAEPKKY C/ieAyloLLLero aTana pa3BuTnsa uananos opraHn3aumii, NnepeHocs MyabTUMeAnnHbIe CPeACTBa COBMECTHOM
paboTbl 1 cpencTBa BUPTyanM3aLnm Ha ypoBeHb pruanana 1 no3Boss CyLLeCTBEHHO COKPaTUTb OnepaLnoHHble
n3pepxku. Mnatdopmbl Ha 6a3e MmapLpyTnsatopos Cisco ISR BTOPOro MOKO/IEHMS MO3BONAIOT peLllaTb He TOJIbKO
CerofHsLWHNe 3afa4u, HO U Te 3a[,a4U, KOTOpble BO3HUKHYT B OyayLleM, MOCKOJIbKY B HUX MCMOJIb3YIOTCA MHOTOAAEepHbIE
NMpoLLeccopbl, MOAAEPXKMBAIOTCHA BbICOKONPON3BOAUTESNbHbIE CUTHaNIbHble npoLeccopbl (DSP) aons pacwmvpeHns
NepCcneKTUBHbIX BO3SMOXHOCTEN nepeayv BUAEO, UCTMOJIb3YIOTCS MOLLHbIE CEPBUCHBbIE MOAY /M C MOBbILLEHHOW
OOCTYMHOCTbIO, cpeacTBa KomMmyTaunm Gigabit Ethernet c nogaep>xkon pacwmpeHHonm cneuyndpurkaunm POE, a Takxe
HOBbl€ BO3MOXXHOCTM yrNpaBieHNs U MOHUTOPUHIra noTpebneHns sHeprun. Kpome Toro, HOBbI YHMBEpPCasbHbIA 06pa3
onepaumoHHom cuctemsl Cisco IOS® n moaynb Services Ready Engine no3sonsaioT pa3fesvTb pa3BepTbiBaHUE
obopynoBaHuMsA 1 NporpaMmMHoro obecrneyeHus, TeM cambiM obecneyrBas Hafle)XHY0 TEXHOOMMYECKY0 OCHOBY,
CcnocobHyto BbICTPO afanTUPOBaTHLCHA K MOCTOAHHO U3MeHSLWMMCA TpeboBaHNAM K ceTu. B LLenioM MapLupyTnsaTopbl
Cisco cepumn 3900 obecrneymBatoT becnpeLefleHTHOE CHU)KEHNE COBOKYMHOM CTOMMOCTU BnageHus (TCO) 1 BbicoYanwmni
YypPOBeHb rMOKOCTU CETU, KOTOPbIE NOALEPKMBAIOTCA NHTENIEKTYa IbHbIMU CPEACTBAaMU MHTErpaLum y4ywnx B oTpacan
cpencTB obecneyeHms 6€30NacHOCTU, CUCTEMbI YHUPULMPOBAHHBIX KOMMYHUKALWMA, TEXHONOIMMIA CO3[aHNS
6ecnpoBOAHbIX CeTeN 1 NPUKAaAHbIX CEPBNCOB.

0630p NpoaykTa

Cepusa Cisco® 3900 aBnaeTcs pa3BUTUEM JyyLUENn B CBOEM Kacce cepuun maplupyTtusaTtopos Cisco € uHTerpaumen
cepsucos 3800 1 cocTouT K3 ABYX nnaaTgopm (cM. puc. 1): mapwpyTmsaTtopoB Cisco ISR 3925 n Cisco 3945. Oba
MapuwpyTmsaTopa Cisco ISR cepun 3900 nogaep>XmBatoT BCTPOEHHbIE CPeACTBa annapaTHOro yCKopeHns WwindposaHums,
C/10ThI LUGPOBLIX CUFHabHbLIX NpoueccopoB (DSP) ans o6paboTku ronoca n BUAEO, LOMOSHUTENbHbBIA MEXCETEBOM
3KpaH, CUCTeMy NpefoTBpaLLeHns BTOP)KeHU, cuctemy o6paboTkum BbI3OBOB, CpeACTBa FOJI0COBOW MOYThI U CEPBUCHI
npuaoXxxeHui. Kpome Toro, nnaTdopMbl MOAAEPKUBAIOT LUMPOYANLLNIA CMEKTP NPOBOAHbIX 1 6ECNPOBOAHbLIX
MHTepdencos, Takmux Kak T1/EL, T3/E3, xDSL, MefHbIN 1 ONTOBOJIOKOHHbIN GE.

MapwpyTmnsaTtopbl Cisco ISR cepum 3900 obecrneymBatoT BbICOYaANLLYO MPON3BOANTENBHOCTb U FTMOKOCTb pa3BepThiBaHUSA
ceTeln B opucax Kak ManblX, TakK U KPYMHbIX MPeanpuaTuim, Npy 3TOM 3TU MapLUPYTU3aTOPbl XapaKTEPU3YIOTCA JyHLIUMN
B OTPac/i1 NoKa3saTenaMu OKynaemoCcTu NMHBECTULMIA.

OcCHOBHble Bu3Hec-npeumMyLLecTBa

MapLpyTursaTopbl C UHTErpaumen cepsmcos BToporo nokoneHus (ISR G2) obecneynBatoT BbICOHaNLLYO CTENEHb
MHTEerpaumm n HaCcTpPomkn cepBmncos. PazpaboTaHHas c y4eToM TpeboBaHMin K MacluTabnpyemMocTn, MOAYy IbHasA
apxXMTeKTypa 3TuUX naaTdopM No3BoaseT HapalmBaTb U afanTMpPoBaTb UX BO3MOXXHOCTW B COOTBETCTBMU C pasBUTUEM
Ballen opraHmsaumn. busHec-npenmywiectsa MapwpyTmsatopos Cisco ISR cepun 3900 nepeyncneHsl B Tabnanue 1.

Tab6nuua 1. BusHec-npeuMyLiecTBa MapwpyTtusatopoB Cisco ISR cepuu 3900

MpenmyuwiecTBo OnucaHune

WNHTerpauns MapwpyTunsaTopsl Cisco ISR cepum 3900 obecrneymBatoT NOBbILLEHHYO MHTErpaumto

CepBuNCOB CEepBUCOB Mepenayun roaoca, BUAEO0, AaHHbIX, obecrneyeHns 6e3onacHOCTU n
MOBUNBHOCTU.

MapwpyTusaTtopsbl Cisco ISR cepum 3900 oTanYaoTCa OT APYrUX MapLLUpyTU3aToOpoB
cemencTBa Cisco ISR G2 BbicoYanLlen Npon3BOANTESIbHOCTbIO U MJIOTHOCTbLIO C/IOTOB, YTO
obecneynBaeT KOMMaHUAM MakKCUMaJibHYO MHTErpaLumio CEpPBNCOB U COKpalleHne
obuiero o6bemMa KanuTasbHbIX U 3KCMJyaTaLWOHHbIX PacX040B.
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B ka)xgoM ISR G2 ncnonb3yeTca egunHbIn YHUBEpCaabHbIn 06pa3 onepaumoHHON CUCTEMBI
Cisco IOS®. EguHbIn nporpaMMHbI obpa3 coaep XUt Bce Habopbl hyHkuni Cisco 10S,
KOTOpble aKTUBMPYIOTCSA NPY NOMOLLW MPOrpaMMHON NLLEH3MN. DTO NO3BONAET BaLlen
opraHusauunm 6bICTPO pa3BepTbiBaTb paclUMpeHHble YHKLNKN, He 3arpy>kas HOBbIN obpa3s
10S. Onsa noanepXKn HOBbIX (PYHKLIMOHAJIbHbIX BO3MOXKHOCTEN yBenm4yeH obbemM namMaTun
B KOH(pMrypaumm no yMmoa4aHuio.

Mopaynb Cisco Services Ready Engine (SRE) peann3syeT HOBYIO 3KCMIyaTaLMOHHYIO
MoZesib, MO3BOJIAIOLLYI0 CHU3UTb KanuTajbHble pacxoabl (CapEx) v BbIMOAHUTb
pa3BepTbiBaHME BCex HeobX0AMMbIX CEPBUCOB MPUSIOXKEHUIN HA OAHOM NHTErpMPOBaHHOM
BbIYMCANTENIbHOM Moy e.

MapwpyTusaTtopsbl Cisco ISR cepum 3900 MoryT pa3BepTbiBaTbCs B BbICOKOCKOPOCTHbIX
cpenax WAN n obecne4ynBatoT BbICOKY COBOKYMHYO MPOMYCKHY CMOCOBHOCTb
ofHOBpeMeHHOo paboTatownx cepumcos (150 M6uT/c ons mapwpyTtunsatopa Cisco 3945 n
100 M6uT/c onsa mapwpyTtmsaTopa Cisco 3925).

MynbTurnrabutHaa KOMMyTaUUOHHasA CTPykTypa (MGF) obecrneymBaeT BbICOKYO
NMPOMYCKHYI0 CMOCOBHOCTb MEXMOAYJIbHbIX kaHaoB 6e3 yuiepba ans
NMPON3BOANTENBHOCTU CUCTEMbI MapLUPyTU3aLUN.

PazpaboTaHHas onsa yoosneTsopeHns 61MsHec-noTpebHOCTEN 3aKa34mMKoB, MOLYIbHAs
apxuTeKkTypa MappyTusaTtopos Cisco ISR cepumn 3900 nogaep>KmMBaeT LUMPOKUIA CAEKTP
NMPON3BOANTENBHOCTU MOAYJIbHbIX MHTEP(ENCOB 1 CEPBNCOB, KOTOPbIE MOTYT
yCTaHaB/IMBATbCS MO MEPe U3MEHEHUSA NOTPeOHOCTEN BalLen CeTu.

MonynbHasa MaTepuHCKas nnaTta moaynsa SPE (Services Performance Engine)
obecneynmBaeT BO3MOXKHOCTb MOBbILEHWNS BbIYNCINTENBHON MOLHOCTY CUCTEMbI B
bynyuiem.

[Ba BCTpoeHHbIX 6/10Ka NUTaHns obecrneymBaloT pe3epBupPOBaHME CUCTEMbI MUTAaHNS,
TaK>Ke UX MOXXHO HaCTPOUTb Ana obecnevyeHnss 4OMOJHUTESIbHOrO MUTAaHNSA OKOHEYHbIX
YCTPOWCTB Mo TexHonorum ePOE.

MonaynbHble HTepgencol 06n1anaT NOBbLILLEHHON NPOMYCKHOM CNOCOBHOCTLIO,
noaAep>XUBalOT pa3/inyHble BapuaHTbl MOAKIIOYEHNSA 1 obecnevynBaloT
O0TKa30yCTOMYUBOCTb CETMU.

B apxutekTypy MapwpyTmnsaTtopoB Cisco ISR cepum 3900 3an0XeHbl cnenyroLimne
dyHKLMN 3HeprocbepexxeHuns:

MapwpyTunsaTtopsbl Cisco ISR cepum 3900 obecneymBaloT UHTENNEKTyallbHOe ynpaBaeHune
3/1IeKTpoNUTaHMeM 1 NO3BONSET 3aKa34ynKy perynmposaTb sHepronoTpebneHne moaynemn
B 3aBUCMMOCTM OT BPEMEHM CYTOK. B fanbHelnwem naaHMpyeTcs peaan3oBaTb
nogaepxky texHonormn Cisco EnergyWise.

MoAynbHOCTb M MHTErpaLmna CeEpBNCOB B paMKax eaAnHON naaTdopMbl, BbIMOSHAOLWANA
MHOXXeCTBO (PYHKLMI, ONTUMU3NPYET Pacxol MaTepuasoB Npu N3roTOBEHUN U
notpebseHne sHeprum B npouecce sKcnayaTaymu.

FMbKoCTb NAaTdopMbl U HEMPEPbLIBHOE pa3BUTUE KaK MPOrpaMMHbIX, Tak 1 annapaTHbIX
BO3MO>XHOCTEN, MPOAJIEBAET XU3HEHHbIV LMK MPOAYKTOB 1 COKpaLlaeT BCe acneKThl
COBOKYMHOW CTOMMOCTW BnageHms (TCO), BkaoYasa NCMoJib30BaHNE MaTEPUASIOB U
3HepronoTpebneHmne.

Kaw naa nnatrhAnma ruafswada MATAULIAKAMIA AATAdIa F eeicakian KON
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3almTa nHBeCTULNN MapwpyTusaTopsl Cisco ISR cepum 3900 obecrneymBaloT MakCUMalbHYIO 3aLlLUTy
WHBECTULNN, NooaepXKNBas:

B0O3MO>XHOCTb MOBTOPHOIO NCMOJIb30BaHNSA 0BLLIMPHOro CNeKTpa CyLLEeCTBYIOLLNX
Monaynen, noanepxmnsaemolx MmappyTtmnsatopamu Cisco ISR npenbigyLuiero nokoneHus,
obecnevnsaeT cHMKeHne TCO.

LLnpokuit Habop nporpaMmHbix pyHKUmiA Cisco 10S, nepeHeceHHbIx ¢ naaTdopmbl Cisco
ISR npepbiayLlero NoKoJIEHNS N BHEAPEHHbIX B € ANHbIA MPOrpaMMHbIn 06pas.

MapwpyTusaTopsl Cisco cepum 3900 xapakTepusyTCsa r’MOKMMN BO3MOXKHOCTAMU
HapalLlMBaHMS NPOM3BOAUNTESNILHOCTY MO Mepe pacClNpeHns CeTu:

Mo,u,yanaﬂ MaTepUHCKada nJjaTa SPE obecne4ymBaeT rmbkKocTb MoaepHU3aunnm B
Bynywem.

Bbico4anlume nokasaTenun NA0THOCTU Mop,yne|7| obecneymBaloT Heo6x0):|,|/|My|o rmbKocTb
ona D,O6aBJ'IEHI/IH CepBMCOB Mo Mepe yBen4eHnsa I'IOTp66HOCTe|7I bu3Heca.

MPUHATBLIA NO yMON4aHUIO 06beM NaMsATK, paBHbln 1 [6anT, obecneymBaeT 4OCTAaTOUYHbIN
3anac angd csegeHund yCI/IJ'II/IIZ no MmooepHM3aunmn O60py,D,OBaHVIﬂ Ha MecCTe 3KCnayaTaunu
K MUHUMYMY.

ApXMTeKTypa U MOAYJILHOCTb CTPYKTYpa NaaTgopMbl

MapwpyTunsaTtopbl Cisco ISR cepun 3900 CKOHCTPYMPOBaHbI 4151 yA0BIETBOPeHUs TpeboBaHU COBPEMEHHbIX
NPUIOXKEHWI ANa PUINanoB, a r’MBKOCTb X apXUTEKTYpPbl MO3BOJISET 06ecneynTb NoALEPXKKY NMPUJSIOXKEHUN, KOTOpble
noaBaTcsA B byaywem. MoaybHas apxuTekTypa co3faHa A1 NOAAEPXKKUN pacTyLwmx TpeboBaHW K MPOMyCKHOW
cnocobHocTn, TDM-coeanHEHM N MOJIHOCTbIO MHTErPUPOBAHHOIO pacnpefesieHns CUCTEM NMUTaHWUA MOLYJeN,
NnoALEP>KMBAOLWMNX I1EKTPONUTAHNE BHELLIHNUX YCTPOMCTB no ctaHgapTam 802.3af Power over Ethernet (PoE) n Cisco
Enhanced PoE (ePoE). B Tabnuvue 2 nepeynciieHbl MpenmMyLLecTBa 1 BO3MOXKHOCTY apXUTEKTYpbl MapLupyTusaTopos Cisco
ISR cepum 3900.

Tabnuua 2. DyYHKLNOHANbHbIE BO3MOXXHOCTHU U NMPenMyLLLeCTBa apXUTEKTYPbI

OYyHKUMOHAIbHbIE MpenmyLwecTsa
BO3MO>XHOCTU apXUTEKTypbl

MoaynbHasg naaTgopma MappyTmnsaTopsbl Cisco ISR cepumn 3900 sBASOTCSA NNAaTHOPMON C BbICOKOM
CTeneHbio MOAYJIbHOCTU, B KOTOPOW NPefyCMOTPEHO MHOXXECTBO CJIOTOB AJA
CTaHOBKM MHTepPMENCHbIX MOAyen n CpeAcTBa pa3BepTbiBaHNSA CEPBUCOB,
yOOBJIETBOPSAIOLME Pa3/iniHbIM TpeboBaHMAM K ceTaM umasos.
MprMeHeHne Taknx MapLLIpyTU3aTOPOB NO3BOJISET BOCMNOJIb30BaTbLCA
LIMPOYalLLMM CMEKTPOM CeTeBbIX MoAy e, obecrneynBatoLLnx BO3MOXKHOCTb
BblbOpa MHO>XKeCTBa BapnaHTOB NoAkstoyeHns kK cetn LAN n WAN. Kpome Toro,
3TU MOLYN NOALEPKMBAKOT BO3MOXHOCTb 3aMeHbl Ha MecTe 3KCrJlyaTaummn
obopynoBaHMA 1 MNO3BONSAIOT BbIMOJHUTL MOAEPHMU3ALMIO MapLLpyTu3aTopa 6e3
3aMeHbl NMaaTgopmbl.

Monynb SPE Cisco B MapwpyTusaTopax Cisco ISR cepun 3900 obecneynBaeTt
BO3MO>XHOCTb MOBbILLEHNS MPOU3BOAUTENIBHOCTN MapLUpyTMU3aTopa C NMOMOLLbIO
MOOEPHU3NPYEMON Ha MeCTe 3KCrJlyaTaumm MaTepuHCKon nnaTel (Mo mepe
pa3BuTUSA CETU opraHmn3aLuunm).
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MapwpyTn3aTopbl LISCO ISR CEPU 39UV OCHALLEHDbI
BbICOKOMPOM3BOANTEJIbHbIM MHOIroA4epHbIMKX npoLeccopaMun, NO3BONIAOLLNMN
BbIMOJIHUTL pacTyLLine TpeboBaHUS K ceTaM huananos, BKIKOYaASA BbICOKYHO
NPONyCKHY cnocobHoCcTb nogkntoveHns kK WAN 1 BO3MOXKHOCTb
oagHOBpEeMeHHOM paboTbl MHOXECTBa CEPBUCOB.

BcTpoeHHble cpencTBa annapaTHOro yCKopeHmns wndposaHns 6biimv
yCOBEpPLLEHCTBOBaHbI A1 MOBbILEHNSA MaclTabupyemocTn. B coveTaHnm
pononHuTensHon nuueHsnen Cisco |0S Security oHM no3BonsoT obecneynTb
6e30nmacHOCTb NOAKJIYEHMSA K rnobanbHOM ceTu 1 pa3BepHyTb cepBuchl VPN
(yckopeHue wingpoBaHna peannsoBaHo Kak ong IPSec, Tak n SSL).
BcTpoeHHoe obopynoBaHme W POBaHMS 3aMeHSeT N NPeBOCXOANT Mo
npon3BoANTENbHOCTU MoAy M AIM npeablAyLLero nokoJsieHus.

B mapwpyTtmnsaTopax Cisco ISR cepum 3900 BnepBbie peann3oBaHa
MHHOBALMOHHAs MybTUrMrabuTHaas KOMMyTaLMOHHasa CTpykTypa (MGF),
obecneymBatowas apHEKTMBHLIN OOMEH AaHHLIMU MEXOY MOAYAAMU U
HernocpeaCcTBEHHOE B3auMOAENCTBME CEPBUCOB MEXAY MOAYSAMU Mpu
O0JHOBPEMEHHOM CHUXXEHWN Harpyskmy Ha NpoLLeccop MapLupyTusaTopa.

CepBuCbl CUCTEMbBI YHUPULMPOBAHHBIX KOMMYHUKALUIA B chunnane MoryT 6biTb
CYLLLEeCTBEHHO pacLUMpPEHbl MPU NCMOJIb30BAHUM B apXUTEKTYpPE CUCTEMBI
CTPYKTYpbl KOMMyTauum TDM-KaHanoB, YTO NO3BOAET YBEINYNTL EMKOCTb
KaHanos DS-0.

MapwpyTunsaTtopsl Cisco ISR cepum 3900 obopynosaHbl Tpemss WAN-nopTamm
10/100/1000 Ethernet.

OBa n3 Tpex WAN-nopToB 10/100/1000 Ethernet mapwpyTunsatopos Cisco ISR
cepun 3900 nooaep >XMBaOT UCMOJIb30BaHME NMOAKIIOYAEMbIX MOAY1eN C MasibiM
dopMm-tpakTopomMm (SFP — Small Form-Factor Pluggable) (BmecTo noptos RJ-45),
obecneyrBasi BO3SMOXXHOCTb MOOKJIIOYEHNSA K BOJIOKOHHO-OMTUYECKON JINHUN
CBSI3U.

MNHHOBALUMOHHbIN KOHCO/bHBIM USB-nopT obecneynBaeT BO3MOXKHOCTb
NOAKOYEHNSA ANA YNPAB/IEHNSA C YCTPONCTB, B KOHCTPYKLUN KOTOPbIX HET
nocnepoBaTeslbHbIX MOPTOB.

Tak>Xe [OoCTYMHbl 06bIYHbIA KOHCOJIbHBLIA MOPT U NopT AUX.

BO3MO>XXHOCTb MOAEPHM3aLNM BHYTPEHHEr 0 NCTOYHUKA MUTaHUSA U
obecrneyeHna NMTaHNA AOMNOJHUTENbHbBIX BCTPOEHHbBIX MOAy el KoMMyTauum (B
COOTBETCTBUM CO co cTaHpapToM 802.3af POE n cTaHOapTHbIMU
cneundrkaumsammn BHyTpeHHero nutaHua Cisco).

B nepcnekTmBe ans mapwpyTtusatopos Cisco 3925 n 3945 OyayT BbiNyCKaTbCA
[OMNONHUTENbHbIE 6/10KN MUTAHNA MOCTOAHHOIO TOKa. TO PacLUMPUT
BO3MOXXHOCTW pa3BepTbiBaHNSA 0060pyA0BaHNA [0 YPOBHSA LEeHTpasbHOro odurca
1 cpefibl MPOMbILLJIEHHOI 0 NPeaAnpusaTUS.
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LONONHUTENbHBIA BHELLHWIA MapwpyTmnsaTopsbl Cisco 3925 n 3945 nogaep>XuBatoT pes3epBrpoBaHmne

pe3epBHbI 6J10K MUTaHWA CUCTEeMbl MNTaHNS C MOMOLLbIO AOMNO/HUTEIBHONO0 BCTPOEHHOIO Pe3epBHOro

(RPS) 6/10Ka NUTaHWS, 4TO NO3BOJISET CHMU3UTb BPEMS NPOCTOA CETU U 3alUNTUTb CeTb
oT cboes.

Ecnu mapwpyTtusaTtopbl Cisco 3925 n 3945 obopynoBaHbl ABYMS BCTPOEHHbLIMM
6/710KaMn NUTaHNs, OHN MOoryT paboTaTb He B peXXume pe3epBrMpoBaHnNA
nUTaHUA, a B HacTpanmeaemMoM pexume ycuneHus PoE, B pesynbTaTe Yero
MOLLHOCTb cucTeMbl POE nnaTdopMbl yBeNn4YnBaeTCsa NoyYTy BABOE MO
CpaBHEHNI0 C HOPMaJibHOW MOLLHOCTbLIO 1 No3BonseT obecnevynTb NOAOEPKKY
OOMOJSIHUTEsIbHbIX NOpTOB POE.

MbKoCTb pa3BepTbiBaHUSA MapwpyTusaTtopsbl Cisco 3925 n 3945 npefHa3sHa4vYeHbl 419 UCNOJIb30BaHNA B
cpenax NEBS.

BO3MO>XHOCTU U npevMmyuiectBa MOAYJIbHOCTHU

MopaynbHas apxuTekTypa MapwipyTusaTopoB Cisco cepun 3900 (cm. Tabnnyy 3) obecneymBaeT HafeXHY0 3alnUTy
VHBECTULNI 3aKa34nKoB. BONbLWMHCTBO MoAayien, Co3aHHbIX A8 MapwpyTur3aTopos Cisco npeablayLmnx noKoAeHnn,
Takumx Kak cepua 3800, nogaep>xmsatoTca MmapipyTtusatopamum Cisco cepum 3900. Kpome Toro, aTm Mogyam mMoryTt
MCMOJIb30BaThLCA B APYrux MapwpyTusatopax Cisco, 4To obecrneymBaeT MakCUMasbHYO 3alUTy MHBeCTULUN. K
npenmyLLecTsamM TUMOBbLIX NHTEPMENCHBLIX KApT MO BCEN CETUM OTHOCATCSA 3HAYUTENIbHOE CHUXKEHME CI0XKHOCTU
yrnpaBieHns pecypcamu, yrnpoLleHne 3anycka KpynHbIX ceTel U yHUprnKaumm KoHpUrypaunin uamanos pasHbix
pa3mepos.

MonHbIN CANCOK MoAyen, NnogaepxmeaemMblx MapLipyTusatopamum Cisco cepun 3900, Bkntodas moaynum SFP, npuseneH
Ha web-cTpaHuue //www.cisco.com/go/3900

Ta6nuua 3. MoaynbHOCTL — (PYHKLUOHAJIbHbIE BO3SMOXKHOCTU M NPeuMyLLecTBa

Moaynm ISR MpenmyLwecTsa
Moaynb Cisco Services B mapuwpyTtmnsaTopax Cisco 3925 u Cisco 3945 nucnonb3lyeTcs moaynb Services
Performance Engine (SPE) Performance Engine (SPE) c BO3MOXXHOCTbIO 3aMeHbl Ha MecTe

3KCMyaTaumm —oCobeHHOCTb, XapaKTepHas TONIbKO A8 MapLUpyTU3aTOPOB
Cisco ISR cepuun 3900. Monynb SPE — moaynbHas MaTepuHCKas niaTa,
KOTOpas B nepcnekTmnee bynet MooepHU3MpoBaThbCs A0 6osiee BbICOKOro
YPOBHS MPON3BOANTENIbHOCTU.

MpruMeHeHne faHHOro Mmoayna obecnevymBaeT 3aLLUTY NEPBOHAYasIbHbIX
vHBecTUuMn B nnaTgopmy Cisco 3900 B TeyeHune 6osiee Npoao/HKUTENIBHOMO
rnepuoaa u BO3MOXXHOCTb U3MEHEHUS MPOM3BOAMNTENIbLHOCTU MapLUpyTM3aTopa
B 3aBUCMMOCTM OT pacTyLUuxX noTpebHocTen punmana.

CepBucHbIn Moaynb Cisco CnoT CepBMCHOrO MOAYA UCMOJIb3YEeTCS BMECTO C/IoTa CETEBOro MOAYJIA U
C/0Ta MOAy s paclUMPEHNS ANA FON0COBON N haKCMMUIbHON cBA3n (EVM).
[aHHbIA CNOT nogaep>xuBaeTcsa B MapwpyTmsaTopax Cisco ISR 3925 n 3945.
Ka>kablln C/oT 418 CeEPBUCHBLIX Moaynenn obnagaeT BbICOKOW NPOMYCKHOM
CNocobHOCTbIO Nepefayn AaHHbIX

CyMMapHO Ao 4 Féut/c B HanpaB/aeHUM npoLeccopa MapLipyTusaTopa
CyMMapHO go 2 Féut/c B HanpaBaeHun apyrmux mogynen B pamkax MGF

CnoTbl CEPBUCHLIX Moavnen (SM) BecbMa aaanTUBHbI 1 NOOOERXNBAKOT
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CABOEHHble Moaynun (SM-D), koTopble ABAAIOTCA CEPBUCHLIMU MOAYNSAMU,
paccyMTaHHbIMK Ha ABa caoTa. Mogynm SM-D obecne4vmsatoT mogensam Cisco
3925 1 3945 rnbkocTb B UCMOJIb30BaHUM Moay et 6onbluen
NPOM3BOANTENILHOCTN.

CnoTbl CEPBUCHBLIX MOAYNen nogaepXXneatoT BaBoe 60/bLUY0 MOLWHOCTb
NMUTaHNA B CPAaBHEHUW CO C/I0TaMn CETEBbLIX MOAYEN, MO3BONAS
yCTaHaBAMBaTb 6osiee coBpeMeHHble Moaynun ¢ 6onee BbICOKOMN
NPOM3BOANTENILHOCTLIO.

ApanTtep 4Nns ycTaHoOBKM moaynein obecnevynsaeT obpaTHYO COBMECTUMOCTb C
CYLLECTBYIOWMMN CETEBLIMU MOAYSAMU, PAaCLUMPEHHBLIMN CETEBLIMU
mogynamm (NME) n EVM.

MnTaHneM C/I0TOB CEPBUCHBLIX MOAYJIEN MOXHO YNPaBASATb NPU MOMOLLN
pacwmpeHunin, cxogHbix ¢ Cisco EnergyWise, 4To Mo3BONSET OpraHnusaumam
COKPaTUTb U3LEPXKKW Ha aneKTponoTpebneHne ceTeBon MHPPACTPYKTYpPbI.
MonHoueHHas nogaepxka EnergyWise 6ygeT goctynHa B 6yayLunx
0bHOBNEHMAX MPOrpaMMHoOro obecneyeHus.

Cnot gna EHWIC ncnosnb3yeTcs BMECTO C/10Ta BbICOKOCKOPOCTHOM
nHTepencHonm kapTbel HWIC 1 MOXXeT nogaep>XuBaTb NUCXOOHBIN PEXUM
HWIC, nnutepdencHole kapTbel WAN (WIC), nHTepdhencHble KapTbl A4
nepenaym ronoca (VIC) n kKombuHmMpoBaHHbIe NHTepdencHble KapTbl (VWIC).
YeTblpe nHTerpmpoBaHHbIX csiota EHWIC B mapwpyTumsaTtopax Cisco 3925 un
3945 npepHa3HayeHbl ona 6onee rmbkmnx KoHGUrypawumi.

Kaxxkgbin cnot ans HWIC obnagaeT BbICOKOW MNPOMYCKHOM CNOCOBHOCThLIO
nepefayun AaHHbIX:

CymmapHo fo 1,6 FéuT/c B HanpaBieHnn npoLeccopa MapLupyTmnsaTopa
CyMMapHoO fo 2 FéuT/c B HanpaBaeHun apyrux moaynen B pamkax MGF

Mpu ncnonb3oBaHUM CABOEHHbIX MOAYNEN 3aHMMalTCA ABa C/i0Ta Ans
EHWIC. JlonyckaeTca oqHOBpPEMEHHOE NCMOJIb30BaHMe 0 ABYX CABOEHHbIX
mogynen HWIC (HWIC-D).

OpnwuH cnoT ansa ISM obecneyrBaeT BO3MOXXHOCTb YCTaHOBKM
VIHTEeNNeKTyalbHbIX MOAYJ e/ BO BHYTPEHHUIA C/IOT LWacCu.

Kaxkabin cnoT ISM obnagaeT BbICOKOM MPOMYCKHOM CNOCOBHOCTLIO NnepenaYn
OaHHbIX:

CyMmMapHo fo 4 éuT/c B HanpaBiieHn npoueccopa MapLupyTmMsaTopa
CyMMapHO fo 2 F6uT/c B HanpaBneHun Apyrux moaynen B pamkax MGF

ISM 3ameHseT cnoT AIM, cywecTsytowmne moagynu AlIM ciotom ISM He
noALep>X1BaTCA.

MuTaHne Ha cnoTax ISM ynpasnsieTca paclunmpeHnamm, cxofHbeimu ¢ Cisco
EnergyWise, 4TO No3BOJISET OpraHn3aumsaM COKpaTUTb U3LEPXKKU Ha
anekTponoTpebneHre ceTeBO NHPaACTPYKTYpbI. [TosHOLLEHHaa noaaep KKa
EnergyWise 6yneTt noctynHa B OyayLimx 06HOBAEHUAX NPOrpaMMHOro
obecneveHus.

CnoTtbl ons moavaen PVDM3 nonnep»xuneatoT moavam PVDM3, obecneynBas
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CUrHafbHOro npoueccopa (DSP) MOBbILLIEHHYI0 MJIOTHOCTb Nepefayn ayamo- n smageotpaduka.

Cisco ons 06paboTKM ronocoBbIx Kaxkabin cnot gna PVDM3 coegnHEH C CUCTEMHOM apXUTEKTYPON 2-
MakeToB BbICOKOM MAOTHOCTU rMrabuTHbLIM COegNHEHMEM, peasiIn30BaHHbIM B paMkax MGF.

(PVDM3) Ha MaTepunHCKOM nnaTte 3awmTa nHBecTnuni B mogyan PVDM2 ocCyLecTBAAETCS NPy MOMOLLN

ajanTepa A9 yCTaHOBKM MoAyen.

MnTtaHne Ha cnoTax gna PVDM ynpasnaseTcsa paclumMpeHnaMmy, CXoaHbIMN C
Cisco EnergyWise, 4T0O NO3BOASET OpraHn3aumsamM COKPaTUTb U3LEPXKKM Ha
snekTponoTpebneHne ceTeBon MHPPACTPYKTYpbl. NosHOLEHHaa nogaep>xKa
EnergyWise byneTt goctynHa B 6yaywmx obHoBAEHUAX NPOrpaMMHOro
obecneyeHuns.

CnoTtel Compact Flash B KOHCTpYKLMMN MapLUpyTU3aTOPOB C MHTerpaumen cepsucos Cisco cepumn
3900 npenycMoTpeHbl ABa BHelwHMX cioTa Compact Flash. Kaxabi cnot
noAAep>XMBAET BbICOKOCKOPOCTHbIE HOCUTENN €MKOCTbIo A0 4 I6anT.

MopTel USB 2.0 MoppepxmBaeTcsa ABa BbICOKOCKOPOCTHbIX nopTa USB 2.0. MopTel USB
obecneynBaloT BO3MOXKHOCTb UCMOJIb30BaHNA aslbTEPHATUBHbLIX TOKEHOB
6e30MacHOCTN 1 YCTPONCTB XPaHEHUS AAHHbIX.

MporpamMmHoe ob6ecneueHue Cisco 10S

MNHHOBaLMOHHbIE BO3MOXXHOCTU MapLUPYTU3aTOPOB C MHTerpaumen cepsncos Cisco cepum 3900 0CHOBaHbI Ha yyLUeln B
oTpacau cneumanmsnpoBaHHoOM ornepaunoHHon cucteme Cisco 10S. Pa3paboTaHHble 415 LUMPOKOrO pa3BepTbiBaHUSA B
CaMbIX OTBETCTBEHHbIX CErMeHTaxX KOprnopaTUBHbIX CeTel, ceTen obLiero nosib30BaHNSA N CETEN 0NepaToOpoB CBA3M,
MapLpyTusaTopsbl ISR G2 paboTatoT noa ynpasneHueM MO Cisco 10S Bepcuin 15M n 15T. B HacTosiwee BpeMs [OCTYMHa
Bepcus 15.0(1)M, obecneymBatoLLan NoAAEP)KKY LUMPOKOrO cnekTpa TexHonorui Cisco, B TOM YUCAE HOBbIX (PYHKLNIA 1
CBOWCTB, NOABUBLLUNXCA B Bepcnsax 12.4 n 12.4T. MNoasuswnecs B Bepcum 15.0(1)M nHHoBaL MM OXBaTbIBalOT MHOXKECTBO
TexHosIornyecknx obnacrem Taknx, kKak nHopMaLnoHHasa 6e30MacHOCTb, rosIocoBas CBA3b, obecrnevyeHne BbICOKON
[OCTynHoCcTH, IP- MmapwpyTusaumusa, rpynnosas agpecauns, obecnevyeHme Kayectsa obcnyxmaHusa (QoS), MobunbHOCTb
IP-apnpecoB, nogaep>xka TexHonornm MPLS, VPN n BCTpoeHHble cpeacTBa ynpasaeHus. Bepcusa 15.0(1)M y>xe pocTynHa
nna mapwpyTumsaTtopos Cisco ISR Bepcum 3900, saTa Bepcus byaeT nogaepXmBaTbCsa 1 B AajbHenweM. bonee noapobHyto
nHpopMaumo o Bepcum 15(0)1M cM. Ha web-cTpaHuue://www.cisco.com/go/ios

JinueHnsuposaHue u komnoHoBka MO Cisco 10S

EnvHbil nporpamMmmHbii obpa3s Cisco 10S conepxuT Bce dyHKUUM [0S, peann3oBaHHbIe Ha AaHHbIX NaaTdopMax. Ons
pacLmpeHns MYHKLNOHAIbHOCTU MapLipyTn3aTopa AOCTaTOYHO aKTMBMPOBATbL MPOrPaMMHYI0 JIMLEH3UIO 15
yHUBepcanbHoro obpasa. B npeabioywiemM NoKoAeHNN MapLIpyTU3aTOPOB AOCTYMNa n3MeHeHne Habopa hyHKLUNI
TpeboBaso 3arpy3ku HOBOro NpPorpaMMHOro obpasa. TexHoNornyeckmne KOMMNOHOBKY N (PYHKLMOHabHbIE JIULEH3UN,
rnoafep>XXnuBaemble MHPPACTPYKTYPON TNLLEH3MPOBAHUA UCMOJIb30BaHNA NporpamMmmHoro obecneveHuns Cisco, ynpoLiatoT
nocTaBky MO 1 CHUXAIOT onepauMoHHbIE pacxoAbl Ha pa3BepTbiBaHWE HOBbIX (DYHKLNNA.

Ons mapwpyTtusaTtopos Cisco ISR cepuun 3900 JOCTYyMNHbI YeTblpe OCHOBHblE TEXHOJIOrM4Yeckme nuueHsnun. MNMpouenypa
aKTuBauuUn nporpaMmmHbix nmueHsnm Cisco onncaHa Ha web-cTpaHuue //www.cisco.com/go/sa. K ynoMsaHyTbIM Bbllle
4YeTblpeM NNLEH3NAM OTHOCATCS:

IP Base (6a30Bble MexaHN3Mbl (PYHKLMOHUPOBaHNS IP-ceTU): AaHHbIN TEXHOIOTMYECKUI MakKeT yCTaHaBMBAETCA Mo
YMOJTHaHUIO.

Data (nepenaya naHHbIX)

Unified Communications (cuctemMa yHUpunuUnpoBaHHbIX KOMMYHUKaLLNNA)

CpencTBa obecneveHns nHhopmaLmoHHon 6e3onacHocTu (SEC) nnn cpenctea obecnevyeHns NHHOPMaLIMOHHON
6e3onacHocTy 6e3 WwinhpoBaHsa NnepefaBaeMbiX AaHHbIX (SEC-NPE)

Ona nonyyvyeHnsa 4ONOSHUTENbHOW MK NOAPOOHON NHGOPMaLIUKM O NnLeH3npoBaHun n komnnekTaumm MO Cisco 10S pnsa
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MapLpyTunsaTopos Cisco ISR cepuun 3900 noceTuTe web-canT //www.cisco.com/go/3900
OCHOBHble cepBUChbl ana cuauanos

MapupyTuzaTtopsl Cisco ISR aBAsOTCA Ny4YLwMMK B OTpac/n MapLlupyTusaTopamu, obecneynsatowmmm becrnpeLeneHTHbIN
YPOBEHb MHTErpaunm cepsucos. PaspaboTaHHble Ana yooBAeTBOPeHUsA noTpebHocTen hrunnanos, AaHHble NaaTHOopMbI
NMo3BONISIOT CO3aTb MOJIHOLLEHHOE peLLeHre, NoAAepKIMBaloLLee CEPBUCHI FOJIOCOBON CBA3W, Nepefayun BUAEO,
6e3onacHOCTM, MOBUBHOCTN 1 CEPBUCOB MPUAoKeHU. OpraHmsaunm MoryT pa3BepHyTb 04HO YCTPONCTBO 414 pelleHuns
BCEX KOMMYHUKALIMOHHbIX 3a/la4 M COKOHOMUTbL KakK Ha KanuTasibHbIX, TaK 1 Ha onepaLMoHHbIX pacxonax.

CepBUCblI CUCTEMbI YHU(PULMPOBAHHbIX KOMMYHUKAL M, COBMECTHOW paboThbl 1 LWJIl03a roJioCOBOM CBA3MU

MapLpyTunsaTopbl ¢ nHTerpaumnen cepsuncos Cisco cepum 3900 npeactasnsatoT cobon 0CHOBY A1 CO34aHNA CUCTEMDbI
COBMeCTHOM paboThbl B MasioM Uan cpegHem cunnane, BbINOHAS POJib KPUTUYECKM BaXKHOMO KOMMOHEHTa apXnUTeKTypbl
Cisco ons nepefayv Bnaeo (MegmaceTb) M KOPNOPATUBHOW CUCTEMbI YHUDULMPOBAHHBLIX KOMMYHUKaUNA. BCTpoeHHbIe
CepBUCbl Nepefayn rosoca n LWNPOKNIM CNekTp NHTepdencos TenedoHmnn MmappyTtmnsatopos Cisco ISR cepun 3900
obecneynBaloT MaKCMMasibHYO TMOBKOCTb MPU pa3BepTbiBaHUM B pacnpenesieHHblX cpegax. PyHKLUMOHMPOBaHNE CUCTEMBI
YHUPULMPOBAHHBIX KOMMYHMUKaLUN obecnedymnBaeTcs 3a CHET NOAAEPXKKM NHPPACTPYKTYpbl 06paboTku MynbTuMeana n
CpenCTB CUrHaAn3aumm, BKJOYaOLWMX MHOXXECTBO NPOTOKO/IOB, CPeACTBa Nepefayn MynbTumMenma, CpeacTsa 3aWmThbl
CUrHanM3auum n nepefaBaeMbiX AaHHbIX, CPeACTBa TPAHCKOANPOBaHUSA, KOH(EepeHL-CBA3M 1 obecnevyeHns KavyecTBa
obcnyxuneaHuma (QoS). Kpome Toro, mapipyTtusaTtopbl CisCo C MHTerpaumen CepBmcoB NoALEPKNBAKOT MHOXXECTBO
MHTEepP(EeNnCcoB LLUJ030B FOJIOCOBOM CBA3M, @ TaKXKe LUMPOKNIA CEKTP NMPOTOKOMOB CUFHAN3ALUN N PU3NYECKUX CETEBbIX
MHTepgencoB. YcoBepLleHCTBOBaHMA MapwpyTm3aTopoB Cisco ISR cepum 3900 B o61acT Npon3BoaANTENbHOCTH
MO3BOJIAOT COTPYAHUKaAM uarana Ncnosb3oBaTb TE XKe CEePBUCHI U MPUSIOXKEHNS, KOTOPbIMU MOJIb3YOTCA COTPYAHUKMN
LleHTpasibHOro oguca.

MapwpyTunsaTtopsbl Cisco cepun 3900 noaLep >KMBAOT NMPaKTUYECKM BCE CYLLECTBYOLWME 1 pa3BMBalOLLIMECS CEPBUCHI
rnepenayn BUOEO, a TakXXe cpencTBa MacwTabupoBaHua onsa nogaepxku cosewanmin Cisco TelePresence®, obecnevyeHuns
MHpopMauoHHoM 6e3onacHOCTM 1 ynpaBieHnsa ceaHcamu. PeweHune Cisco Unified Border Element pacwupseTt
BO3MO>XHOCTU CBA3M TelePresence aonsa npoBefeHnNs COBELLAHNIA C y4acTMeM COTPYAHMKOB Pa3/IMyHbIX OpraHn3aLnm.

B mapwpyTunsatopax Cisco cepumn 3900 peannsoBaHa Noanep>xKa HOBOrO MOAYNSA LMPOBOro CUrHaIbHOro rnpoueccopa
(DSP) Cisco ons 06paboTKu ros1oCcoBbIX MaKeTOB BbICOKON MioTHOCTU (PVDM3), koTopbi 6b11 cneymnanbHO co3haH AN
noaLep>XKu rosiocoBon 1 BuaeocBssn. Hoeble monynm PVDM3 nopoaep>xnBatoT BCe (DYHKLMN LLJIKO3a FOJIOCOBON CBS3M,
npucyTcTBoBaBLWwMe B PVDM npeabiayLLnx NoKoAeHU, n 061afatoT MOBbILLEHHON MAOTHOCTLIO U BbIYUCIUTENbHOMN
MOLLHOCTbIO A YA0BNeTBOpeHNs TpeboBaHU NOABAAIOLWMXCA MYNbTUMEANAHbIX NpuaoXeHuin. MapwpyTusaTopsl Cisco
ISR cepuun 3900 nopnep>xmBatoT A0 4 BCTPOEHHbIX c/1oTOoB PVDM3 1 no3Bosisil0oT opraHn3oBaTb 0 768 KaHas0B
cTaHgapTa G.729a.

Mpuno>xenue Cisco Unified Communications Manager Express u cpeacrtea o6ecneyeHuss OTKa3oyCTOM4MBOCTHU
Cisco SRST

MapLpyTusaTopbl C MHTEerpaunen cepencos Cisco NpeaoCcTaBAAT AOMNOJHUTENbHbIE CEPBUCHI CUCTEMbI
YHUMULMPOBAHHBIX KOMMYHWKAaLUI, peasin3oBaHHbIe B ornepaunoHHon cucteme Cisco 10S, 4To No3BoONAET YMEHbLUNTb
KonmyecTBo UT-060pynoBaHNA U CHU3UTb COBOKYMHYIO CTOMMOCTb BlageHus dunnanom (TCO). MpunoxeHue Cisco
Unified Communications Manager Express (CME) npenocTaBnseT WUpokuin Habop dyHKUUM oucHonm IP-ATC,
VHTErpupoBaHHbIX B MapLUPyTU3aTOp A8 MasbiX U cpegHunx hunnnanos. Cpeacrsa obecneyeHns 0TKa3oyCTONYNBOCTM
Cisco Survivable Remote Site Telephony (SRST) Takxe BcTpoeHbl B 10 Cisco I0S u ABAA0TCA AOMOJAHUTESIbHbIM
KOMMOHEeHTOM AJi1st MapwpyTusatopos Cisco cepun 3900, KoTopbli Mo3BonseT obecneynTb 6ecrnpepbiBHOE
rnpepocTaBsieHNne COTPYAHMKaM buinana cepBnucoB N PYHKLUUI TenedoHUN faxke B Tex cjlydasx, Koraa cBs3b C
ueHTpanbHon ATC Cisco Unified Communications Manager HapylleHa. /IHTerpupoBaHHOE peLleHne s peaansaunm
CUCTEMbI F0JIOCOBOW MOYThI, PYHKLINIA aBTOMaTUYECKOro CeKpeTapsa U CUCTEMbl MIHTEPAKTMBHOMO MOJIOCOBOr0 MEHIO Ha
6a3e Cisco Unity® Express B pamMmkax MappyTusaTtopos Cisco cepum 3900 no3sonseT NpefoCTaBUTb NOJHbINA CMEKTP
CEpPBUCOB CUCTEMbI YHUMDULIMPOBAHHBIX KOMMYHUKaULMWA B paMKax puivana, o4HOBPEMEHHO MoALep K1UBas Ny4Llyto B
oTpacaun cncteMy 6e30nacHOCTU B paMKax e ANHON NniaTdopMbl.

CepBuUChI npunoxxeHun VoiceXML

Tak>xe MmapwpyTusaTtopsbl Cisco cepumn 3900 nognepxmBatoT cepBuchl Ha 6ase VoiceXML. VoiceXML siBnsieTcst 13bIKOM
pa3MeTKM C OTKPbITbIM CTaHAAPTOM, UCMOJIb3YIOWUMCS A1 co34aHnsa web-6pay3epoB C roJlI0COBbIM yNpaBJieHNEM U
npunoxeHui IVR. Tak xxe, kak HTML no3sonseT nosiy4aTb AaHHble ¢ nomoubio MK, Tak n VoiceXML nossonseT nony4vaTb
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OaHHbIe NPY MOMOLLLM FOJI0COBOI0 ynpaBieHnsa nnm ToHaabHoro Habopa (DTMF). MapwpyTusaTtopsbl Cisco cepum 3900
noaaep>xueatT 60/bLIOE YACIO OAHOBPEMEHHO paboTatoLmx CEPBUCOB LLUJIO3a FOJI0COBOM CBA3U, COBMELLEHHbIX C
cepsucamm VoiceXML: 6onee 300 ceaHcoB Ha Cisco 3945.

PeweHue Cisco Unified Border Element

MopaepxmBaemble MmapLipyTusatTopamm Cisco cepum 3900 Bo3MoxxHOCTU peweHuns Cisco Unified Border Element
HanpasJ/ieHbl Ha yooBAeTBOpeHMe hopMupyoLwmMxcs TpeboBaHUM K y31y NOAKIIIOYEHMS KOPNOPATUBHOM CETU K CeTU
onepaTopa CBSA3W NpU pa3BepTbiBAHUMN CEPBUCOB YHUMDULMPOBAHHbLIX KOMMYHUKaunni B hunmnanax. Pewenne Cisco Unified
Border Element npepoctaBnsaeT NHTeNNEKTYasbHble (OYHKLMN NOrPaHNYHOr0 3/IEMEHTA, TakMe Kak husnyeckmne n
JNIornyeckne pasrpaHnyYnTebHble TOYKN U BbIXOAbl, YNIpaBaeHne CurHaaunsaumnen n nepefaBaeMbiMn AaHHbIMU, @ TakxXe
cpencTBa obecneyeHus 6ezonacHoCcTn 1 ynpasneHns. MapwpyTtusaTtopsbl Cisco cepun 3900 nogaep>xuBatoT BAoBoe
6onbllee KONMYeCTBO CEAHCOB, YHEM MO NMogaepXnBaTb MapLipyTusatopsl Cisco cepum 3800.

UHTerpupoBaHHaA 3aluUTa CeTU NpPU nepepaye AaHHbIX, BUOeo0, rosoca u obecneyeHum MOo6usILHOCTHU

CpenctBa 6e30macHOCTM HeobXxo4nMbl 414 3aWNTbl MHTENNEKTYalbHOM COBCTBEHHOCTM KOMMNaHun 1 obecneyvyeHuns
HenpepbiBHOCTU BusHeca. OHM Tak>)Ke NO3BOISAIOT paclmMpnTb paboyee NPOCTPAHCTBO KOMMAHUN N BKAOYNTbL B paboyuni
MpoLLecc Tex COTPYAHMNKOB, KOTOPbIM TpebyeTca AOCTYyN K KOPropaTUBHLIM pecypcaM B toboe BpeMs 1 13 1tobon ToYKK
Mupa. MapwpyTunsaTopbl C MHTerpaunen cepsucos Cisco cepumn 3900 yHKLMNOHUPYIOT B COOTBETCTBUM C KOHLIEMNuUmen
camo3sawmwatowencs cetu Cisco SAFE, no3sonstowen opraHn3aumsamMm CBOEBPEMEHHO NAEHTUPULNPOBATL N 3PHEKTUBHO
npenoTBpallaTh ceTeBble yrpo3bl 6€30MacHOCTY, a TakXXe afanTupoBaTbCs K HUM. MapwpyTmnsaTopsbl Cisco cepun 3900
MO3BOJISIOT peasin30BaTh 3aluLeHHoe BsHec-B3ammoaencTeme n obecnedmBatoT 6e3onacHyto naaTdopmy ons
coBMecTHOM paboThbl.

JInueH3nsa Ha KOMMNJIEKT cpeacTB obecnevyeHns nHgpopmaymoHHonm 6esonacHocTu Cisco I0S gna mapwpyTmsatopoB Cisco
cepun 3900 No3BONISIET NCMOJSIb30BaTh LWWMPOKUIA CNeKTP 6a30BbIX PYHKLMA NHPOPMALIMOHHOM 6e30MacHOCTU, TakKMUX Kak
pPacCLWMpPEHHbIA KOHTPOJIb 1 ynpaBaeHne paboTon NpuaoXKeHnn, 3alinTa 0T Yrpo3 N apXUTEKTYPbI LN PoBaHNSA, KOTOpble
rMo3BOJSISAT (hopMMpOBaTb MaclwTabrupyemblie n yrnpasnsemble ceTn VPN B paMkKax 04HOro pelueHus. MaplipyTunsaTopsl
Cisco cepuun 3900 noaaep>xMBatoT BCTPOEHHbIE CpeACTBa annapaTHOr0 yCKOPeHns LWPOBaHKS, 4TO No3BonseT
MOBbLICMTb MPOMYCKHYO CMOCOBHOCTL IPSec npu 0AHOBPEMEHHOM CHUXXEHUM 3arpy3Kuy npoLeccopa MapLupyTmusaTopa no
CPaBHEHUIO C PeLIeHNSaMN, NCMOJIb3YIOLLMMU TOJIbKO NPOrpaMMHble CpeAcTBa WwWudpoBaHusa. MapwpyTtusatopsl Cisco ISR
MO3BONISAIOT CO34aTb KOMIMJIEKCHOE 1 rnbkoe pelleHne ana obecnevyeHnsa 6esonacHoCcTy uvasnos, BKJKOYaLLee
cnepyowme QyHKUNK:

3alnLeHHble KaHaslbl CBA3W. 3allyLeHHble CpeCcTBa COBMECTHOM paboThl ¢ ucnonb3oBaHnem GETVPN, DMVPN
nnn Enhanced Easy VPN.

NHTerpupoBaHHble CpeAcTBa ynpasaeHns yrpo3amMmm. OTparKeHne KOMMIEeKCHbIX CETEBbIX aTak 1 yrpo3 npu
rnomoLn MexxceteBoro 3kpaHa Cisco I0S Firewall, 3o0HMpoBaHHOro mexxceteBoro skpaHa Cisco I0S Zone-Based
Firewall, 10S IPS, cpencTs unbTpaumm cogepxmmoro 10S Content Filtering n cpencts rubkoro aHasm3a nNakeTos
(FPM).

YnpaBneHne npgeHtudunkaumnen. IHTennekTyaabHble MeXaHN3Mbl 3aLLUTbl OKOHEYHOro obopynoBaHUs C
MCMOJIb30BaHMEM TEXHOJIOT A ayTeHTUdMKaumm, asTopmusauum n y4eta (AAA), a Takxke MHPPaACTPYKTYpPbl
WnNpoBaHNSA C OTKPbITbIM Kto4YoM (PKI).

Bonee noapobHas nHpopmaumnsa o hyHKUMAX 6€30NacHOCTUN 1 peLleHunsx, NoAAepKMBaeMbIx MapLlupyTusaTtopamu Cisco
ISR cepuun 3900, npencrasieHa Ha web-cTpaHuue//www.cisco.com/go/routersecurity.

CepBuchbl opraHnsaumm 6ecnpoBOAHON CETU U CEPBUCHI MOBUTBHOCTNY
OpraHusauusa 6ecnpoBOoAHOW ceTn

Mopoep>xuBas apxuTekTypy yHUdMLUMpoBaHHOM BecnpoBoaHon cetu Cisco, MapwpyTusaTtopsl Cisco ISR obecneymBatoT
BO3MO>XHOCTb pa3BepTbiBaHMSA 3alUULLEHHbIX yrpasaseMbix WLAN, onTUMU3NPOBAHHBLIX O1S YAaJIeHHbIX MJOoWanoK n
dnnnanos n NnoagaepxmMBaKoLLMX cpeacTBa AN obecrneyeHmns 6bicTport 6e3onacHoO MOBUABHOCTY, MEXaHU3MbI
OTKa30yCTONYNBOWM ayTeHTUMUKaLnn 1 ynpoLeHHble cpeacTea ynpasseHus. Moaysib KoHTposiiepa WLAN B cocTase
MapupyTusaTopa Cisco cepun 3900 No3BosISIET MasibiM U CPefHUM NPEeANnpUATUAM 1 dunanam Kopnopauunm
OCYLLECTBUTb 3KOHOMNYECKUN 3(PPeKTMBHOE pa3BepTbiBaHME N yrnpasseHune 3awuieHHbiMn WLAN. KoHTposnnepbl WLAN
Cisco paboTaloT COBMECTHO C ynpasiseMbiMu TodkamMu goctyna Cisco u ¢ cuctemon ynpasneHus Cisco Wireless Control
System (WCS) ona Toro, 4To6bl obecneunTb dyHkLum WLAN no Bcen cucteme n ynpasnsaTb 6, 12 nam 25 Toykamun
noctyna. bByayyn KOMNOHEHTaMN apXUTEKTYpPbl YHUGUUnposaHHon becnposoaHon ceTun Cisco (CUWA), KOHTposiepsbl
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6ecnposoaHoi cetu Cisco obecneymBaloT CeTEBbIM aAMUHUCTPATOPaM (PYHKLMMN BU3Yyanmn3aLmm, a Takxe 3(peKkTUBHOro
N HaZeXXHOoro ynpassieHust cetamu WLAN 1 cepBucamu MobusibHOCTY BusHec-knacca. K HUM OTHOCATCA pacluvpeHHble
cepBuUchl 6e30MacHOCTM, roJI0COBON CBS3U, FOCTEBOr0 AOCTYMNa W onpeaesieHns MeCcToMo0XKeHNs.

BecnpoBogHblie rnobanbHblie ceTn

Pa3zpaboTaHHble Cisco mogynum nogkatoyeHns kK 6ecnposogHeiMm WAN (WWAN) TpeTbero nokoseHuns (3G) obbveanHsaoT
dYHKLUMN TPaANLNOHHbBIX KOPMOPaTUBHBLIX MapLUpyTU3aToOPOB (yAasleHHoe yrnpaB/ieHne, paclupeHHble |P-cepBuchl,
HanpuMmep, VolP n cpencTtea obecneyeHns 6e3onacHOCTMN) € BOSMOXKHOCTAMM MoBuabHOro goctyna k cetam 3G WAN.
Ncnonb3ysa BbICOKOCKOPOCTHbIE 6ecnpoBoaHble ceTu 3G, MapLIpyTU3aToPbl MOrYT 3aMEHUTb UK AOMNOJHUTb
CYLLECTBYIOLWYO NHPPACTPYKTYpPY NOOKAOYEHUI, HanpuMep, TenedoHHblie NMHuUKM, Frame Relay n ISDN. PeweHuns Cisco B
obnactn 3G nopaepxnsatoT cTaHgapTel 3G HSPA n EVDO, TeM cambiM, obecrnevynBas pe3epBupoBaHME NOAKIIOHEHNS
WAN ¢ ncnonb3oBaHUeEM AeACTBUTENbHO Pa3/INYHbIX KaHaJI0B Y BO3MOXKHOCTb BbICTPOro pa3BepTbiBaHNA OCHOBHOIO
nogkntoyveHns k WAN. Insa noayvyeHnsa SonoaHUTensHom nHpopmaumm o pewerHmsax 3G gnsa Cisco ISR nocetute web-
canT www.cisco.com/go/3g.

NHTerpupoBaHHble cpeacTBa KomMmyTauuu LAN

MapwpyTunsaTtopsl Cisco ISR cepumn 3900 (Momenn Cisco 3925 n Cisco 3945) nooaep>xmBatoT HOBble CEPBUCHbLIE MOOY N
EtherSwitch®, KoTopble CyLLECTBEHHO PaCLLUNPSAIOT BO3MOXKHOCTU MHTErpaLmm yyLllen B 0OTpacan KOMMyTaum BTOPOro
M TPETbero ypoBHen ¢ HabopoM hyHKUNIA, MOEHTUYHbBIX TEM, YTO NPeAcCTaB/ieHbl B KOMMyTaTopax cepui Cisco Catalyst
2960 n Catalyst 3750-E, 1 BO3MOXHOCTbIO OCYLLECTBAATL KOMMYTALNIO U MapLIPYTU3aLNI0 CO CKOPOCTbIO JIOKaJIbHOM
ceTu.

HoBble cepBucHblie moaynun Cisco Enhanced EtherSwitch ncnonb3yoT npenmMyLecTBa paclUMpPeHHbIX BO3MOXKHOCTEN
nuTaHmna MmapwpyTumnsatopoB Cisco cepum 3900. Kpome Toro, monynm Cisco Enhanced EtherSwitch nognepxxunatoT
HoBenwmne nHmnymaTuebl Cisco B o6nacTtu aHeprocbepexxeHus: Cisco EnergyWise, Cisco Enhanced Power over Ethernet
(ePoE), MOHUTOPUHI NuTaHUa POE Ha ypoBHe nmopTa 1 ycuneHne nutanmsa PoE ¢ nomowbto RPS. [laHHble TEXHON0r K
MO3BOJISAT YAOBJIETBOPUTb BO3poCLUMe TpeboBaHUA K SHEProcHab>XeHnto oKkoHe4YHOoro o6bopyaoBaHuMs, He noBbiwas obuee
SHepronoTpebneHne unnana.

CepBUCHI NPUJIOKEHUNA

Mo mepe Toro, Kak opraHm3aunm NPOAO/KAIOT LLEHTPaIM30BaTb U KOHCONMAMPOBaTb UT-nHHPaCcTpyKTypy CBOUX
hnnanos AN CHMXEHUA CTOMMOCTU U CJIOXKHOCTU COAEpPXXaHUA (PUINAIOB, OHUN HAaYMHAKOT CTaJIKMBaTbCA CO
CNoXKHoCTAMYK obecrevyeHnsa afleKBaTHOrO Ka4yeCcTBa 06CNy>XKBaHUA MoJib30BaTesel, NoaaepKaHWsa NOCTOAHHON
OOCTYMHOCTY MPUIOXKEHNI 1 NPeAoCTaBAeHNA LOCTyNa K UCMO/b3yeMbIM B paboTe KOMNaHUM MPUI0XKEHUSM U3 TON
TOYKU MUpPa 1 B TO BPeMS, OTKya U Korga 31o Heobxoaumo. [insa peweHns 3Tux npobnem mapupyTtusaTtopsl Cisco cepun
3900 noanep>XMBalOT BO3MOXXHOCTb 3aMyCka Ha MOJIHOCTbIO MHTErprupyeMom B MapLupyTusaTop moayne Cisco Services
Ready Engine (SRE) npuknagHoro MO Cisco n CTOPOHHUX NPOM3BOAUTENEN, @ TaKXKe N0JIb30BaTENbCKUX MPUIOXKEHWNIA.
[aHHbIA MOAY/b MMeeT COBCTBEHHbLIN MPOLLEeCCOp, CETEBON UHTEP(ENC N onepaTUBHYIO NaMsATb, PYyHKLMOHUPYOLLME
HEe3aBMCMMO OT pecypCcoB MapLUpyTM3aTopa, 4TO No3BoaseT obecneynTb MaKCUMasbHYO NPOU3BOAUTENIbHOCTb
MapLUpyTU3aunn 1 NPUIOXKEHU NPU OAHOBPEMEHHOM CHVDKEHUN TPeBOoBaHMM K 3aHUMaeMbIM MAOLAASAM, CHUXEHUN
SHepronoTpebneHns n KOHCONMAALNN yrpaBJIeHUS.

YckopeHue paboTbl NPUIOKEHUH

MapuwpyTunsaTtopbl Cisco cepun 3900 opraHMYHO COYETaloT Ny4yllme B 0Tpac/n CpeacTBa MHPMOPMaLLMOHHON
6e30macHOCTW, yrpaBaeHUsa U KOHTPoNAs Tpaduka Ha ocHose |0S ¢ peweHnamu Cisco no yckopeHuio paboTsl
npunoxxeHun. Takue dyHkumm MO Cisco 10S, kak NBAR, IP SLA 1 Netflow obecne4nBatoT KOHTPOSIb U MOHUTOPUHI
nMoBTOPAOLWMXCA WabsIoHOB TpadrKa, a TakKXe NMPON3BOANTENbHOCTY NPUIoXKeHUn. OLHOBPEMEHHO C 3TUM yHKumn 10S
QoS, ACLs u PfR nHTenneKkTyaslbHO yNpaBasioT TPadrKOM C Lefbio ONTUMU3aLmn KadyecTBa 06CyXnBaHns
nosb3oBaTesiel 1 NoBbILLEeHNA 3PPEKTUBHOCTY paboTbl COTPYAHNKOB. B fanbHenweM ka4yecTBo 06CyXnBaHns
nosb3oBaTesNie MOXKeT ObIThb yy4YLLEeHO NMoCpeaCcTBOM pa3BepThiBaHUA ceTeBoro moayna Cisco WAAS, KOTOpbIA MOXET
6bITb CNoNb30BaH A5 6e3onacHon peannsauum bosiee nepefoBbiX METOANK ONTUMU3au MK paboThl MPUIOXKEHNA B
rnobanbHOM ceTn, Takux Kak onTummsaunsa TCP-Tpadurka, K3LLMPOBaHME, CKaTue U yckopeHne paboTbl NpunoXxeHun. B
coveTaHum ¢ ceTteBbiMu Moaynamu Cisco WAAS mapipyTusaTtopsl Cisco ¢ MHTerpaumen cepsncos obecnevymsatoT
OMTUMaJIbHYIO MPOU3BOAUNTENBHOCTb MPUJIOXKEHWIA, KOTOPbIMY MOJIb30BaTeM huanana nosb3yTca a8 ocTyna K
nHdopmauum n3 yeHtpansHoro LLOM. PeweHre no3sonseT 06beAMHNTB AOPOroCTOALLYI0 MHPDPACTPYKTYpPy CEPBEPOB,
CNCTEM XpaHeHNS OaHHbIX N CUCTEMbI pe3epBHOro konuposaHus B LIO[, ogHOBpeMeHHO Noaaep>XK1MBas KayecTBO
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obcnyXnBaHNS yaaneHHbIX MNoJib30BaTeseil Ha YPOBHE JIOKaslbHbIX CETEN.
Cisco Services Ready Engine

PeweHue Cisco Services Ready Engine gocTynHo B hopM-thakTope BHYTPEHHEro cepsmncHoro moayns (ISM) n cepsmcHoro
moayna (SM). AnnapaTHoe obecneyeHne BHYTPEHHEro CEpBUCHON0 MOAY A No3BosseT obecneynTb CEMUKPATHbLIN POCT
MPOn3BOANTENIBHOCTM MO CPpaBHeHUIO ¢ Moaynamu AlM npegblayLiero NoKoJIEHUSA; MOMUMO 3TOro, Moaysib o6opyaoBaH
npoueccopom x86. Takxe moayam SRE nogaep>XmBatoT CUCTEMY XPaHEHUA OaHHbIX eMKOCTbto o 1 TbanT,
KoHurypaummn RAID, annapaTHble CpeacTBa NOAAEPXKKM BUPTYaN3aumMn N passinyHble BapuaHTbl KpunTorpadunyieckom
3awmTbl. Mogynb Cisco SRE obecne4ymnBaeT Ha nnaTgopmax Cisco ISR cepun 3900 npenocTaBsieHme goctyna K
MPUNOXKEHNAM Ana hruananos No 3anpocy, 4TO NO3BOJISET pa3BepThbiBaTb HEOOXOANMbIE MPUNOIKEHNS B HY>KHOE BpeMS 1
B HY>KHOW To4Ke ceTu. PasgeneHne obopynoBaHus n nporpaMMHoro obecnevyeHuns, peajin3oBaHHOe B paMKax Mogenun
pasBepTbiBaHMA "Nog Ka4Y", NO3BONSET BbIAENATL pecypchbl 418 PYHKLNOHMPOBAHNSA MPUIIOXKEHUIA Ha MOOY e KaK
HenocpeaCcTBEHHO B MOMEHT ero yCTaHOBKU, Tak 1 BNOCAeACTBUN — yaalieHHo un B ntoboe Bpems. MNoaaepxxmnsaemble
pewweHuns skatovatoT Cisco Wide Area Application Services (WAAS), Cisco Application Extension Platform (AXP),
koHTposiep WLAN Cisco (WLC) cuctemy BngeoHabnogeHnsa Cisco n gpyrme npuioKeHus, Haxoasawmecs Ha CTagum
pa3paboTkn. Moaynb Service Ready Engine no3BosisieT opraHmM3aumnsaM passinyHbix pa3MepoB obecneynTb rOTOBHOCTb
CBOVX CeTel K 3aBTpalLUHEMY [HIO, MO3B0JSAS BbICTPO pa3BepTbiBaTb HOBbIE MPUIOXKEHNSA ANns puananos 6e3
HeobxoAMMOCTN YCTaHOBKMN HOBOro 060pyaoBaHNS, YTO CHMKAET CTOMMOCTb pacrnpoCTpaHeHUs CepBMUCOB AN (PUINASIOB.

YnpaBneHue MapLIpyTU3aTOpaMm C UHTErpaunmein CepBmcoB

MpunoxxeHna oNs CETEBOro yrnpaBaeHUs SBAAIOTCA UHCTPYMEHTAPUEM CHMXKEHUS onepaumoHHbIX nsgep>xek (OPEX),
OAHOBPEMEHHO MOBbILLAKLLNM JOCTYMHOCTb CETW MPU MOMOLLM YNPOLLEHNS N aBTOMaTU3aLUNN MHOXKECTBa eXeHEeBHbIX
3a4a4, CBA3aHHbIX C YNpaBJIEHNEM KOMIMJIEKCHbIMY ceTaMU. MNoaaep>xKa C MOMeHTa BBOJAa YCTPOMNCTBA B 3KCMJlyaTaLnio
obecneynBaeT HEMeOJIEHHYIO MOMOLLb B aAAMUHUCTPUPOBaHUM MapLUpyTU3aTopa C MHTEerpaLumnen CepBrCcoB, a TakxXe
6bICTPOE 1 NPOCTOE pa3BepTbiBaHWE, MOHUTOPUHI N YCTPaHEHWEe HenosafoK npuao>keHnin Cisco n CTOPOHHMUX
npomnssoanTenen. Ona [OCTMIKEHUS LieNeBbIX MOKa3aTesiel NMPpon3BOANTENBHOCTU 1 ONEPaLMOHHbIX N34epXKek
OopraHu3auunm noJsiaratTCsa Ha NPUJIOXKEHNA CETEBOro ynpasseHus, padpaboTaHHbie CisCo, CTOPOHHUMM MOCTaBLLMKaMU
WM cCaMoCToATeNbHO. MNoaaepxkKa TakmMx NPUSIOKEHUIN SBISETCSA BCTPOEHHON (DYHKLUMEN yrpaBieHns, [OCTYMHON Ha
kaxgoM ISR. Hosble ISR nponomKatoT TpaauLUMio MHTErpaLumnm LUMPOKOro U BCECTOPOHHEro Habopa dyHKLMiA
AAMNHUCTPUPOBAHNSA HEMOCPEACTBEHHO B YCTPOMCTBO. Takme pyHKUMM, kak IPSLA, EEM n Netflow, no3sonsioT
KOHTpPO/IMpoBaTb paboTy cucTtemsbl B Ntob6oe BpeMs. [aHHble PYHKLUM COBMECTHO C noaaep>xkom SNMP 1 SYSLOG
obecneymBaloT pelleHne 3ajaqy agMUHUCTPUPOBaHUA B opraHm3aunmn. bonee nogpobHasa nHdopmaumsa ob onepayioHHON
cucteme Cisco |0S, cpeacTBax CeTEBOro yrnpasjeHUs N Nogaep>XkKe ynpaBaseMocTu B MappyTusatopax Cisco ISR
cepun 3900 npueeneHa B Tabnuuax 4, 5 n 6.

Ta6bnuua 4. dyHkuuu u npotokonsl MO Cisco 10S, noaaep>xmBaemMbie MapLipyTusatopamu Cisco ISR G2 cepum
3900

[MpoToKoObI IPv4, IPv6, cTaTnyeckasa mapwpyTtmsaumns, OSPF, EIGRP, BGP, BGP Router Reflector, IS-IS, IGMPv3, PIM
SM, SSM, DVMRP, mexaHu13Mbl rpynnoBon agpecaunm IPv4-IPv6 Multicast, MPLS, VPN ypoBHA 2 1 3,
IPsec, L2TPv3, ISIS, BFD, IEEE802.1ah, IEEE802.3ag

NHkancynaumn  GRE, Ethernet, 802.1q VLAN, coegnHeHune "To4yka-to4ka" (PPP), MLPPP, Frame Relay, MLFR (FR.15 un
FR.16), HDLC, nocnegoBaTenbHble nHTepgencol (RS-232, RS-449, X.21, V.35 n EIA-530), PPPoE n ATM

YnpasneHue QoS, CBWFQ, WRED, cpenctBa nepapxmyeckoro obecneyeHmns kadyectsa obcnyxmsanHus, PBR, PfR n
Tparukom NBAR

Tabnuua 5. BctpoeHHble hyHKLUM ceTeBOro ynpassieHus, pgoctynHble B MO Cisco 10S.
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OyHKUMA OnuncaHne

WSMA Web Services Management Agent (WSMA) onpegensieT MexaHU3M, Npu NMOMOLLN KOTOPOro OCYLLEeCTBAAETCH
yrnpaB/ieHne ceTeBbiM YCTPONCTBOM, N3BNEKAIOTCA AaHHbIE O ero KOHUrypaummn, a TakxKe 3arpy>atTcsa v
yMNpaBAsAOTCA HOBble AaHHble 0 KOHUrypauun. na nepefayn gaHHbIX 0 KOHpUrypaumum n coobLieHunin
npoToKosa ncnonb3lytTca XML-gaHHble, nepefaBaeMble o npoTokoy SOAP.

EEM Cisco I0S Embedded Event Manager (EEM) — pacrnpefeneHHaa n afanTuBHasa cmctemMa obHapyxeHuns
cobbITnin n 06paboTkn cboeB, hyHKLMOHMPYOLWAA HENOCPeACTBEHHO Ha YCTPONCTBE MoJ ynpaBJ/ieHNeM
Cisco I0S. laHHoe MO npefocTaBsseT BO3MOXKHOCTb OTCAEXNBaTb COObITUS 1 NpeanpuHMMaTh
MH(OPMaLNOHHbIE, KOppeKTupyoLwmne nav nobble apyrve EEM-nencTBma npy HacTynJaeHnn
OTCNEXNBAEMbIX COOBITUA UM [OCTUXKEHUN MOPOrOBbIX 3HAYEHWNIA.

IPSLA Cornawenus Cisco 10S 06 yposHe obcnyxumnsaHua (SLA) ons npotokona IP No3BoAsAOT rapaHTUpoOBaTb
paboTy HOBLIX Ba)KHbIX Ana 6usHeca IP-npnno)xxeHuin, a Takxe IP-cepBncoB, NCNOJIb3YIOLWNX OAHHbIE,
roJ10COBYIO CBA3b U BUAEO B IP-ceTn.

SNMP, B pononHeHue K ynoMsAHYTbIM Bbllle PyHKUMAM ynpaBieHna mappyTusaTtopbl Cisco ISR cepum 3900
RMON, Takxe Takxe nogaepxxmsatoT SNMP, RMON, syslog, NetFlow n TR-069.

Syslog,

NetFlow,

TR-069

[Mepe4vncneHHble B Tabnnue 6 NPUNOXXeHNA ABNAKTCA aBTOHOMHbBIMU MPOAYKTaMWU, KOTOPbIE Bbl MOXeETe r|p|/|06peCT|/| nnn
3arpy3nTb 419 yrnpaBseHnsa ceTeBbiMU ycTponcTBaMu Cisco. MpunoXKeHns npegHasHayeHbl 418 pas3inyHbiX 3Tanos
SKCnNyaTaunn, Tak 4To0 MO>XXHO Bbl6paTb 0HO U3 HUX, Hanbonee COoOTBETCTBYOLLEE BallM I'IOTp66HOCTFIM.

Tabnuua 6. PeLueHus pns ceTeBoro ynpaBJsieHus

oTan MpunoxeHune OnucaHune

3KCrlyaTauum

YcTaHoBKa 1 Cisco Configuration Professional Cisco Configuration

HacTpolka Professional - cuctema ynpaBneHus c
yCTPOWCTBa rpachnyeckrM noJsib30BaTeNbCKUM

nHTepgericom (GUI) gna
MapLUpyTU3aToOpPOB A0CTYyna,
paboTatowmx noa ynpasneHunem Mo
Cisco 10S. aHHbI NHCTPYMEHT
yrnpoLlaeT HaCTPOMKY MapLupyTusaumnu,
Me)KCceTeBoro skpaHa, IPS, VPN, cpencts
CUCTEeMbl YHUMDULIMPOBAHHbIX
KOMMYHWKaLNN, a TakK)Ke HaCTPOnKy
WAN v LAN npu nomMoLLu NpocCTbIX B
NCMOJIb30BaHUN MacTepOoB.

Pa3zsepTbiBaHne CiscoWorks LMS Cuctema ynpasneHus LAN CiscoWorks
ceTtu, (LMS) npepctasnsaeTt cobonn Habop
HacTpoliKa, VHTEr pupoBaHHbIX MPUIOXKEHUIA,
MOHUTOPUHT 1 npefHa3HavYeHHbIX A5 YyrNPoLLEeHNS
yCTpaHeHune eXXeJHEeBHbIX Npouenyp ynpasaeHus

Henonaaook KoMmniekcHon ceTbto Cisco, CHMXEeHUS
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onepaumoHHbIX pacxogos (OpEx) n
MOBbILEHNS JOCTYMHOCTU CETU.
CiscoWorks LMS npegnaraeT ceTeBbiM
afAMUHMCTpaTopaM NpocTon B
MCMonb3oBaHUN web-nHTepdenc,
rnpegHa3sHayYeHHbIN 418 HAaCTPOWKN,
AOMUHUCTPUPOBAHNSA N YCTPaHEHUA
Henonagok MapwpyTmsatopos Cisco ISR
C UCMO/Ib30BaHMEM TaKnX
MHCTPYMeHTOB, Kak Cisco 10S EEM.

Kpome Toro, ons NnoanepXKu OCHOBHbIX
CepBMCOB MaaThopMbl MapLLupyTMu3aTopa
C nHTerpaumen cepsucos CiscoWorks
Tak>Xe obecrneymBaeT OOMONHUTENbHYIO
noanep»xky Cisco Service Ready Engine,
Mo3BOJISIS aAMUHUCTPUPOBATL U
pacnpenenaTb NporpaMMHble 06pasbl
Ha SRE, cokpalwasa npooo/mKnTenbHoOCTb
N CNOXKHOCTb ynpaBsieHus obpasamu.

Cpenctso CiscoWorks Network
Compliance Manager (NCM)
OTC/IEXXMBAET U pPeryampyeT nameHeHus
KoHurypaunm n MO Bo BCen ceTeBOn
MHPaCTPYKType, COCToALLEN N3
YCTPONCTB pa3/inyHbIX
npounssoguTenen. OHo obecneymBaeT
MPEeBOCXOAHbIN KOHTPOJIb U3MEHEHUN B
CeTU N MOXET OTC/IeXnBaTh
COOTBETCTBME HOPMATUBHbIM, UT- 1
KOpnopaTUBHLIM MpaBuiaM, a Takxe
TexHoJIornyeckum TpeboBaHUaM.

Cisco Security Manager asnseTcs
JlyHLWNM B OTPacC/IM NPUIOXKEHNEM ANs
yrnpaBaeHna cucteMamm obecneveHuns
6e3onacHocTn. OHO NO3BONSET
yMpaBAATb CEPBNUCAMMN MEXCETEBOIO
3KpaHa, VPN n cuctemsl
npenoTBpalleHnsa BTopxxeHun (IPS) Ha
MapLipyTusaTopax Cisco, ycTponcTeax
6€30MacHOCTN 1 CEPBUCHBIX MOAYAX
KOMMYTaTOpOB. B cocTaB nakeTa Takxe
BXOAUT CUCTEMA MOHUTOPWHIra, aHaan3a
n pearnposaHusa Cisco Security MARS,
npefHa3Ha4yeHHas 419 MOHUTOPUHIa 1
OTpa)KeHus yrpos.

Cpegnctso Cisco Unified Provisioning
Manager npeactasnseT cobon
HageXxHoe n macwTabupyemoe web-
peLueHune No yrnpaBJsIEHNIO KPUTUHECKN
Ba>XHbIMN KOMMYHUKaLMOHHbLIMU
pecypcamu cliefyoLLero NoKoeHns.


http://www.cisco.com/go/cwncm/
http://www.cisco.com/en/US/products/ps6498/index.html
http://www.cisco.com/go/cupm/
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YcTaHOBKa, Cisco License Manager

pa3BepTbiBaHne (http://www.cisco.com/web/go/cIm/index.html)

N N3MeHeHune
NINLEH3UN

Besog B Cisco Configuration Engine
3KCnyaTauuio,

pa3BepTbiBaHNe

n

MoaundunKauma

KOHUrypaumm

N NPOrpaMMHbIX

obpa3sos

Pe3iomMme

000 «HAT »
+7 (343) 379-98-38
sales@nag.ru

OHO ynpaB/iseT cepBMCaMn CUCTEMbI
YHUPULNPOBAHHBIX KOMMYHUKaLUA B
obnactun IP-TtenedoHnKn, ros0CcoBomn

noYTbl 1 cpefl, obMeHa coobLLeHnsIMN.

3alnLeHHoe KIIMeHT-CepBeEpHoe
npunoxeHune Cisco License Manager
obecrneynBaeT NPoCcToe yrnpaBneHue
akTuBaumen n nuueHsmamm MO Cisco
I0S ons WNpoKoro cnekTpa naaTgopm
Cisco, paboTatownx noa ynpaBrieHnemM
MO Cisco 10S, a TakXXe opyrux
OrMepaLMOHHbIX CUCTEM.

Cisco Configuration Engine siBnsieTcs
3aLMLLEHHbIM PELUEHMEM A1 CETEBOr0
yrnpaBneHus, koTopoe obecneynBaeT
aBTOMaTU4YeCKOE pacrnpocTpaHeHne
KOHUrypaumi n nporpamMmmMHbIX
obpa3oB nocpencTBoOM
LLeHTPaIM30BaHHOI O yrpaBsieHns Ha
ocHoBe WabnoHoB.

MoCcKoNbKY KOMNaHUN CTPEMATCHA CHMXKaTb COBOKYMHYK CTOMMOCTb BrageHus (TCO) cBOMMK CeTAMU 1 NOBbILLAaTh 06LLyto
MPON3BOANTENIbHOCTb PaboThbl COTPYAHUKOB NMPY NOMOLLN BCe Bosiee LeHTPan30BaHHbIX 1 OPUEHTUPOBAHHbLIX Ha
COBMECTHY0 paboTy npuno>xeHuin, BO3HNKaeT NOTPeBbHOCTb B MHTEIEKTYasIbHbIX PeLleHnax NS Guananos.
MapuwpyTunsaTtopsbl Cisco ISR cepum 3900 no3BoNSAIOT CO3AaBaTb TakMe peLleHuns, obecrnevymnBas BO3POCLLYIO
MPON3BOANTENILHOCTb U MOAYJIbHOCTb U, TakuM 06pa3om, noaaep XKy MHOXeCTBa cepBmncoB. MapupyTusaTtopsl Cisco
cepum 3900 pa3paboTaHbl Ana obbeanHeHna PyHKLMA OTAENbHbBIX YCTPOUCTB B paMKaxX e4MHON KOMMaKTHOW CUCTEMBI.

Ta6bnuua 7. TexHUYecKue xapakTepucTuku MmapuwpyrtusatopoB Cisco ISR cepuu 3900

BcTpoeHHble cpeficTBa anmnapaTHOro yCKOpeHus
wungposaHms (IPSec + SSL)

Yucno ceaHcos Cisco Unified SRST

Yucno ceaHcos Cisco Unified CCME

Bcero BcTpoeHHbIx noptos WAN LAN 10/100/1000 (3

rnopTta)

MopTbl RJ-45

MopTbl SFP (6noknpyeT nopT RJ-45- 2 n3 3-x nopToB)

CnoTbl AN CEPBUCHbBIX Moay el

CABOEHHbIe C/I0Thl ANs CEPBUCHbIX Mo,u,yne|7|

Cisco 3925

ONa

730

250

Cisco 3945

ONa

1200

350


http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/index.html
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Cnotbl gns EHWIC

CnBoeHHble cioThl ana EHWIC

CnoTtbl gnsa ISM

«[opsa4asa» 3ameHa (OIR)

CnoTbl Ana BctpoeHHoro DSP (PVDM)

Mamate DDR2 ECC DRAM — no yMosi4aHuio

MamaTte (DDR2 ECC DRAM) —MaKcuMMalbHO

Compact Flash (BHeLWwH.) — no ymon4aHuio

Compact Flash (BHeLWH.) —MaKCMMaibHO

BHewHwue cnoTbl ang Flash-namatmn USB 2.0 (Tun A)

KoHconbHbIt nopT USB (Tun B) (ao 115,2 kbut/c)

MocnepoBaTeNbHbIA KOHCONIbHbIN NOPT

BHelwHM nocnenoBaTesibHbIA NOPT

BapuvaHTbl 3n1eKTponuTaHus

Pe3epBHbI NCTOYHUK NUTAHUS

TexHn4yeckmne xapakTepucTukKm CUCTeMbl MUTaAHUA

BxonoHoe Hanps>XeHune rnepemMeHHOro Toka

YacToTa BXOOHOro nepeMeHHOro Toka

Ounana3oH paboynx TokoB ansa bl nepemMeHHOro Toka
(makc.)

BX0O4HOM MepeMeHHbIN TOK Neperpyskun

HoMunHanbHasa notpebnsemMas MoLHOCTL (6e3

CepBUCHbIE MOOY N

1 réant

2 éanTt

cnot 0: 256 MbanTt

cnoT 1: oTcyTCTBYET

cnot 0: 4 I'éanT

cnot 1: 4 I'éant

CeTb NepeMeHHOro Toka 1
POE, ceTb MOCTOSAHHOr 0 TOKa*

CeTb NepeMeHHOro Toka u
PoE, ceTb NOCTOAHHOrO ToKa*

oT 100 no 240 B ~
(aBTOHacCTpoMKa)

oT 47 no 63Ty

or7,1003,0A

50 A

100

000 «HAT »
+7 (343) 379-98-38
sales@nag.ru

CepBUCHbIE MOLYN

1 réanrt

2 léanTt

cnot 0: 256 MbanT

cnoT 1: oTcyTCTBYET

cnot 0: 4 I'banT

cnot 1: 4 I'éant

CeTb NepemMeHHOro Toka, PoE,
CeTb NOCTOAHHOr0 TOKa*

CeTb NepeMeHHOro Toka un
POE, ceTb NOCTOAHHOrO ToKa*

oT 100 no 240 B ~
(aBTOHacTpoMKa)

oT 47 po 63Ty

ot 7,1 003,0A

50 A

105



nag
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mopynen) (BT)

MpegenbHasa MowHoOCTb BIM nepemeHHoro Toka (BT)

MpenenbHaa MOWHOCTb NUTaHUA Yepe3 POE (Tosbko
nnatdopma) (BT)

MpepenbHas MmowHOCTbL POE, nepenaBaemas Ha
OKOHeYHble ycTponcTaa (BT)

MpenenbHaa MmowHOCTL POE, mepenasaemasn Ha
OKOHeYHble YCTPONCTBa NMPU UCMOJIb30BaHUN
ycunenuns PoE (BT)

dur3MYeckme XxapakTepucTmkm

Fabaputbl, B x W x T

BbicoTa cTonku

MoHTaXx B CTOMKY

MoOHTa> Ha CTeHe

Macca c bl nepemeHHoro Toka (6e3 mogynei)

Macca ¢ nuTaHumem oT POE (6e3 monynen)

HoMUHanbHas Macca B NMoJIHON KOHUIypaLmm

[MoTok Bo3Oyxa

MoaaepKka BO3AYLIHOro uabTPa(aonoaHUTESbHO)

XapaKTepucTrKn oKpy>KatoLLel cpeibl

YcnoBusa akcnayaTauum

TemnepaTypa — Ha BbicoTax A0 1800 m

TemnepaTypa — Ha BbicoTax go 3000 m

TemnepaTypa — Ha BbicoTax A0 4000 m

-~ "Aann

420

420

520

1040

Cisco 3925

133,35 x 438,15 x 476,25 mm

3RU

19" EIA/23"

HeT

17,7 kr

18,1 kr

27,2 Kr

OT nepegHenr naHenn K

3a4Hen

OT 3agHen naHennm K
nepenHen (c 61o0kom
BeHTUnaTopos NEBS)

ONa

o1 0 go 40 °C

oT 0 go 40 °C

o1 0 go 30 °C

000 «HAT »
+7 (343) 379-98-38
sales@nag.ru

540

540

520

1040

Cisco 3945

133,35 x 438,15 x 476,25 mm

3RU

19" EIA/23"

HeT

17,7 kr

18,1 kr

27,2 Kr

OT nepegHen naHenn K

3aaHen

OT 3a4Hen naHenm K
nepenHen (c 6s10kKoM
BeHTUNATOpoB NEBS)

Na

o1 0 po 40 °C

oT 0 go 40 °C

o1 0 o 30 °C
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IeMrneparypa — Ha BbiICOTax 0 LsUU M,
KpaTkoBpeMeHHO (no NEBS)

BbicoTa

OTHOCUTesIbHas BJIaX>KHOCTb

BnaxxHocTb, KpaTkoBpeMeHHOo (no NEBS)

AKyCTUKa: 3ByKOBOE gaByieHne (HoM./Makc.)

AKYCTUKa: 3ByKOBas MOLLHOCTb (HOM./MaKc.)

YcnoBus xpaHeHus

TeMnepaTypHbI Anana3oH

OTHOCUTEsNIbHas BJIaXXKHOCTb

BbicoTa

CooTBeTCTBME HOPMATUBHbLIM TpeboBaHNAM

be3sonacHocTb

DNIeKTpoOMarHMTHas COBMeCTUMOCTb

TeNleKOMMYHUKALNOHHbIE XapaKTepUCcTUKN

OT -5 40 +5U "L

4 000 m

oT 5% 0o 85%

oT 5% [0 90%, He bonee
0,024 kr BOAbI/KI CyX0ro
BO34yXa

57,6/77,6

67,8 - 84,7

oT -40 po +70 °C

oT 5% 0o 95%

4570 ™

UL 60950-1

CAN/CSA C22.2 No. 60950-1
EN 60950-1

AS/NZS 60950-1

IEC 60950-1

47 CFR, vacTb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCNPUNMHNBOCTD)

EN 55024, CISPR 24
EN50082-1

TIA/EIA/IS-968

000 «HAT »
+7 (343) 379-98-38
sales@nag.ru

OT -5 40 +5U "L

4 000 ™
oT 5% no 85%

oT 5% 10 90%, He bonee
0,024 kr BoAbl/KI CyXoro
BO34yXa

57,6/77,6

67,8 - 84,7

oT -40 po +70 °C
oT 5% 0o 95%

4570 ™

UL 60950-1

CAN/CSA C22.2 No. 60950-1
EN 60950-1

AS/NZS 60950-1

IEC 60950-1

47 CFR, 4acTb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNMHNBOCTD)

EN 55024, CISPR 24
EN50082-1

TIA/EIA/IS-968
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CS-03 CS-03

ANS| T1.101 ANSI T1.101

ITU-T G.823, G.824 ITU-T G.823, G.824
IEEE 802.3 IEEE 802.3
OunpektmBa RTTE Ounpektnea RTTE

**MacwTabupyeTcs 0O LOKYMEHTUPOBAHHOINO KOIMYECTBa NOAAEPKMBAEMbIX TeehoHOB B NOBTOpHOM cbopke 15.0.1.
Noppep>xusaemble MOOYy NN

MapwpyTunsaTtopsbl Cisco ISR cepumn 3900 noanep>xmBatoT LUNPOKNIA aCCOPTUMEHT Moayen, PYHKLNOHANbHOCTb KOTOPbIX
OXBaTblBaeT BECb CMEKTP BeAYLLUUX B OTPac/v CEPBMUCOB, OPUEHTUPOBAHHbLIX Ha NoTpebHocTn hunnana. Cnncok

noanep>xuBaembix MapLipyTmnsatopamm Cisco cepum 3900 Mmoaynen pasMeLleH Ha cnegytowen web-
cTpaHuue://www.cisco.com/en/US/products/.

MpounssoanTtens: Cisco

Obwne

MopayfibHble 6/10KM MUTaHUS MapLUpyTMU3aTopa Ja

Tun ycTponcTea MapLwpyTunsaTtop
MopnepXuBaembin TUM NMHTePhENncoB MapLipyTM3aTopa NHTepdencsl 1000Base-X SFP

NunHenka Cisco ISR 1900, 2900, 3900


http://www.cisco.com/en/US/products/
http://cisco.com/
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