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MapuwpyTtunusatop Cisco 2951
CISC02951/K9

OnucaHune

B cTaHpQpPTHYIO KOMIMJIeKTauuio BxoauTt: 512Mb Dram namatu u 256Mb Compact Flash, 1 6510k nutanus AC

Ha paHHbIA TOBap BO3MO>KHa rapaHTua NAG-
NBD (Next Business Day), ycsnoBus u ueHy
YyTOYHANUTE Y MeHea Xepa

Cisco® ISR 2900 — cepusi MapLlpyTM3aTOPOB C MHTErpaunen cepencos, paspaboTaHHas Ha OCHOBaHUK 25-1eTHero
onbiTa Cisco B 06/1aCTV MHHOBALMIA N CO34aHNSA NepefoBbIX peLleHNn. ApXUTEKTypa HOBbIX NnaTdopM obecrneymBaeT
noafep KKy crefyoLero 3Tana pa3sutus GuananosB opraHn3aunii, NepeHocs MyabTUMeAniHble CpeACTBa COBMECTHON
paboTbl 1 cpencTBa BUPTYyanM3aLnm Ha ypPoBeHb huanana v no3Bosas CyLeCTBEHHO COKPaTUTb OnepaLliOHHbIe
n3pepxku. MNnatdopmel Ha 6aze mapwpyTmnsatopos Cisco ISR BTOpOro nokoseHns No3BONAIOT peLlaTb HE TOJIbKO
CerofHsWHMe 3a[4a4u, HO 1 Te 3aJayu, KOTOpble BO3HUKHYT B ByAyLieM, MOCKOJIbKY B HUX NCMOJIb3YOTCA MHOrosiAepHble
rnpoueccopbl, MOAAEP>KUBAOTCA BbICOKOMPOU3BOANTESNbHbIE CUIHabHbIE Mpoueccopbl (DSP) ana pacwmnpeHuns
MepCrneKTUBHbIX BO3MOXXHOCTEN nepenayun BUAEO, NCMOJIb3YTCA MOLHbIE CEPBUCHbBIE MOAYJIN C MOBbLILUEHHON
OOCTYMHOCTbIO, cpeacTBa komMyTauum Gigabit Ethernet ¢ nonaep>xkon pacwimpeHHon cneundurkaumnm POE, a Takxe
HOBblE€ BO3MO>XHOCTW YMNpPaB/E€HNSA U MOHUTOPUHra noTpebneHns sHeprun. Kpome TOro, HOBbIM YHMBEpPCasbHbIN 06pas3
onepaumoHHom cuctemsbl Cisco IOS® n moaynb Services Ready Engine no3BonsaioT pa3fennTb pa3BepTbiBaHNE
obopynoBaHMS N NporpaMmMHoro obecnevyeHus, TeM caMmbiM obecneynBas Ha4eXXHY0 TEXHOJIOMMYECKY0 OCHOBY,
CNocobHyto B6bICTPO afaNTUPOBATLCA K MOCTOAHHO U3MeHALWMMCS TpeboBaHNAM K ceTu. B uenom MmapLupyTmsaTopsl
Cisco cepun 2900 obecneymBatoT becrnpeueieHTHOE CHMXXEHNE COBOKYMHOM CTOMMOCTU BnageHus (TCO) v BbiCOYaMLLINA
YpPOBEHb rMBKOCTU CeTU, KOTOPbIE MOAAEPKMNBATCA UHTENIEKTYaIbHbIMY CPeACTBaMU UHTErpaumm ny4wmnx B 0Tpacaum
cpenctB obecnevyeHns 6e30MacHOCTU, CUCTEMbI YHUPULNPOBAHHBIX KOMMYHUKALNA, TEXHOJIOMUA CO3AaHNA
6ecnpoBOAHbLIX CETEN U NPUKNaAHbIX CEPBUCOB.

MapwpyTusaTtopsl Cisco ISR cepun
0630p NpoaykTa

Cepus Cisco 2900 sBnisieTcs pasBUTMEM JlydLlen B CBOEM Kiacce cepumn MapLupyTtusaTtopos Cisco ¢ MHTerpaumen
cepsucos 2800 n cocTouT 13 YeTbipex mogenen: Cisco ISR 2901, 2911, 2921 n 2951 (cm. puc. 1).

Bce mapwpyTtusaTtopsbl Cisco ISR cepun 2900 noanep>XmBatoT BCTPOEHHble CpeACcTBa annapaTHOro yCKopeHus
wnpoBaHns, CNOTbl LUGOPOBbLIX CUrHasbHbIX Npoueccopos (DSP) ona obpaboTku rosoca n BUAEO, ALOMNOJHUTENbHBIN
Me>XCeTeBOW 3KpaH, CUCTEMY MPefoTBPaLLEHNS BTOPXKEHUN, cncTeMy 06paboTku BbI30OBOB, CPEACTBa MOJIOCOBOW MOYThI U
CepBUChI MPUIoXKeHW. KpoMe Toro, nnaTghopMbl MOAAEPKNBAIOT LUMPOYANLLNA CMEKTP NPOBOAHbLIX 1 6eCnNpoOBOAHbIX
MHTepgencos, Takmux Kak T1/EL, T3/E3, xDSL, MefiHbI 1 ONTOBOJIOKOHHbIN GE.

OcHOBHble BU3Hec-npeumyLLEecTBa

MapwpyTunsaTopbl Cisco C MHTerpaumein cepesncoB BTOporo nokoneHus (ISR G2) obecneynBaioT NpeBOCXOAHYHO
afanTUBHOCTb N MHTErpaumuto ceprcoB. PaspaboTaHHas ¢ y4eToM TpeboBaHUN K MacluTabupyemMocTu, MOy IbHas
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ApXUTEeKTypa 3TUX NaaTopM MO3BOASET HapalMBaTb 1 afanTUPOBATb UX BO3MOXXHOCTK B COOTBETCTBUM C Pa3BUTUEM
Ballen opraHmn3saumnn. busHec-npenmyulectsa MapwpyTumsaTtopoB Cisco ISR cepun 2900 nepeyncneHsl B Tabnmue 1.

Ta6nuua 1. OcHoBHble Bu3Hec-npenMyLecTBa MapwpyTusaTopos Cisco ISR cepun 2900

MpenmyLecTso Onucanne
NHTerpauns MapwpyTunsaTtopsbl Cisco ISR cepum 2900 obecneymBatoT NOBLILLUEHHYO MHTErpaunto
CepBuUCOB CepBUCOB Mepefayum roaoca, Buaeo, AaHHbIX, obecrneveHnsa 6eszonacHocTy,

6ecnpoBOAHON CBA3M N MOBUbHBLIX CEPBMCOB, MO3BOAASA CYLLLECTBEHHO CHU3UTb
ornepaLnoHHbIe N3LEPXKKNA.

CepBuchbl No 3anpocy B kaxgom ISR G2 ncnonb3yeTcs eAnHbIN yHUBEPCabHbI 06pa3 onepaunoHHON CUCTEMBI
Cisco IOS®. EguHbI NporpaMMHbIZ 06pa3 coaep>XuT Bce Habopbl dyHkuui Cisco 10S,
KOTOpble aKTUBMPYIOTCSA NPY NOMOLLW MPOrpaMMHON INLLEH3MN. DTO NO3BONAET BaLLeNn
opraHu3aunm 6bICTPO pa3BepThiBaTb paclUMpPeHHble MYHKLWK, He 3arpy>kas HoBbI obpas
10S. na noafepXKu HOBbIX (hYHKLIMOHaIbHBIX BO3MOXHOCTEN yBeIn4eH o6bem namaTtun
B KOH(MIypaLum rno yMmonyaHuo.
Moaynb Cisco Services Ready Engine (SRE) peann3syeT HOBYIO 3KCMlyaTaLMOHHYIO
Mofesib, MO3BOJIAOLLYI0 CHU3UTb KanuTajbHble pacxofbl (CapEX) v BbIMOJHUTL
pa3BepTbiBaHME BCeX HEOOXOANMbIX CEPBUCOB MPUJIOXKEHUI HAa OAHOM MHTErpUPOBaHHOM
BbIYNCINTENIBHOM MOAYNE.

Bbicokas MapwpyTunsaTopsl Cisco ISR cepum 2900 MOryT pa3BepTbiBaTbCs B BbICOKOCKOPOCTHbIX
NnPOV3BOAUNTENILHOCTb cpenax WAN n obecneymBatoT COBOKYMHYH MPOMyCKHY CNoCcobHOCTb OAHOBPEMEHHO
WHTEr ppoBaHHbIX paboTatowmx cepncos o 75 Méut/c.

CepBuCoB MynbTurnrabntHas KOMMyTaLMOHHaA CTPYKTypa (MGF) obecneynBaeT BbICOKYHO

MPOMNYCKHYI CMOCOBHOCTb MEXMOAYIbHbLIX KaHanoB 6e3 yuiepba ons
NMPON3BOANTENBHOCTU CUCTEMbI MapLLUPYTU3aLUN.

ALanTUBHOCTb CeTun PaspaboTaHHasa ona ynosneTBopeHns busHec-noTpebHoOCTEN 3aKa34ymMKoB, MOAYJibHas
apxuTekTypa MapwpyTunsaTtopos Cisco ISR cepun 2900 nogaep>XmMBaeT LWNPOKUIA CAEKTP
NPOnN3BOANTENBHOCTU MOAY/IbHbIX MHTEP(ENCoB N CEPBNCOB, KOTOPbIE MOTYT
yCTaHaB/IMBaTbCS MO Mepe N3MEeHEeHNs NoTpebHoCTel Ballen ceTu.
MopynbHble MHTepdenchl 061afatoT NOBbILLIEHHOW NPOMYCKHON CNOCOBHOCTLIO,
NoLOEepXNBAOT pa3/iMyHble BapuaHThl Nogkao4YeHns n obecnevymsatot
O0TKa30yCTONYNBOCTb CETH.

JHepreTunyeckas

3P PeKTMBHOCTb .
b B apxutekTypy MmapwpyTusaTtopos Cisco ISR cepumn 2900 3an0XeHbl cnegyoLine

(hyHKLMNN 3HeprocbepexeHns:

MapupyTusaTtopsl Cisco ISR cepun 2900 obecneynBaloT UHTENNEKTYyallbHOE yrpaBieHne
3/IeKTPONUTaHNEM U MO3BOJISET 3aKa34yMKy peryampoBaTb dHepronoTpebneHve moaynemn
B 3aBMCMMOCTW OT BPEMEHU CyTOK. B fanbHerwem nnaHnpyeTca peaan3oBaTtb
nonnepxky TexHonoruu Cisco EnergyWise.
MofyIbHOCTb N MHTErpauusa CEPBUCOB B PpaMKax eAuHON NaaTghopMbl,
BbIMOJIHAOLLEN MHOXECTBO (PYHKLMUA, ONTUMU3NPYET pacxon MaTepunasos npu
N3roToBneHuUn 1 notpebrieHne aHeprum B npoLiecce aKcrjyaTauum.
MbKoCcTb NNaTMODMbI 1 HEMDEDLIBHOE Da3BUTME KaK MDOrDaMMHbIX. TaK 1
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annapaTHbIX BO3MOXKHOCTEN, MPOASIEBAET XU3HEHHbIN LUK NPOAYKTOB 1
COKpalllaeT BCe acreKTbl COBOKYMHOW CTOMMOCTW BAafleHWs, BKJIOYas
NCMNo/sIb30BaHe MaTepuasioB 1 sHepronoTpebneHue.

Kaxxpas nnatopMa cHabXxeHa NCTOYHMKaMU NMUTaHns ¢ BbiCOKMM KT/,

3almTa NHBECTNL NI MapwpyTunsaTtopsl Cisco cepun 2900 obecneymBatoT MaKCUMabHYO 3almnTy
WHBECTULMIA, NOAOEPKNBAS:

BO3MO>XHOCTb MOBTOPHOIO NCMOJ/Ib30BaHNA 0BLLIMPHOro CNeKTpa CyLeCTBYOLWMX
Mogynen, nogaepXmnBaembix MapwpyTmsatopamm Cisco ISR npeabigyLiero nokosaeHus,
obecne4ymnsaeT cHMXKeHue TCO.

LLnpoknin Habop nporpammHbix dyHKuMn Cisco 10S, nepeHeceHHbIX ¢ naaTgopmbl Cisco
ISR npenblaywero noKoaeHns N BHeAPEHHbIX B €4UNHbLIA MPorpamMMHbI obpas.
'mbkocTb, obecneymBatoLlyo pa3BUTUE BO3SMOXKHOCTEN NaaTdopMbl MO Mepe pocTa
noTpebHocTen KoMNaHnn

ApXMTEKTypa U MOAYJIbHOCTb

MapwpyTunsaTtopsbl Cisco ISR cepumn 2900 CKOHCTPYMPOBaHbI 4NA yO0BIeTBOpeHns TpeboBaHNn COBPEMEHHbIX
MPUNOXKEHUI ANa puananos, a TMOBKOCTb UX apXUTEKTYpPbl M03BoAAeT obecneynTb NOAAEPKKY MPUSIOXKEHUN, KOTOPbIE
nosBATCA B byayuwiem. MoaynbHaa apxXuTekTypa co3faHa o158 NognepXKn pactywmx TpeboBaHnn K NponyCcKHON
cnocobHocTu, TDM-coeAUHEHUIA N MOJSIHOCTbIO MHTErPUPOBAHHOIO pacnpenesneHns CUCTEM NUTaHUS Moayen,

noALep XMBAOLWMX 3NIEKTPONMUTAHNE BHELLIHUX YCTPOMCTB no cTaHgapTaM 802.3af Power over Ethernet (PoE) n Cisco
Enhanced PoE (ePoE). B Tabnuvue 2 nepedunciieHbl npenmMyLLecTBa U BO3SMOXKHOCTU apXUTEKTYpbl MapLupyTusaTopos Cisco

ISR cepuun 2900.

Tabnuua 2. PyHKUMOHAJIbHbIE BO3MOXXHOCTU U MPENMYLLLECTBA apXUTEKTYpbI

DYHKLUMOHAJIbHbIE BO3MOXXHOCTU

APXUTEKTYPbI

MogaynbHasa nnaTtdopMa

[Mpoueccopbl

BcTpoeHHble cpencTBa
annapaTHOro yCKOpeHus
wundgposaHmna gna IPSec/SSL VPN

MpeumywecTBa

MapwpyTunsaTtopsbl Cisco ISR cepum 2900 aBaA0TCSA NAaTHOPMON C BbICOKON
CTerneHbio MOAY/IbHOCTU, B KOTOPOW NpeayCcMOTPEHO MHOXKECTBO C/I0TOB AJ14
YCTaHOBKU UHTEPMENCHbIX MOAYIe U CpeacTBa pa3BepThbiBaHUSA CEPBMCOB,
yZLOBJIETBOPSAIOLLME Pa3/IMYHbIM TpeboBaHUAM K CeTSM (UInNanos.
MapwpyTnsaTtopsbl ISR xapakTepusyrTCcs CamMblM LUNPOKUM B OTPaC/In
CNEeKTPOM MHTepEenCHbIX MoAyen A9 NOAKIOYEHUSA K JIOKaJIbHbIM 1
rnobanbHbIM CETAM, YTO NMO3BOJISET BbIMNO/HATL ONEpPaTUBHYIO
MoZepHM3aLunio NNaThopMbl 419 UCMOSIb30BaHNA MEPCNEKTUBHbIX
TexHonornm 6e3 3ameHbl BCer NaaTOopmbl.

MapwpyTusaTtopsbl Cisco ISR cepum 2900 ocHalleHbI
BbICOKOMPOM3BOANTESIbHBIMA MHOIOAAAEPHbLIMM NPOLIeccopamu,
MO3BOJISOLLUMUN BbIMNOJHUTL pacTywme TpeboBaHUA K ceTaM Uananos,
BKJ1I0Yas BbICOKY MPOMYCKHY CnocobHOCTb nogkatoveHms kK WAN u
BO3MO>XHOCTb OAHOBPEMEHHOM PaboTbl MHOXKECTBa CEPBMCOB.

BcTpoeHHble cpefcTBa anmnapaTHOro YCKopeHus WndgpoBaHus 6oiam
YCOBEpPLLUEHCTBOBaHbI A4J15 NOBbILLIEHNA MaclwTabupyemocTun. B coyeTaHum ¢
pononHuTenbHom nuueHsmnen Cisco I0S Security oHn nossonsatoT obecneynTb
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KOHCOJIbHOro goctyna no USB
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NUTaHNA 31eKTPONUTaHWS No
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YHUBEpCasbHbI 610K NUTaHMA
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6e30nacHOCTb NOAKJ/OYEHNA K rnobasnbHOM ceTu 1 pa3BepHyTb cepBuckl VPN
(yckopeHune wnpoBaHmnsa peanmsoBaHo Kak ans IPSec, Tak n SSL).
BcTpoeHHoe obopynoBaHue WNHPOBaHNS 3aMEHSET U MPEBOCXOAUT MO
nponssoanTenbHOCTU Moayan AlM npeablayLero noKoseHns.

B mapuwpyTtunsatopax Cisco ISR cepumn 2900 Briepsble peasin3oBaHa
WHHOBALMOHHasA MyJIbTUrMrabnTtHas KoMMyTaLUnOHHaa cTpykTypa (MGF),
obecneynsatoas 3pheKTUBHbLIN 0OOMEH AaHHBIMU MeXAY MOOYAAMU 1
HenocpeacTBEHHOE B3aUMOLENCTBME CEPBUCOB MEXAY MOLYIAMM Npn
OLLHOBPEMEHHOM CHV)XEHUW Harpy3Ku Ha NpoLeccop MapLipyTmnsaTopa.

CepBuChl CUCTEMbI YHUDULNPOBAHHbLIX KOMMYHUKaUWUIA B hunanane moryT
ObITb CyLLECTBEHHO pacCLUMpPEHbl MPU UCMOb30BaHNUN B apXUTEKTYpe
CUCTEMbI CTPYKTYpPbl KOMMyTauun TDM-KaHasnoB, 4TO NO3BOAAET YBENYUTb
€MKOCTb KaHanos DS-0.

Bce BcTpoeHHble nopTel WAN ABAAKOTCA MapLUpyTU3MPYEMbIMUK NOPTamMum
10/100/1000 Gigabit Ethernet WAN.

OauvH n3 Tpex noptos 10/100/1000 Ethernet WAN B mogensx Cisco 2921 un
2951 obopynoBaH nopToM SFP BMecTo nopTa RJ-45 oNns noaktoyYeHns K
nuHun BOJIC.

MNHHOBALUMOHHbIN KOHCOJbHbBIN USB-nopT o6ecneyrBaeT BO3MOXKHOCTb
NOAKJ/IOYEHNA ANSA YNPaBAEHNS C YCTPOWCTB, B KOHCTPYKLMN KOTOPbIX HET
nocaenoBaTesibHbIX MOPTOB, HaNpuMep, COBPEMEHHbIX HOYTOYKOB.

Tak>xe [OCTYMHbl 06bIYHbIA KOHCOJIbHbLIA NOPT 1 nopT AUX.

BO3MO>XXHOCTb MOAEPHM3aLNM BHYTPEHHEr0 NCTOYHMKA NUTaHUS 1
obecneyeHns NMTaHUSA LOMOJIHUTESIbHbLIX BCTPOEHHbLIX MOAYJIEA KOMMYyTaLun
(B cooTBeTCTBUM CO CO cTaHAapTom 802.3af POE n ctaHgapTHbIMMK
cneundurkaumaMmm BHyTpeHHero nutaHna Cisco).

B 6yaywem gns mogenen Cisco 2911, 2921 n 2951 6yaeTt pnoctyneH
[OMONHNTENbHbIA Bl NOCTOAHHOIO TOKa, 4TO PacMPUT BO3MOXHOCTH
pa3BepTbiBaHUA B LLIEHTPasbHbIX OPMCaX N MPOMbILLNIEHHbIX Cpeaax.

Ona mapwpyTumsaTtopos Cisco 2911, 2921 n 2951 npefycMmoTpeHa
BO3MO>XHOCTb Pe3epBUPOBAHNSA CUCTEMbI MNTAHWS C MOMOLLbIO BHELUHEro
ycTponcTea RPS, 4TO NMo3BoISeT COKPATUTbL BPEMS NPOCTOA CETU N 3alNTUTb
ceTb OT c60oeB, BbI3BaHHbIX NepebosiMn B 31eKTPONUTaHWUN.

Pe3epBupoBaHume nutaHua mapwipyTtmnsatopos Cisco cepum 2900 peannsyeTcs
npy nNoMoLLmn cuctemol pesepsuposaHms NnutaHus Cisco RPS 2300. PeweHne
Cisco RPS 2300 MOXXHO MCMOMb30BaTb A1 PE3EPBUPOBAHUS MUTAHUS KakK
MapLpyTusaTopos Cisco ISR cepumn 2900, Tak n kommyTaTopos Cisco
Catalyst®.

Ons ncnonb3oBaHusa Cisco RPS 2300 Heobxoaum BHelwHWIA agantep RPS
(BOMONHNTENbHbIN 3N1eMeHT KOHMUrypaumnm) ona noAKAYeHNA NaaThopMbl
K BHellHeMy ycTponctsy RPS.
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YcuneHue PoE Mpwn NnoaKAYeHNN K BHELWIHEMY yCcTponcTBy RPS MapupyTusaTtopsbl Cisco
2911, 2921 n 2951 moryT BMecCTO pexxuMa pe3epBnpoBaHns
PyHKLMOHNPOBaTb B pexunme ycuneHns PoE. Mpn 3ToOM MOLWHOCTb NMUTaHNS
nnaTgopmbl yaBanBaeTCs, YTO No3BosiseT obecnevynTb s3HeprocHab>xeHne
[O0MNO0JIHUTENbHBLIX NopToB POE.

MbKoCTb pa3BepTbiBaHWA Mopenn Cisco 2911 n 2951 pa3paboTaHbl ans cpen NEBS.
FnybuHa mopenu 2911 coctaBnseT 12 AloiMoB. VIMeeTca BO3MOXXHOCTb
CHabauTb YCTPONCTBO BEHTUAALNOHHBIM (PUIbTPOM, YTO MO3BOAAET
pa3BepTbiBaTb €ro B pasn4yHbix cpefax. Cbopka ¢ hpoHTasIbHbIM 3ab60pom
BO34yXa 1 BbIOPOCOM 4Yepes3 ThIJIbHYI0 YaCTb AOCTYMHa TakxXe u ang 23-
OIOAIMOBbLIX CTOEK.

BO3MO>XHOCTU U npevMmyuiectBa MOAYJIbHOCTHU

MopaynbHas apxuTekTypa MaplipyTusaTopoB Cisco cepun 2900 (cm. Tabnnyy 3) obecneymBaeT HafeXHY0 3alnUTy
VHBECTULNI 3aKa34nKoB. BONbLWMHCTBO MoAyien, Co3aHHbIX A8 MapwpyTum3aTopos Cisco npeablayLmx noKoAeHUn,
Takunx Kak cepua 2800, nogaep>xmsatoTca MmapipyTtusatopamum Cisco cepum 2900. Kpome Toro, aTm Mogyam mMoryTt
MCMOoJIb30BaTbCA B APYyrux MapwpyTusatopax Cisco, 4To obecrneymBaeT MakCUMasbHYO 3alNUTy MHBeCTULUNA. K
npenmyLLecTsamM TUMOBbLIX NHTEPMENCHBLIX KApT MO BCEN CETUM OTHOCATCSA 3HAYUTENIbHOE CHUXKEHME CI0XKHOCTU
ynpaBJieHna pecypcamu, yrnpoLleHne 3anycka KpynHbIX CeTen n yHUpuKaumm KoHpurypaummn uamanos pasHbix
pa3mepos.

MonHbIN CNNCOK MOAyen, NnogaepxmeaemMblx MapLipyTusatopamm Cisco cepun 2900, Bkatodas moaynum SFP, npuseneH
Ha web-cTpaHuue //www.cisco.com/go/2900.

Tabnuua 3. MoaybHOCTb — (PYHKLIMOHAJIbHbIE BO3MOXXHOCTU U MPenMyLLecTBa

Moaynm ISR MpenmywecTsa

CepsucHble moaynu Cisco KaxxkabIln CNoT AN CEPBUCHbLIX MoAyien o61afaeT BbICOKOWM MPOMYyCKHOM
CrMocobHOCTbLIO Nepeaadn gaHHbIX

CyMMapHO Ao 4 FéuT/c B HanpaB/aeHUn npoLeccopa MapLipyTusaTopa
CyMMapHoO fo 2 éuT/c B HanpaBaeHUn Apyrux Mmoaynen B pamkax MGF

CnoTbl CEPBUCHBIX Moaynen (SM) BecbMa afanTUBHbI 1 NOALEPXKXMNBAIOT
CABOEeHHble Moaynu (SM-D), KoTopble ABAAITCA CEPBUCHBIMU MOLYIAMU,
paccyYMTaHHbIMKU Ha ABa cnoTa. Mooynu SM-D obecneynBatoT Moaensam
Cisco 2921 n 2951 rnbkoCTb B NCNOb30BaHUW MOAYNeN 6onbLuen
NPoOV3BOANTESIBHOCTN.

Cn0Tbl CEPBUCHBLIX MOAYEeN NPULLAN Ha 3aMeHy cJloTaM AJ18 CceTeBbIX
MoZyfen n csioTaMm MoAynen paclimpeHnsa 05 rosioCoBon u
hakcuMmunbHom ceasn (EVM). 3Tu cnoTel NpUCYTCTBYIOT B
MapuwpyTumsaTtopax Cisco ISR 2911, 2921 n 2951.

ApanTep 0515 yCTaHOBKM Moayfen obecnevynBaeT obpaTHYtO
COBMECTUMOCTb C CYLLLEeCTBYOLWMMM CETEBLIMU MOAYAMMU,
pacwmpeHHbIMKU ceTeBbiMU Mogynamu (NME) n EVM.

CnoTbl CEPBUCHbLIX MOAYNen NoaOepPXMBAOT BABOE 60JbLUYIO MOLWHOCTb
NMATaHNA B CPAaBHEHUW CO C/I0TaMUn CeTEBbIX MOAY e, MO3BOAS
yCTaHaBAMBaTb 6oJsiee coBpeMeHHble MOAY NN C BoJiee BbICOKON
MPOV3BOANTENIBHOCTLIO.
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MuTaHnem CI0TOB CEPBUCHbBIX MOAYJIEN MOXHO YNPaBAATb NPU MOMOLLM
pacwmpeHuin, cxogHbix ¢ Cisco EnergyWise, 4To nossosisieT
OopraHM3auuaM COKpPaTUTb U3LEPXKKU Ha 3neKTponoTpebrieHne ceTeBomn
MHMPaCcTPyKTypbl. MonHoueHHas noaaepxxka EnergyWise 6ypet
[OoCTyrnHa B 6yayLimnx obHOBIEHNSAX MPOrpaMMHOro obecneyeHus.

Cnot ana EHWIC ncnonb3yeTcs BMECTO C/10Ta BbICOKOCKOPOCTHOM
nHTepgencHon kapTel HWIC n MoXxeT nogaepXnBaTb MCXOOHbLIA PEXUM
HWIC, nutepdencHbie kaptel WAN (WIC), nHTepgencHble KapTbl 415
nepenayun ronoca (VIC) n KoMbUHUpPOBaHHbIE MHTEPGENCHbIE KapThl
(VWIC).

YeTblpe nHTerpmpoBaHHbix cnota EHWIC B MmapwpyTusaTopax Mogensax
Cisco 2901, 2911, 2921 n 2951 obecneymBatoT 60sbLUYIO TMOKOCTL
(HoOpMUPOBaAHUSA KOHUTYpaLUN.

Kaxkabin cnot gna HWIC obnanaeTt BbICOKOWM NPOMYCKHOM CNOCOBHOCTLIO
rnepenayun OaHHbIX:

CyMMapHO o 1,6 NbuT/c B HanpaBsieHMM NpoLeccopa MapLlpyTuM3aTopa
CyMMapHO go 2 Féut/c B HanpaBaeHun Apyrmux mogynen B pamkax MGF

Mpwn NCNosb30BaHMN CABOEHHbIX MOAYIEN 3aHUMalOTCS ABa C/loTa ANns
EHWIC. lonyckaeTcsa oqHOBpPEMEHHOE NCMOJIb30BaHMe 00 ABYX
CABOeHHbIX mogynen HWIC (HWIC-D).

OpnuH cnoT gnsa ISM obecneynBaeT BO3MOXXHOCTb YCTAaHOBKM
VHTEeNNeKTyaslbHbIX MOLYJIEN BO BHYTPEHHWIA CNOT LUACCH.
Kaxxkgbiti cnoT ISM obnagaeT BbICOKOW MPOMYCKHOM CNOCOBHOCThLIO
nepefayn AaHHbIX:

CymMmapHo fio 4 FbuT/Cc B HanpaBneHun nNpoLeccopa MapLupyTmnsaTopa
CyMMapHo fo 2 FénT/c B HanpaBaeHun apyrux moaynen B pamkax MGF

ISM 3ameHsieT cnoT AlIM, cyuwecTByowme mogynm AIM cnotom ISM He
noaaep>XnBarTcs.

MuTaHne Ha cnoTax ISM ynpaBnseTcsa pacwmpeHnamMmm, cxogHbiMn ¢ Cisco
EnergyWise, 4To No3BoOASeT OpraHM3aumsaMm COKpaTUTb U3LEPXKKU Ha
anekTponoTpebneHrne ceTeBON NHPPACTPYKTYpsbl. MoNHoLEeHHas
noanep>xka EnergyWise 6yget gocTtynHa B 6yayLmx obHOBAEHNAX
nporpaMmMHoro obecrne4vyeHuns.

CnoTbl ansa monynen PVDM3 nopaepxxusatoT moaynm PVDM3,
obecrneynBas NOBbILLEHHYIO MJOTHOCTb Nepeaayn ayamno- n
BuaeoTpagduka.

Kaxkgbin cnot ans PVDM3 coeiHEH C CUCTEMHOW apXUTEKTYPOnR 2-
rmrabuTHbIM COeAMHEHNEM, peasin30BaHHbIM B paMkax MGF.

3awmnTa uHBecTuumn B Mmoaynm PVDM2 ocyliecTBAsSeTCSA Npy NOMOLLN
ajanTepa AJ1s yCTaHOBKU MoAyeNn.

MuTtanne Ha cnotax ana PVDM ynpaBnaeTcs pacluMpeHnsamm, CXo4HbIMA C
Cisco EnergyWise, 4TO NO3BOJISET OpraHn3aunaM COKPaTUTb N3LEPXKKN
Ha anekTponoTpebneHne ceTeBO NHPPACTPYKTYpPbI. [TosHOLLEeHHas
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noanep>xka EnergyWise 6yneTt nocTynHa B 6yayLimx obHOBNEHNAX
nporpamMMHoro obecrie4yeHus.

Cnotbl Compact Flash B KOHCTpPYKLMN MapLUpyTU3aTOPOB C MHTerpaumen cepsucos Cisco cepumn
2900 npepycMoTpeHbl ABa BHewHMX cnoTa Compact Flash. Kaxgbin cnot
noaaep>XnBaeT BbICOKOCKOPOCTHbIE HOCUTENM eMKOCTbIo A0 4 [6anT.

MopTbl USB 2.0 MopnepxnBaeTcs [Ba BbICOKOCKOPOCTHbLIX NopTa USB 2.0. MNopTel USB
obecrneynBaloT BO3MOXHOCTb UCMOJIb30BaHUSA albTEPHATMBHbBIX TOKEHOB
6e30MacHOCTM 1 YCTPONCTB XPaHEHNS OaHHbIX.

MporpammHoe obecneueHue Cisco 10S

MHHOBaLMOHHbIE BO3MOXXHOCTM MapLUpyTM3aTOPOB C MHTerpaumnen cepsumcos Cisco cepum 2900 ocHoBaHbl Ha Jly4llen B
oTpac/aun cneunanm3npoBaHHom onepaunoHHon cucteme Cisco 10S. Pa3paboTaHHble 415 LUMPOKOrO pa3BepThbiBaHUA B
CaMbIX OTBETCTBEHHbIX CErMEHTaX KOprNopaTUBHbIX CeTel, ceTel obLLero nosib3oBaHNsA N CeTell 0nepaTopoB CBA3MN,
MapLipyTusaTopsl ISR G2 paboTatoT nog ynpasneHueM MO Cisco I0S Bepcunnt 15M n 15T. B HacTosALee BpeMs AOCTynMHa
Bepcus 15.0(1)M, obecneymBatollasn NoALEPKKY LLUMPOKOro cnekTpa TexHonorun Cisco, B TOM YMUCsIe HOBbIX (PYHKLUMWIA 1
CBOWCTB, NOABUBLLUNXCA B Bepcnsax 12.4 n 12.4T. MNoasuslunecs s sepcumn 15.0(1)M nHHoBaL MM 0XBaTbIBAlOT MHOXECTBO
TexHoslorn4yeckmnx obnacrem Takux, kak MHMopMaLoHHas 6e30nacHOCTb, roJlocoBas CBA3b, obecrneyeHne BbICOKON
[oCTynHocTu, IP- MaplwpyTmnsaums, rpynnosas agpecauuns, obecrneyeHme kavyecTBa obcnyxueaHus (QoS), MobunbHOCTb
IP-appecos, nogaep>xka texHonornm MPLS, VPN 1 BCTpOEeHHble CpeAcTBa YrpaB/ieHUS.

JiuueHsupoBaHue n komnoHoska MO Cisco 10S

EnvHbIn nporpamMmmHbin obpa3s Cisco I0S cogepxunT Bce dyHKLUUM [0S, peann3oBaHHble Ha AaHHbIX naaThopMax. Ons
paclmpeHuns pyHKLNOHaIbHOCTM MapLUpyTn3aTopa AO0CTaTOYHO aKTUBMPOBaTb NMPOrpaMMHYLO JINLEH3WIO s
yHuBepcasnbHoro obpasa. B npeabiayLieM NokosIEHNN MapLIpyTM3aTOPOB AOCTyrMa U3MeHeHne Habopa yHKL NI
TpeboBasio 3arpy3km HOBOro NporpaMMHoro obpasa. TeXHOOrn4eckmne KOMMOHOBKU U (PYyHKLIMOHAIbHbIE JIULLEH3MN,
noaaep>XXnBaemMble MHOPACTPYKTYPON NNLLEH3NPOBAHUSA UCMOJIb30BaHNSA NporpamMmmHoro obecneveHuns Cisco, ynpoilatoT
nocTtaBky MO 1 CHUXKaT onepaLyoHHbIe pacxoibl Ha pa3BepTbiBaHNE HOBbIX (DYHKLUIA.

Ons mapwpyTtusaTtopos Cisco ISR cepumn 2900 JOCTYyMNHbI YeTbipe OCHOBHbIE TEXHOJIOrMYeckmne nuueHsnn. Mpouenypa
aKTUBaUMM NporpaMMHbIX nmueH3nm Cisco onncaHa Ha web-cTpaHuue //www.cisco.com/go/sa. K ynoMaHyTbIM Bbllle
YyeTblpeM NNLEH3NAM OTHOCATCS:

IP Base (6a30Bble MexaHW3Mbl (PyHKLMOHUPOBaHNS IP-ceTW): AaHHbIA TEXHOJIOTMYECKUIA NaKeT yCTaHaBMBaAETCA Mo
YMOJTHaHUIO.

Data (nepefaya paHHbIX)

Unified Communications (cuctema yHUOULNPOBAHHbLIX KOMMYHUKaLLNI)

CpencTtBa obecnevyeHus nHhopmaumoHHom 6e3sonacHocTr (SEC) nnm cpenctea obecrneyeHnss MHOOPMaLMOHHOM
6e3onacHocTn 6e3 wngpoBaHus nepefaBaeMblx gaHHbIX (SEC-NPE)

Ons nony4yeHns 4OMOAHUTENbHOM Nan NogpobHONM nHhopMaumm 0 NMUeH3npoBaHum n komnnekTaumm MO Cisco 10S ans
MapLpyTunsaTopos Cisco ISR cepumn 2900 noceTuTe web-canT //www.cisco.com/go/2900

OCHOBHble cepBUchl ana uamanos

MapwpyTunsaTtopsbl Cisco ISR ABAAOTCA AyyLWMMM B OTPAC/IM MapLlipyTu3aTopamu, obecneymsarownmm becnpeuefeHTHbIN
YPOBEHb MHTErpaunm cepsucos. PaspaboTaHHble Ana yo0BAeTBOPEHUS NoTpebHoCTen hrunnanos, AaHHble NaaTHOpPMbI
Mo3BOISOT CO3aTb MOJIHOLIEHHOE peLLeHre, NOALEePXKIMBalOLLEE CEPBUCHI FOJIOCOBON CBA3W, Nepeayun BUAEO,
6e3onacHoOCTK, MOBUBHOCTN 1 CEPBUCOB MPUoKeHU. OpraHmsaunm MoryT pa3BepHyTb 04HO YCTPONCTBO ANA peLlleHuns
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BCEX KOMMYHVKALMOHHbIX 3aZla4 M COKOHOMUTb KaK Ha KanuTaslbHbIX, TaK U Ha OMepauoHHbIX pacxodax.
CepBUCHI CUCTEMbI YHUDULMPOBAHHbLIX KOMMYHUKaL U, COBMECTHOW PaboThl U LWI0O3a roN1I0COBOM CBA3M

MaplwpyTusaTopbl ¢ uHTerpaumein cepsucos Cisco cepumn 2900 npeactasnsoT cobon OCHOBY A1 CO34aHNSA CUCTEMbI
coBMeCcTHOM paboThbl B MasioM Uan cpefHem cuninane, BbINOJHAS POJib KPUTUYECKM Ba)KHOMO KOMMOHEHTa apXnUTeKTypbl
Cisco ona nepefayv Buaeo (MenmnaceTb) M KOPNopaTUBHON CUCTEMbl YHUDULIMPOBAHHBIX KOMMYHUKaUWin. BCTpoeHHble
CepBuUCbl Nepefayn rosoca n LWNPOKNIM CNekTp nHTepdencos TenedoHmnn MmappyTtmnsatopos Cisco ISR cepun 2900
obecneynBaloT MaKCMMasibHYO TMOKOCTb MPY pa3BepTbiBaHUM B pacnpenesieHHblX cpegax. PyHKLUMOHMPOBaHNE CUCTEMBI
YHUPULMPOBAHHBIX KOMMYHMUKaLUN obecneynBaeTcsa 3a CHET NOAAEPXKKM NHPPACTPYKTYpbl 06paboTku MynbTuMeana n
CpenCTB CUrHaAn3aumm, BKJOYaLWMX MHOXXECTBO NPOTOKO0B, CPeACTBa Nepefayn MynbTumMenma, CpeacTsa 3awmThbl
CUrHanM3auum n nepefaBaeMblX AaHHbIX, CPeACTBa TPAHCKOANPOBaHUSA, KOH(epeHL-CBA3M 1 obecneyeHns KavyecTBa
obcnyxuneaHuma (QoS). Kpome Toro, mapipyTtusaTtopbl Cisco ¢ MHTerpaumen CepemcoB NoaLePXNBAOT MHOXXECTBO
MHTEepP(EeNCcoB LLUJ030B FOJIOCOBOM CBA3M, @ TaKXKe LUMPOKNIA CNEKTP MPOTOKONOB CUTHAIN3aLUN N (PU3NYECKUX CETEBbIX
MHTepgencos.

MapwpyTunsaTtopbl Cisco cepun 2900 noaLep >XKMBAOT NMPaKTUYECKM BCE CYLLECTBYOLWME 1 pa3BMBalOLLIMECS CEPBUCHI
nepenayn BUOEO, a TakXXe cpencTea MacwTabupoBaHna onsa nogaepxkun cosewanmin Cisco TelePresence®, obecnevyeHuns
MHgopMaLMoHHON 6e30nacHOCTN 1 yrnpassieHns ceaHcamm. PeweHune Cisco Unified Border Element pacwmnpsert
BO3MO>XHOCTU CBA3M TelePresence aonsa npoBefeHns COBELLAHNIA C y4acTMeM COTPYAHMKOB Pas/iIMyHbIX opraHmn3aunn. B
MapuwpyTunsaTopax Cisco cepum 2900 peannsoBaHa Nogaep>KKa HOBOro Moy s LMGPOBOro CMrHaJIbHOro npoLeccopa
(DSP) Cisco pna 06paboTkuy rosocoBbIX NaKeTOB BbICOKOW MAOTHOCTU (PVDM3), KoTopbln 6bia cneumnanbHo co3gaH ons
noALepP XKW rosI0COBOM U BUAeocCBsA3n. HoBble monysm PVDM3 nopaepxnBatoT BCe OYHKLMN LLKO3a FOJIOCOBON CBSA3M,
npucyTcTBoBaBLWwMe B PVDM npeablayLnx NoOKoseHnn, n 061afatoT MOBbILLEHHOW MAOTHOCTLIO Y BbIYUCIUTENbHOMN
MOLLHOCTbIO ANS YA0BeTBOpeHNs TpeboBaHU NOABAAOLWMNXCSA MybTUMEAUNHbBIX NPUIOXKEHU. B 3aBnCMMOCTH OT
nnatgopmbl MapLlpyTusaTopsl Cisco cepum 2900 noaaep>xmBatoT 2 UAK 3 BCTPOEHHbIX CloTa ass moaynen PVDM3.

Mpuno>xenue Cisco Unified Communications Manager Express u cpeacresa obecneyeHuss oTKasoyCTOM4MBOCTH
Cisco SRST

MapuwpyTusaTopsl C uHTerpaumen cepsmcos Cisco NpeoCcTaBAAIOT AOMNOJIHUTE/IbHbIE CEPBUCHI CUCTEMBI
YHUPULUMPOBAHHbLIX KOMMYHUKaLWUIA, peann3oBaHHble B onepaumoHHon cncteme Cisco I0S, 4To No3BONSAET YMEHbLINTb
Konm4ecTBo UT-o60pynoBaHNsa 1 CHU3UTb COBOKYMHYIO CTOMMOCTb BiageHus dpunmnanom (TCO). MpunoxeHue Cisco
Unified Communications Manager Express (CME) npenocTtaBnseT WUpokuin Habop dyHKUn oducHonm IP-ATC,
VHTErpmpoBaHHbIX B MapLUpyTMU3aTop A5 MasblX U cpeaHux dunanos. Cpencrsa obecneyeHnss 0TKa30yCTONYMBOCTH
Cisco Survivable Remote Site Telephony (SRST) Tak>xe BcTpoeHbl B 10 Cisco I0S 1 ABna0TCA AOMONHUTESNbHbIM
KOMMOHEHTOM A5 MapLipyTusaTtopos Cisco cepum 2900, KoTopbih Mo3BosseT obecnedynTb BecnpepbiBHOE
rnpenocTaBsieHNne COTPYAHMKaM huanana CepBuUCcoB N PYHKLUI TenedoHUn faxke B Tex C/lydasx, Koraa CBs3b C
ueHTpanbHon ATC Cisco Unified Communications Manager HapylleHa. /IHTerpupoBaHHOE peLleHne A8 peaaunsauunm
CUCTEMbI F0JIOCOBOW MOYThI, PYHKLINIA aBTOMaTUYECKOro CeKkpeTapsa U CUCTEMbl MIHTEPAKTMBHOIO MOJIOCOBOr0 MEHIO Ha
6a3e Cisco Unity® Express B paMkax MaplpyTunsaTtopoB Cisco cepum 2900 no3BoSSET NPeaoCcTaBUTb MOJIHbIA CNEKTP
CEepBUCOB CUCTEMbI YHUDULMPOBAHHbLIX KOMMYHUKaLMWA B paMKax punavana, O4HOBPEMEHHO MOALEPKUBASA NYYLLYIO B
oTpacau cuctemy 6€30MacHOCTM B paMKax eAUHON naaTgopMbl.

CepBuchl npuso>xeHu VoiceXML

Takxxe MmappyTusaTtopsbl Cisco cepumn 2900 nogaepxmBatoT cepBuchl Ha 6ase VoiceXML. VoiceXML siBnsieTcs 13bIKkOM
pa3MeTKM C OTKPbITbIM CTaHAAPTOM, UCMOJIb3YIOLWUMCS A1 co34aHnsa web-6pay3epoB C roJ1I0COBbIM yNpaBJIEHNEM U
npunoxxeHui IVR. Tak xxe, kak HTML no3sonseT Bam rnoJjiy4aTb faHHble ¢ nomoulblo MK, Tak n VoiceXML nossonseTr
nony4aTb AaHHble NPV MOMOLLM FOJI0COBOr0 YNpaBJieHNs NN ToHanbHOro Habopa (DTMF). MapwpyTtusatopsl Cisco
cepun 2900 noppep>xueatoT 6ObLLIOE YNCSIO OAHOBPEMEHHO paboTaloLmnx CEPBMCOB LLUO3a FOJI0COBOW CBA3N,
CoBMelLeHHbIX ¢ cepncamm VoiceXML: no 200 ceaHcoB Ha Cisco 2951.

PeweHue Cisco Unified Border Element

Monnepxusaemble MmapLupyTusatopamm Cisco cepum 2900 Bo3moxxHOCTU peweHunsa Cisco Unified Border Element
HarmpaB/ieHbl Ha yA0BleTBOPeHNE (hOPMUPYIOLLUXCA TpeboBaHMM K Y3y NOAKIIOYEHNA KOPMOPaTUBHOWN CETU K CETU
orepaTopa CBA3W Npu pasBepTbiBaHUN CEPBUCOB YHUMDULIMPOBAHHbBIX KOMMYHUKaLWi B hunnanax. Pewenune Cisco Unified
Border Element npenoctasnseT NHTeNNIeKTyabHble (PYHKLUW NOrPaHNYHOro 3/1eMeHTa, Takne Kak usndeckue n
JIornyeckune pasrpaHnyYnTesibHble TOYKM U BbiIXO4a, yrpaBJieHe CUrHanmsaumen u nepefaBaeMbiMy JaHHbIMUY, @ TakxKe
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cpeacTBa obecneyeHns 6esonacHoCTU 1 ynpasieHus. MapwpyTtusaTopsl Cisco cepum 2900 noaaep xmeatoT BTpoe
60JiblLee KOIMYEeCTBO CeaHCoB, YeM MOI/IN NOAAEPXKMBATL MapLpyTusaTopbl Cisco cepun 2800.

NHTerpupoBaHHasa 3aluuTa CeTU Npu nepepayvye AaHHbIX, BUAEO, rosioca u obecneyeHMn MOOUILHOCTH

CpencTtBa 6e30MacHOCTM HEOBXoAUMBI ANA 3aLLNTbl UHTENNEeKTyallbHOM COBCTBEHHOCTU KOMMaHum n obecnevyeHus
HernpepbIBHOCTU Brn3Heca. OHM Tak>Ke MOo3BONISAIT pacwmnpuTb paboyee NpoCcTpaHCTBO KOMMNAHUN U BKKOYNTb B paboyuin
nMpoLecc Tex COTPYAHNKOB, KOTOpPbIM TpebyeTca AOCTYN K KOPropaTUBHbLIM pecypcaM B ntoboe BpeMs 1 13 tobon To4HKKn
Mupa. MapwpyTunsaTopbl C MHTerpaunen cepsucos Cisco cepumn 2900 yHKLMNOHUPYIOT B COOTBETCTBUM C KOHLLenumen
Cisco SAFE, no3BonsoLLen opraHmM3aumnsaMm CBOEBPEMEHHO MAEHTUPULMPOBATbL N 3PPEKTNBHO NpefoTBpaLLaTh CeTeBbIe
yrpo3bl 6e30nacHOCTY, a TakXXe afanTnpoBaTbCsa K HUM. MapuwpyTmn3aTtopsbl Cisco cepun 2900 No3BONAIOT peann3oBaTb
3awmueHHoe busHec-e3anmogencTene n obecnevymsatoT 6e3onacHyro NaaTopMy A5t COBMECTHOM paboThl.

JInueH3nsa Ha KOMMNJIEKT cpeacTB obecnevyeHns nHgpopmaymoHHonm 6esonacHocTu Cisco I0S gna mapwpyTmsatopos Cisco
cepun 2900 No3BONSIET NCMNOSIb30BATh LWMPOKUIA CNEKTP 6a30BbIX PYHKLMA NHPOPMALIMOHHON 6e30MacHOCTUY, TakKuUX Kak
pacLMpPEHHbIN KOHTPOJIb 1 ynpaBaeHne paboTon NpuaoXKeHnn, 3alinmTa 0T Yrpo3 N apXUTEKTYpPbI LN poBaHNS, KOTopble
no3BosistoT hopMmpoBaTb MacwTabupyemblie n ynpasnsemole cetn VPN B paMKax 04HOro pelleHns. MapLipyTusaTopsl
Cisco cepun 2900 nogoep>XnBatoT BCTPOEHHbIE CPeACTBa annapaTHOro YCKOpeHnsa WndpoBaHns, 4To No3BoaseT
MOBbICMTb MPOMYCKHYO CMOCOBHOCTL IPSec npn 0AHOBPEMEHHOM CHUXXEHMW 3arpy3Ku npoLeccopa MapLupyTmusaTopa no
CPaBHEHWIO C peLleHNsaMN, UCMOJIb3YIOLWLMMIK TOJIbKO NPOrpaMMHbIe CpeacTBa WwnudpoBaHnsa. MapwpyTusaTopsl Cisco
MO3BOJIAIOT CO34aTb KOMMEKCHoe 1 rnbkoe peweHne ansa obecneyveHnsa 6e3onacHOCTM GUaNanoB, BKOYaoLee
cnepywowme QyHKLUN:

3alMLEeHHbIe KaHalbl CBA3W. 3allMUeHHbIe CpeacTBa COBMECTHOM paboThl ¢ ncnonb3osaHmem GETVPN, DMVPN
mnnn Enhanced Easy VPN.

NHTerpupoBaHHble cpeacTBa ynpasaeHns yrpo3amm. OTparKeHne KOMMIEeKCHbIX CeTEBbIX aTakK 1 yrpo3 npu
rnomoLLn MexxceTeBoro 3kpaHa Cisco I0S Firewall, 3o0HMpoBaHHOro mexxceteBoro skpaHa Cisco I0S Zone-Based
Firewall, 10S IPS, cpencts punbTpaumm cogepxummoro I0S Content Filtering n cpeacts rubkoro aHaan3a nakeTos
(FPM).

YnpasneHne npgeHtudunkaumnen. IHTennekTyaabHble MeXaHN3Mbl 3aLLUTbl OKOHEYHOro obopynoBaHus
MCMNOJIb30BaHMEM TEXHOJIOT A ayTeHTUdrKaumm, asTopmsaumnm n y4eta (AAA), a Takxke MHPPaCTPYKTYpPbl
WMpPOBaHMA C OTKPbITHIM Kto4oMm (PKI).

Bonee noapobHas nHpopmaumnsa o pyHKUMAX 6€30MacHOCTU 1 peLleHnsx, NoAaepXXMBaeMbix MapLlipyTmusaTtopamu Cisco
ISR cepun 2900, npenctaBieHa Ha web-cTpaHuLe//www.cisco.com/go/routersecurity.

CepBUCbI OpraHusauuu 6ecnpoBOgHON CETU U CEPBUCHI MOOUIBHOCTHU
OpraHusauusa 6ecnpoBoaHON ceTu

Mopoaep>XnBasi apxmTekTypy YHUdbMLmpoBaHHom 6ecnposoaHon ceTu Cisco, MapwpyTusaTtopsl Cisco ISR obecnevynsatoT
BO3MOXXHOCTb pa3BepTbiBaHMSA 3alnLLeHHbIX yrpasasemMmbix WLAN, onTUMU3NPOBAHHbLIX A1 YAaJIeHHbIX MJoWanoK n
Gunnanos 1 noanepxmBarLLMx cpeactsa ans obecnedyeHnsa 6eicTport 6e3onacHom MOBUIBHOCTN, MeXaHU3MbI
0TKa30yCTONYMBOM ayTeHTU(MUKALUN 1 YNPOLLEHHbIE CpenCcTBa ynpasseHus. Moaynb koHTposnepa WLAN B cocTaBe
MapuipyTmusaTopa Cisco cepum 2900 no3BosISE€T MajbiM U CPEAHUM MPEeAnpUAaTUAM 1 puananam Kopnopauunn
OCYLLEeCTBUTb SKOHOMNYECKWN 3(heKTMBHOE pa3BepTbiBaHME N yrnpasseHne 3awmieHHbiMn WLAN. KoHTposnepbl WLAN
Cisco paboTaloT COBMECTHO C yrnpasiseMbiMu TodkamMu goctyna Cisco u ¢ cuctemon ynpasneHus Cisco Wireless Control
System (WCS) gna Toro, 4Tobbl obecneunTb dyHkUum WLAN no Bcen cucteme n ynpasnsaTb 6, 12 nam 25 Toykamun
nocTtyna.

EeCI'IpOBOD,HbIe rnobasnbHble ceTn

Pa3spaboTaHHbie Cisco moaynu nopkntoydeHus k 6ecnposogHeim WAN (WWAN) TpeTbero nokosnerHus (3G) obbegnHaoT
PYHKLUMN TPaANLIMOHHBIX KOPNOPaTUBHBLIX MapLUPyTU3aToOPOB (yAasleHHoe yrpasJiieHne, paclupeHHble |P-cepBuchl,
HanpuMmep, VoIP n cpencTtBa obecnevyeHunsi 6e30MacHOCTN) C BO3MOXKHOCTAMM MOOUIBHOrO focTyna kK ceTam 3G WAN.
Mcnonb3y$s BbICOKOCKOPOCTHbIE 6ecnpoBoHble ceTu 3G, MapLUPyTU3aTopbl MOryT 3aMEHUTb WU LOMOHUTb
CYLLECTBYIOLLYIO MHMPACTPYKTYPY NOAKIIOYEHU, HanpuMep, TenedoHHble nnHUK, Frame Relay n ISDN. PewweHus Cisco B
obnactn 3G nopgaepxuBatoT cTaHAapTbl 3G HSPA n EVDO, Tem cambiM, obecrneynBas pe3epBupoBaHmne NoaKJIYeHns
WAN c ncnonb3oBaHueM OeNCTBMTENBHO Pa3IMYHbIX KaHal0B M BO3MOXHOCTb BbICTPOro pa3sBepTbiBaHNS OCHOBHOIO
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nogkntoveHns k WAN. nsa noayvyeHnsa SonoaHnuTensHom nHpopmaumm o pewerHmax 3G gna Cisco ISR nocetute web-
canT www.cisco.com/go/3g.

MHTerpnpoBaHHble cpencTBa KoMMyTaumm LAN

MapwpyTunsaTtopsbl Cisco cepun 2900 (Mmogenm c Cisco 2911 no Cisco 2951) nogoep>XnBatoT HOBbIE CEPBUCHbIE MOAY N
EtherSwitch®, KoTopble CcyLecTBEHHO pacLLIMPSAIOT BO3MOXXHOCTU UHTErpaumm ay4yllen B oTpacan KOMMyTaLnum BTOPOro
1N TpeTbero ypoBHen ¢ HAbopoM pyHKL NN, OEHTUYHbIX TeM, YTO NpeAcTaBsieHbl B KOMMyTaTopax cepun Cisco Catalyst
2960 n Catalyst 3650-E, 1 BO3MOXHOCTbIO OCYLLECTBAATL KOMMYTALNIO U MapLUIPYTU3ALNIO CO CKOPOCTbIO JIOKasIbHOM
ceTu.

HoBble cepBucHblie moaynun Cisco Enhanced EtherSwitch ncnonb3yoT npenmMyLecTBa paclpeHHbIX BO3MOXKHOCTEN
nuTaHmna MmapwpyTumnsatopoB Cisco cepum 2900. Kpome Toro, moaynm Cisco Enhanced EtherSwitch nognepxxunsatoT
HoBenwmne nHmumaTuebl Cisco B o6nacTtu aHeprocbepexkeHus: Cisco EnergyWise, Cisco Enhanced Power over Ethernet
(ePoE), MOHUTOPUHI NuTaHna POE Ha ypoBHe nopTa 1 ycuaeHne nutaHmsa PoE ¢ nomowubto RPS. [laHHble TEeXHON0rnmn
MO3BOJIAT YA0BJETBOPUTbL BO3pocLLne TpeboBaHUsA K a3HeprocHab>xeHno oKkoHeyHoro obopynoBaHUs, He noBbiwas obuiee
3HepronoTpebneHne hunnana.

CepBUChI NPUIOXKEHNN

[1o Mepe TOro, Kak opraHusauumy NPoaoJIKAT LEeHTPan3oBaTb N KOHCONMAMpoBaTb NT-MHMPaCcTpPyKTYypy CBOUX
dnnmanos AN CHMXEHUA CTOMMOCTU U CJIOXKHOCTU COAep)XXaHUsA (PUInNanoB, OHN HAYMHAKOT CTasIKMBaTbCA CO
CNoXKHoCTAMYK obecrneyeHnsa afekBaTHOro Ka4yecTBa 06CyXKMBaHUA MoJsib3oBaTesel, NoaaepKaHnsa NOCTOAHHON
OOCTYMHOCTW MPUIOXKEHNI 1 NpeaoCcTaBAeHNs 4OCTyNa K UCMOo/b3yeMbIM B paboTe KOMAaHUN MPUN0XKEHUSAM U3 TON
TOYKMN MUpa 1 B TO BpeMS, OTKya U Korga 31o Heobxoaumo. [insa peweHns aTux npobnem mapupyTtmnsaTtopsl Cisco cepun
2900 nogoep>xnBatoT BO3SMOXXHOCTbL 3arycka Ha MoJIHOCTbIO MHTErprMpyeMom B MapLupyTusaTop moayne Cisco Services
Ready Engine (SRE) npuknagHoro MNO Cisco n CTOPOHHUX NPOM3BOAUTENEN, @ TaKXKe N0JIb30BaTENbCKUX MPUNIOXKEHWNIA.
[aHHbIN MOaYIb UMeeT COOCTBEHHbIN MPOLLECCOpP, CETEBON MHTEPdENC 1 onepaTUBHYO NaMsATb, PYHKLNOHUPYOLWME
HEe3aBMCMMO OT pecypCcoB MapLupyTM3aTopa, 4TO No3BoaseT obecneynTb MaKCUMasbHYO NPOU3BOANTENBHOCTb
MapLUpyTU3aunm 1 NPUIOXKEHU NP OA4HOBPEMEHHOM CHVDKEHUN TPeBOoBaHNM K 3aHMMaeMbIM MAOLWAASAM, CHUXKEHUN
SHepronoTpebneHns n KOHCONMAALNN yripaBeHUs.

YckopeHune paboTbl MPUIOXKeHNN

MapuwpyTunsaTtopsbl Cisco cepun 2900 opraHM4YHO COYETAIOT NyyllMe B OTPAC/IN CpeacTBa MHGOOPMaLLMIOHHOWN
6e30MacHOCTK, yrpaBaeHUs N KOHTPONS Tpaduka Ha ocHoBe |0S ¢ peweHusMu Cisco no yckopeHuto paboThl
npunoxxeHun. Takme dyHkumm MO Cisco 10S, kak NBAR, IP SLA n Netflow obecneynBatoT KOHTPOJIb U MOHUTOPUHI
rnoBTopsloLWMXCA WabnoHOB Tpadurka, a Tak>XKe NPON3BOAUTENLHOCTY NPUI0XKeHUA. O4HOBPEMEHHO C 3TUM yHKumn 10S
QoS, ACLs n PfR nHTennekTyanbHO ynpaBasioT TParKOM C Liesibio ONTUMU3aumn KavyecTBa 06CnyXKnBaHms
rnoJsib30BaTesneln 1 NoBbileHNs 3PPEeKTUBHOCTN PaboTbl COTPYAHUKOB. B fanbHenwem Kka4ecTBo 06CyXBaHUA
rnosib3oBaTeniern MoXXeT ObiTb YJy4LLIEeHO NOCPenCTBOM pa3BepThiBaHUA ceTeBoro moayns Cisco WAAS, KOTOpbIN MOXET
6bITb MCNONb30BaH Ana 6e3onacHon peanvsaunm 6osee NnepefoBbIX METOAUK ONTUMM3ALMN PabOoThl NMPUIOXKEHWUI B
rnobanbHOM ceTu, Takux Kak ontTummnsaumsa TCP-Tpadurka, KIWMPOBaHMe, CKaTue 1 ycKopeHune paboTbl NpuioXxxeHun. B
covyeTaHum c ceteBbiMn Mogynsamum Cisco WAAS mapuipyTusaTopsbl Cisco ¢ MHTerpaumen cepsmncos obecneymatoT
ONTUMasIbHYIO NPOU3BOANTENIbHOCTb MPUJSIOXKEHNUIN, KOTOPbLIMY MOJIb30BaTeNN hurana nosib3yTcs A58 [OCTyMna K
nHdopMaumm n3 yeHTpanbHoro LIOM. PeleHne no3BonseT 06beAnHNTbL AOPOroCTOSALLYI0 MHPPACTPYKTYPy CEPBEPOB,
CUCTEM XPaHEeHUS AaHHbIX U CUCTEMbI Pe3epBHOro konmpoBaHusa B LIOM, 0fIHOBPEMEHHO NOAAEPXKMBAS KQ4eCTBO
06cny>xKnBaHUA yaaneHHbIX NOfb30BaTeNIe Ha YPOBHE JIOKasIbHbIX CETEN.

Cisco Services Ready Engine

PeweHwue Cisco Services Ready Engine nocTynHo B (hopM-(hakTope BHyTPEeHHero cepsmncHoro moayns (ISM) n cepsucHoro
moayna (SM). AnnapaTHoe obecnevyeHne BHyTPEHHEro CEPBUCHOr0 MOAY1s MO3BoseT 0becneynTb CEMUKPATHbLIN POCT
NPOV3BOANTENBLHOCTM MO CPaBHEHMIO C Moaynamu AlM npeablayLero noKoJeHus; NoMMMo 3Toro, MoayJsib o6opynosaH
npotieccopom x86-64. Takxe moaynm SRE noaaepxnBatoT CUCTEMY XPaHEHNSA OaHHbIX eMKOCTbo A0 1 T6anT,
KoHurypaumm RAID, annapaTHble CpeAcTBa NOAAEPXKKN BUPTYyaM3aLum 1 pasnyHble BapnaHTbl KpUnTorpahunyeckomn
3awmTbl. Mogynb Cisco SRE obecneumBaeT Ha nnaTdopmax Cisco cepum 2900 npefocTaBsieHe JOCTYyNa K MPUIOXKEHNSM
Ana unvanos no 3anpocy, YTO NMO3BOJISET pa3BepPTbiBaTb HEOOXOAMMbIE MPUSIOXKEHNSA B HYXXHOE BPEMS N B HY>KHOM
To4yke ceTu. PaspneneHne obopynoBaHMA 1 MporpaMMHoro obecneyeHuns, peanrM3oBaHHOE B paMKax MoLenmn
pa3BepTbiBaHMS "NoA K/oy", Mo3BONAET BblAENATb PeCcypchl 419 PYHKLMOHNPOBAHNSA NPUIOXKEHNA Ha MOLYyJie KakK
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HenocpenCcTBEHHO B MOMEHT €ro yCTaHOBKU, Tak 1 BMNOCAeACTBUN — yaaJieHHO 1 B fitoboe BpeMms. MNMoaaepxnsaemble
pelwwenuns skatovatoT Cisco Wide Area Application Services (WAAS), Cisco Application Extension Platform (AXP),
koHTposnep WLAN Cisco (WLC) cuctemy BngeoHabnogeHnsa Cisco n gpyrme npuaoXeHus, Haxoasawmecs Ha CTagum
pa3paboTkn. Moaynb Service Ready Engine no3BosiseT opraHmM3aumnsaM pasinyHbix pa3Mepos obecneynTb rOTOBHOCTb
CBOUX CeTen K 3aBTpaLLUHEMY AHI0, N03B0/ISS BbICTPO pa3BepThiBaTb HOBbIE MPUAOXKEHUA Ansa hunmnanos 6e3
Heob6Xo0AMMOCTN YCTaHOBKM HOBOro 060pyA0BaHMS, YTO CHMXXAeT CTOMMOCTb pacnpoCTpaHeEHNA CEPBUCOB A5 huamnanos.

YnpaB/ieHne MapLIpyTU3aTopaMm C MHTerpaLumen cepsrcos

MpunoxxeHna oNs CeTEBOro yrnpaBaeHUs SBAAIOTCA UHCTPYMEHTapPUEM CHMXEHUS onepaunoHHbIX nsgep>xek (OPEX),
OAHOBPEMEHHO MOBbILLAKOLLNM JOCTYMHOCTb CETW MPU MOMOLLM YNPOLLEHNS N aBTOMaTU3aLUNN MHOXKECTBa eXeHEeBHbIX
3aa4, CBA3aHHbIX C YNpaBJIEHNEM KOMMJIEKCHbIMY ceTaMK. Noaaep>xkKa C MOMeHTa BBOJAa YCTPOMNCTBa B 3KCMNJlyaTaLunio
obecneynBaeT HEMeOJIEHHYIO MOMOLLb B aAAMUHUCTPUPOBaHUM MapLUpyTU3aTopa C MHTerpaumnen cCepBrcoB, a Takxe
6bICTPOE 1 NPOCTOE pa3BepTbiBaHME, MOHUTOPUHI N YCTPaHEHWe HenosafoK npuno>xeHnin Cisco n CTOPOHHUX
npovsBoanTenen.

[na pocTuXeHns LeneBbiX nokKasaTesnen Npou3BOAUTENbHOCTI U ONepaLnoHHbIX N34ep>XKeK OpraHM3aLnmn noaararTcs
Ha NPUJIOXKEHNA CeTeBOro ynpasseHus, paspabotaHHblie Cisco, CTOPOHHMMU NOCTaBLUMKaAMU NN CaMOCTOATENbHO.
Mopaep>xKa TakUX MPUIOXKEHUN ABNAETCS BCTPOEHHOW (hYHKLMEN ynpaB/ieHns, OCTYNHON Ha KaxaoMm ISR. Hosble ISR
MPoAoJIKAT TPAAULMIO MHTErpaLunum LWNPOKOro 1 BCECTOPOHHEro Habopa yHKLUNM agMUHNCTPUPOBaHUS
HenocpenCcTBEHHO B YCTPONCTBO. Takme pyHKLMN, Kak IPSLA, EEM n Netflow, no3BonstoT KOHTposMpoBaTb paboTy
cucTembl B Ntoboe Bpems. [laHHble YHKLMN COBMECTHO ¢ nogaep>xkon SNMP n SYSLOG obecneymBatoT pelueHme 3agay
AaAMUHUCTPUPOBaHNSA B OpraHmn3aunu.

Bonee nogpobHasa nHhpopmaumsa o6 onepaumoHHom cucteme Cisco I0S, cpencTBax CETEBOro yrpaBiaeHUs N NOALAEPIKKE
ynpaBaseMocTu B MaplipyTusaTtopax Cisco ISR cepumn 2900 npuBegeHa B Tabnuvuyax 4 n 5.

Tabnuua 4. ®yHkumm n npotokobl MO Cisco 10S, nognep>xmBaemble MaplipyTusatopamm Cisco ISR G2 cepum 2900
[MpoToKobI IPv4, IPv6, cTaTnyeckasa mapwpyTtmsaumns, OSPF, EIGRP, BGP, BGP Router Reflector, IS-IS, IGMPv3, PIM

SM, PIM SSM, DVMRP, IPSec, GRE, BVD, MexaHu3Mbl rpynnoBon agpecaunn IPv4-IPv6, MPLS, L2TPv3,
802.1ag, 802.3ah, L2 n L3 VPN

NHkancynsaumn  Ethernet, 802.1g VLAN, coeanHeHune "To4yka-to4ka" (PPP), MLPPP, Frame Relay, MLFR (FR.15 n FR.16),
HDLC, nocnepoBaTenbHble MHTepdencsl (RS-232, RS-449, X.21, V.35, n EIA-530), PPPoE n ATM

YnpasneHune QoS, CBWFQ, WRED, cpeactBa nepapxmnyeckoro obecnedyeHuns kadyectsa obcnyxxmpaHus, PBR, PR n
TpanKoMm NBAR

Tabnuua 5. BcTpoeHHble hyHKLMM ceTeBOro ynpasneHus, goctynHbie B M0 Cisco 10S.
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OyHKUMA

WSMA

EEM

IPSLA

SNMP,
RMON,
Syslog,
NetFlow,
TR-069

OnuncaHne

Web Services Management Agent (WSMA) onpegensieT MexaHU3M, Npu NMOMOLLN KOTOPOro OCYLLEeCTBAAETCH
yrnpaB/ieHne ceTeBbiM YCTPONCTBOM, N3BNEKAIOTCA AaHHbIE O ero KOHUrypaummn, a TakxKe 3arpy>atTcsa v
yMNpaBAsAOTCA HOBble AaHHble 0 KOHUrypauun. na nepefayn gaHHbIX 0 KOHpUrypaumum n coobLieHunin
npoToKosa ncnonb3lytTca XML-gaHHble, nepefaBaeMble o npoTokoy SOAP.

Cisco 10S Embedded Event Manager (EEM) — pacnpeneneHHasa n afganTuBHas cucteMa obHapy>XeHus
cobbITnin n 06paboTkn cboeB, hyHKLMOHMPYOLWAA HENOCPeACTBEHHO Ha YCTPONCTBE MoJ ynpaBJ/ieHNeM
Cisco I0S. laHHoe MO npefocTaBsseT BO3MOXKHOCTb OTCAEXNBaTb COObITUS 1 NpeanpuHMMaTh
MH(OPMaLNOHHbIE, KOppeKTupyoLwmne nav nobble apyrve EEM-nencTBma npy HacTynJaeHnn
OTCNEXNBAEMbIX COOBITUA UM [OCTUXKEHUN MOPOrOBbIX 3HAYEHWNIA.

Cornawenus Cisco 10S 06 yposHe obcnyxumnsaHua (SLA) ons npotokona IP No3BoAsAOT rapaHTUpoOBaTb
paboTy HOBLIX Ba)KHbIX Ana 6usHeca IP-npnno)xxeHuin, a Takxe IP-cepBncoB, NCNOJIb3YIOLWNX OAHHbIE,
roJ10COBYIO CBA3b U BUAEO B IP-ceTn.

B pononHeHue K ynoMsAHYTbIM Bbllle PyHKUMAM ynpaBieHna mappyTusaTtopbl Cisco ISR cepum 2900
Takxxe nogaep>xxusatoT SNMP, RMON, syslog, NetFlow n TR-069.

[Mepe4vncneHHble B Tabnnue 6 NPUNOXXeHNA ABNAKTCA aBTOHOMHbBIMU MPOAYKTaMWU, KOTOPbIE Bbl MOXeETe r|p|/|06peCT|/| nnn
3arpy3nTb 419 yrnpaBseHnsa ceTeBbiMU ycTponcTBaMu Cisco. MpunoXKeHns npegHasHayeHbl 418 pas3inyHbiX 3Tanos
SKCnNyaTaunn, Tak 4To0 MO>XXHO Bbl6paTb 0HO U3 HUX, Hanbonee COoOTBETCTBYOLLEE BallM I'IOTp66HOCTFIM.

1. Tabnuua 6. PelueHns s ceTeBOro yrpaBJsieHUs

oTan MpunoxeHune OnucaHune

3KCrlyaTauum

YcTaHoBKa 1 Cisco Configuration Professional Cisco Configuration

HacTpolka Professional - cuctema ynpaBneHus c

yCTPOWCTBa rpacuyecknm rnoJsib30BaTesIbCKUM
nHTepgericom (GUI) gna
MapLIpyTMU3aTOpPOB AOCTynMa,
paboTatowmx noa ynpasneHunem Mo
Cisco 10S. aHHbI NHCTPYMEHT
yrpoLwaeT HaCTPOMKY MapLupyTu3aLuuu,
Me)KCceTeBoro skpaHa, IPS, VPN, cpencts
CUCTEMBI YHUDULIMPOBAHHbIX
KOMMYHWKaLNN, a TakK)Ke HaCTPOnKy
WAN v LAN npu nomMoLLu NpocCTbIX B
NCMOJIb30BaHUN MacTEepPOB.

Pa3zsepTbiBaHne CiscoWorks LMS Cuctema ynpasneHus LAN CiscoWorks

ceTtu, (LMS) npepctasnsaeTt cobonn Habop

HacTpoliKa, VHTEr pupoBaHHbIX MPUIOXKEHUIA,

MOHUTOPUHF " npefgHa3sHa4YeHHbIX /15 YMNPOLeHUs

yCTpaHeHune eXXe[HEeBHbIX npoueanyp ynpasiaeHus

HenoJsiaLoK KomnekcHon ceTbto Cisco, CHMKeHUs


http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_cfg_wsma_ps6441_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/go/eem
http://www.cisco.com/go/ipsla
http://www.cisco.com/en/US/tech/tk648/tk362/tk560/tsd_technology_support_sub-protocol_home.html
http://www.cisco.com/go/ciscocp/
http://www.cisco.com/go/lms/
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onepaumoHHbIX pacxogos (OpEx) n
MOBbILEHNS JOCTYMHOCTU CETU.
CiscoWorks LMS npegnaraeT ceTeBbiM
afAMUHMCTpaTopaM NpocTon B
MCMonb3oBaHUN web-nHTepdenc,
rnpegHa3sHayYeHHbIN 418 HAaCTPOWKN,
AOMUHUCTPUPOBAHNSA N YCTPaHEHUA
Henonagok MapwpyTmsatopos Cisco ISR
C UCMO/Ib30BaHMEM TaKnX
MHCTPYMeHTOB, Kak Cisco 10S EEM.

Kpome Toro, ons NnoanepXKu OCHOBHbIX
CepBMCOB MaaThopMbl MapLLupyTMu3aTopa
C nHTerpaumen cepsucos CiscoWorks
Tak>Xe obecrneymBaeT OOMONHUTENbHYIO
noanep»xky Cisco Service Ready Engine,
Mo3BOJISIS aAMUHUCTPUPOBATL U
pacnpenenaTb NporpaMMHble 06pasbl
Ha SRE, cokpalwasa npooo/mKnTenbHoOCTb
N CNOXKHOCTb ynpaBsieHus obpasamu.

Cpenctso CiscoWorks Network
Compliance Manager (NCM)
OTC/IEXXMBAET U pPeryampyeT nameHeHus
KoHurypaunm n MO Bo BCen ceTeBOn
MHPaCTPYKType, COCToALLEN N3
YCTPONCTB pa3/inyHbIX
npounssoguTenen. OHo obecneymBaeT
MPEeBOCXOAHbIN KOHTPOJIb U3MEHEHUN B
CeTU N MOXET OTC/IeXnBaTh
COOTBETCTBME HOPMATUBHbIM, UT- 1
KOpnopaTUBHLIM MpaBuiaM, a Takxe
TexHoJIornyeckum TpeboBaHUaM.

Cisco Security Manager asnseTcs
JlyHLWNM B OTPacC/IM NPUIOXKEHNEM ANs
yrnpaBaeHna cucteMamm obecneveHuns
6e3onacHocTn. OHO NO3BONSET
yMpaBAATb CEPBNUCAMMN MEXCETEBOIO
3KpaHa, VPN n cuctemsl
npenoTBpalleHnsa BTopxxeHun (IPS) Ha
MapLipyTusaTopax Cisco, ycTponcTeax
6€30MacHOCTN 1 CEPBUCHBIX MOAYAX
KOMMYTaTOpOB. B cocTaB nakeTa Takxe
BXOAUT CUCTEMA MOHUTOPWHIra, aHaan3a
n pearnposaHusa Cisco Security MARS,
npefHa3Ha4yeHHas 419 MOHUTOPUHIa 1
OTpa)KeHus yrpos.

Cpegnctso Cisco Unified Provisioning
Manager npeactasnseT cobon
HageXxHoe n macwTabupyemoe web-
peLueHune No yrnpaBJsIEHNIO KPUTUHECKN
Ba>XHbIMN KOMMYHUKaLMOHHbLIMU
pecypcamu cliefyoLLero NoKoeHns.


http://www.cisco.com/go/cwncm/
http://www.cisco.com/en/US/products/ps6498/index.html
http://www.cisco.com/go/cupm/
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OHO ynpaB/iseT cepBMCaMn CUCTEMbI
YHUPULNPOBAHHBIX KOMMYHUKaLUA B
obnactun IP-TtenedoHnKn, ros0CcoBomn

noYTbl 1 cpefl, obMeHa coobLLeHnsIMN.

3alnLeHHoe KIIMeHT-CepBeEpHoe
npunoxeHune Cisco License Manager
obecrneynBaeT NPoCcToe yrnpaBneHue
akTuBaumen n nuueHsmamm MO Cisco
I0S ons WNpoKoro cnekTpa naaTgopm
Cisco, paboTatownx noa ynpaBrieHnemM
MO Cisco 10S, a TakXXe opyrux
OrMepaLMOHHbIX CUCTEM.

Cisco Configuration Engine siBnsieTcs
3aLMLLEHHbIM PELUEHMEM A1 CETEBOr0
yrnpaBneHus, koTopoe obecneynBaeT
aBTOMaTU4YeCKOE pacrnpocTpaHeHne
KOHUrypaumi n nporpamMmmMHbIX
obpa3oB nocpencTBoOM
LLeHTPaIM30BaHHOI O yrpaBsieHns Ha
ocHoBe WabnoHoB.

MoCcKoNbKY KOMNaHUN CTPEMATCHA CHMXKaTb COBOKYMHYK CTOMMOCTb BrageHus (TCO) cBOMMK CeTAMU 1 NOBbILLAaTh 06LLyto
MPON3BOANTENIbHOCTb PaboThbl COTPYAHUKOB NMPY NOMOLLN BCe Bosiee LeHTPan30BaHHbIX 1 OPUEHTUPOBAHHbLIX Ha
COBMECTHY0 paboTy npuno>xeHuin, BO3HNKaeT NOTPeBbHOCTb B MHTEIEKTYasIbHbIX PeLleHnax NS Guananos.
MapuwpyTusaTtopsl Cisco ISR cepun 2900 No3BoNAIOT CO3[4aBaTh Takue pelleHuns, obecrneymBas BO3POCLLYIO
MPON3BOANTENILHOCTb U MOAYJIbHOCTb U, TakuM 06pa3om, noaaep XKy MHOXeCTBa cepBmncoB. MapupyTusaTtopsl Cisco
cepumn 2900 pa3paboTaHbl Ang obbeanHeHna PyHKLMA OTAENbHbBIX YCTPOUCTB B paMKaxX e4MHON KOMMAaKTHOW CUCTEMBI.

1. Tabnnua 7. TexHNYeCcKne xapakTepucTukn mapwpyTtmsatopos Cisco ISR cepum 2900

Cisco 2901 Cisco 2911
CepBUCbI U CNOThI
BcTpoeHHbIe cpencTBa Oa Oa
annapaTHOro yCKOpPeHus
wndposaHua (IPSec +
SSL)
Yucno ceaHcos Cisco 35 50
Unified SRST
Yucno ceaHcos Cisco 35 50
Unified CCME
Bcero BCTpoOEHHbIX 2 3
rnoptos WAN

10/100/1000

Cisco 2921 Cisco 2951
La Oa

100 250

100 150

3 3
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MopTbl RJ-45 2 3 3 3

MopTbl SFP (npwu 0 0 1 1
ncrnosib3oBaHMe nopTa

SFP 6yneT oTK/t04EH

COOTBETCTBYIOLLWA MNOPT

RJ-45)

CnoThl ANA CEPBUCHBIX 0 1 1 2
monynen

CpoBoeHHble CNoThl AN 0 0 1 1

CEepBUCHbIX Moayen
(Npw ncnonb3oBaHNn
CABOEHHOro cnoTa byayT
3aHATHLl BCE OAMHAPHble
C/I0Tbl AJ151 CEPBUCHbIX
MoAyfen Ha nnaTgopme

2900)

CnoTbl gns EHWIC 4 4 4 4
CpoBO€eHHbIe CNoThl AN 2 2 2 2
EHWIC (npwn

MCMOJIb30BaHUNN

CABOEHHOrO CJIoTa Ang
EHWIC 6yayT 3aHaThI
nBa cnota ans EHWIC)

CnoTtbl ang ISM 1 1 1 1

CnoTbl ANA BCTPOEHHOro 2 2 3 3

DSP (PVDM)

Mamate DDR2 ECC 512 M6anT 512 M6ant 512 M6ant 512 M6ant

DRAM — no ymon4aHuio

MamsaTe (DDR2 ECC 2 banTt 2 banTt 2 IbanTt 2 IbanTt
DRAM) —MakCcuManbHO

Compact Flash (BHeLUH.) cnot 0: 256 Mbant cnot 0: 256 MbanT cnot 0: 256 MbanT cnoT 0: 256 MbanT
— MO0 YMOJ4aHuIo

cnot 1: H/A cnot 1: H/A cnot 1: H/A cnot 1: H/A
Compact Flash (BHeLUH.) cnot 0: 4 F6anT cnot 0: 4 6anT cnot 0: 4 I6anT cnot 0: 4 IéanT
— MaKcmMalbHo cnot 1: 4 Fant cnot 1: 4 rant cnot 1: 4 I'éanT cnot 1: 4 I'banT
BHewHWe cnoTbl onsa 2 2 2 2

Flash-namatn USB 2.0
(Tun A)



nag

Cnenyw 30 9KCNepTomM

KoHconbHbI nopT USB
(Tvn B) (no 115,2 k6buT/c)

MocnenoBaTeNbHbIN
KOHCOJIbHbIN NMopT

BHelwwHun
rnocsiefoBaTeNbHbIA MOPT

BapuaHThbl
3NeKTponuMTaHns

Mopnnep>xka RPS
(BHeLwHen)

TexHn4yeckune XapPaKTEPUCTUKN CUCTEMbI MUTaHUA

BxonHoe HanpsaxeHune
nepemMeHHOro Toka

YacToTa BXOOHOro
rnepeMeHHOro Toka

Ounana3oH pabo4nx
TOKOB Ans Bl
nepemMeHHoOro Toka
(makc.)

BxoaHoOW nepemMeHHbIN
TOK Mneperpysku

HomMunHanbHas
notpebnsemas
MOLLHOCTb (6e3
mopynen) (BT)

lMpenenbHas MOWHOCTb
Bl nepemeHHoOro Toka
(BT)

MpepenbHas MOWHOCTb
nnTaHnsa Yyepes PoE
(Tonbko nnaTgopma)
(BT)

I'Ipep,eanaﬂ MOLLHOCTb
PoE, nepenasaemas Ha
OKOHe4YHble yCTpOIZCTBa
(BT)

CeTb NepeMeHHOro
TOKa 1 PoE

HeT

oT 100 po 240 B ~
(aBTOHacCTpoMKa)

oT 47 npo 63y

oTr1,5000,6A

50 A

40

150

175

130

CeTb NepeMeHHOoro
Toka, PoE, ceTb
NOCTOSAHHOI0 ToKa*

Cisco RPS 2300

oT 100 no 240 B ~
(aBTOHacCTpoMKa)

oT 47 po 63y,

oT2,2p0010A

50 A

50

210

250

200

000 «HATI»
+7 (343) 379-98-38

sales@nag.ru

CeTb NepeMeHHOro
Toka, PoE, ceTb
NOCTOSAHHOI0 ToKa*

Cisco RPS 2300

oT 100 no 240 B ~
(aBTOHacCTpoOMKa)

oT 47 npo 63 'y

or3,4p001,4A

50 A

60

320

370

280

CeTb NepeMeHHOorc
ToKa, POE, ceTb
NOCTOAHHOIO TOKa’

Cisco RPS 2300

o7 100 o 240 B ~
(aBToHacTpoMKa)

oT 47 po 63Ty

or3,4p001,4A

50 A

70

340

405

370
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MpegenbHaa MOWHOCTb
PoE, nepepnasaemas Ha
OKOHEeYHble YCTPONCTBa
npw NCNosb30BaHNN
ycunenuns PoE (BT)

o

H/L

dunsnyeckune XapaKTeEPUCTUKU

Fabaputbl, B x LW x

BbicoTa cTOMKM

Macca c bl
rnepeMeHHoro Toka (6e3
moaynen)

Macca c nuTaHuem oT
POE (6e3 monynei)

HomMunHanbHasa mMacca B
MOJIHOW KOHurypaumm

[MoTok BO3ayxa

LOoNoNHNUTENbHbIN
KOMMJIEKT BEHTUNALNN

44,5 x 438,2 x 439,4
MM

1RU

6,1 kr

6,5 Kr

7,3 Kr

OT nepepHen naHenn

K 6OKOBbIM

H/O

XapaKTepucTuKy oKpy KatoLLern cpensbi

Paboune ycnosus

TemnepaTypa — Ha
BblCOTax A0 1800 m

TeMmnepaTypa — Ha
BbiCOTax 4o 3000 m

TemnepaTypa — Ha
BblCcOTax A0 4000 m

TemnepaTypa — Ha
BblcOTax o 1800 m,
KpaTKOBPEMEHHO (Mo
NEBS)

BbicoTa

OTHOCUTENbHAA

oT 0 go 40 °C

o1 0 go 25 °C

H/L

H/O

3000 M

oT 10% po 85%

750

44,5 x 438,2 x 304,9
MM

2RU

8,2 Kr

8,6 KI

9,5 kr

OT oaHow 6okoBoI

rnaHenu K gpyrom

OT nepepgHen naHenn
K 3agHen

oT 0 go 40 °C

o1 0 go 40 °C

oT 0 go 30 °C

oT -5 po +50 °C

4 000 m

oT 5% no 85%

sales@nag.ru

750

88,9 x 438,2 x 469,9
MM

2RU

13,2 kr

13,6 kr

15,5 kr

OT nepegHen naHenn

K 3agHen

H/O

oT 0 go 40 °C

o1 0 go 40 °C

oT 0 go 30 °C

H/O

3 000 ™

oT 10% no 85%

750

88,9 x 438,2 x 469,
MM

2RU

13,2 kr

13,6 kr

15,5 kr

OT nepegHen naHe

K 3aaHen

H/O

oT 0 go 40 °C

o1 0 go 40 °C

o1 0 go 30 °C

oT -5 po +50 °C

4 000 m

oT 5% no 85%
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BJIdKHOUC I b

Brna>xHOCTb,
KpaTKOBpeMeHHO (no
NEBS)

AKyCTUKa: 3ByKOBOE
nasneHmne (HoM./Makc.)

AKyCTUKa: 3ByKOBas
MOLLHOCTb (HOM./MakKc.)

Ycnosus XpaHeHnA

TeMmnepaTypHbIn
AunanasoH

OTHOCUTENbHAA
BJTaXKHOCTb

BbicoTa

H/L

41/53 pBA

49/61 nBA

oT -40 po +70 ¢C

oT 5% 0o 95%

4570 m

CooTBETCTBME HOPMATUBHbLIM TDE6OBaHVIﬂM

be3sonacHocTb

SNeKTpoMarHuTHas
COBMeCTUMOCTb

TenAakNMMVHUKAITAOHHKIA

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vyacTtb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNMYMBOCTD)

EN 55024, CISPR 24
EN50082-1

TIA/FIA/IS-QRR

oT 5% 0o 90%, HO He
6onee 0,024 kr
BOAbI/KI CyX0ro
BO34yXa

51,8/62,9 nBA

58,5/70,3 nbA

oT -40 pgo +80 ¢C

oT 5% 00 95%

4570 m

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vyacTb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUUMYMBOCTD)

EN 55024, CISPR 24
EN50082-1

TIA/FIA/IS-QRR

000 «HATI»

+7 (343) 379-98-38
sales@nag.ru

H/L

54,4/67,4 nBbA

62,6/74,5 nbA

oT -40 po +70 °C

oT 5% 0o 95%

4570 ™M

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vacTtb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNUMYNBOCTb)

EN 55024, CISPR 24
EN50082-1

TIA/FIA/IS-QRR

H/L

54,4/67,4 nbA

62,6/74,5 nbA

oT -40 po +70 °C

oT 5% 0o 95%

4570 ™M

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vyacTb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knact
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNMHNBOC

EN 55024, CISPR 2:
EN50082-1

TIA/FIA/IS-QRR
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XapakKTepucTnkn

oy e oo

CS-03

ANSI T1.101

ITU-T G.823, G.824
IEEE 802.3

OvpektuBa RTTE

oy e oo

CS-03

ANSI T1.101

ITU-T G.823, G.824
IEEE 802.3

Ovpektusa RTTE
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oy e oo

CS-03

ANSIT1.101

ITU-T G.823, G.824
IEEE 802.3

OvpekTtusa RTTE

R N A v

CS-03

ANSIT1.101

ITU-T G.823, G.824
IEEE 802.3

OvpekTtua RTTE
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MpoussoanTens: Cisco

Tabnuua COBMeCTUMOCTU C MooynamMu

Obwwme

MonynbHble 6J10KM NUTaHNUS MapLupyTu3aTopa

Twn ycTponcTea

Mopnep>XnBaembli TUM NHTePhENCOB MapLlpyTM3aTopa

NunHenka Cisco

DNa
MapLwpyTunsaTtop
NHTepdencel 10/100/1000Base-T

ISR 1900, 2900, 3900
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