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MapuwpyTtunusaTtop Cisco 2921
CISC02921/K9

OnucaHune

B cTaHOApPTHYIO KOMNJIEKTALUIO BXOOUT:

512Mb Dram namatu n 256Mb Compact Flash, 1 610k
nuTaHmsa A

Ha paHHbIA TOBap BOo3MO>XHa rapaHTua NAG-
NBD (Next Business Day), ycsnoBus u ueHy
YTOYHAWUTE Y MeHeaXepa

Cisco® ISR 2900 — cepusa MapLpyTM3aTOPOB C MHTErpaLven cepemcos, padpaboTaHHasa Ha OCHOBaHWUN 25-NeTHero
onbiTa Cisco B 06/1aCTV MHHOBALMIA 1N CO34aHNSA NepefoBbIX peLleHNn. ApXUTEKTYpa HOBbIX NaaTdopM obecrneymBaeT
noafep KKy crefnyoLero 3Tana pa3sutus GuananosB opraHn3aunii, NepeHocs MyabTUMeAniHble CpeACcTBa COBMECTHON
paboTbl 1 cpencTBa BUPTYyanM3aLnmn Ha YPOBEeHb huanana v no3Bosds CyLeCTBEHHO COKPaTUTb ONnepaLiOHHbIe
n3pepxku. MNnatdopmbl Ha 6aze mapwpyTmnsatopos Cisco ISR BTOpOro nokoseHns No3BONAIOT peLlaTb HE TOIbKO
CerofHsWHMEe 3a[4a4u, HO 1 Te 3a4ayu, KOTOpble BO3HUKHYT B ByAyLieM, MOCKOJIbKY B HUX UCMOJIb3YOTCA MHOrosiAepHbIe
rnpoueccopbl, MOAAEP>KXUBAOTCA BbICOKONMPOU3BOANTESNbHbIE CUIHabHbIE NMpoueccopbl (DSP) ana pacwmnpeHuns
MepCrneKTUBHbIX BO3MOXXHOCTEN nepefayun BMAEO, NCMOJIb3YTCA MOLHbIE CEPBUCHbBIE MOAYJIN C MOBbLILLEHHON
DOCTYMHOCTbIO, cpeAcTBa kKoMmMyTauum Gigabit Ethernet ¢ nonaep>xkon pacwimpeHHonm cneuyndpurkaunm POE, a Takxe
HOBble BO3MO>XHOCTI YMNPaBJAEHNSA U MOHUTOPUHra noTpebneHns sHeprun. Kpome TOro, HOBbIM YHMBEpPCasbHbIN 06pas3
onepaumoHHom cuctemsl Cisco IOS® n moaynb Services Ready Engine no3BonsaioT pa3fennTb pa3BepTbiBaHNE
obopynoBaHMS N NporpaMmMHoro obecnevyeHus, TeM caMmbiM 06ecneynBas HageXXHYO TEXHOJIOMMYECKY0 OCHOBY,
CNocobHyo BbICTPO afaNTUPOBATLCA K MOCTOAHHO U3MeHALWMMCS TpeboBaHNAM K ceTu. B uenom MmapLupyTrsaTopsl
Cisco cepun 2900 obecneymBatoT becrnpeueseHTHOE CHMUXXEeHNE COBOKYMHOM CTOMMOCTU BnageHus (TCO) v BbiCOYaMLLINA
YPOBEHb MrMBKOCTU CEeTU, KOTOPbIE MOAAEPXKMNBATCA UHTENIEKTYaIbHbIMU CPeACTBAMU UHTErpaLumm Ny4wnx B 0Tpacav
cpenctB obecnevyeHns 6e30MNacHOCTU, CUCTEMbI YHUPULMPOBAHHBIX KOMMYHUKALNA, TEXHOJIOMUIA CO34aHNA
6ecnpoBOAHbLIX CETEN U NPUKNaAHbIX CEPBUCOB.

0630p nNpoaykTa

Cepus Cisco 2900 sBnsieTcs pasBUTUEM JlydLlen B CBOEM Kiacce cepumn MapLupyTmsaTtopos Cisco ¢ MHTerpaumen
cepsucos 2800 n cocTouT 13 YeTbipex mogenein: Cisco ISR 2901, 2911, 2921 n 2951 (cm. puc. 1).

Bce mapwpyTtusaTtopsbl Cisco ISR cepun 2900 noanep>XmBatoT BCTPOEHHble CpeAcTBa annapaTHOro yCKOpeHus
WnpoBaHnNs, CNOTbl LMGOPOBBLIX CUrHasbHbIX NpoueccopoB (DSP) ona obpaboTku rosoca n BUAEO, ALOMNOJHUTENbHBIN
Me>XCeTeBOW 3KpaH, CUCTEMY MPefoTBpPaLLEHUS BTOPXKEHUN, cucTeMy 06paboTkn BbI30BOB, CPEACTBA FOJIOCOBOW MOYThI U
CepBUChI MpUIoXKeHW. KpoMe Toro, nnaTghopMbl MOALEPKNBAIOT LUMPOYANLLNA CMEKTP NPOBOAHbLIX 1 6eCNpoBOAHbIX
MHTepdencos, Takmux Kak T1/EL, T3/E3, xDSL, MefiHbI 1 ONTOBOJIOKOHHbIN GE.
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OcHOBHble Bu3Hec-npenMyLLEeCTBa

MapwpyTusaTopbl Cisco C MHTerpaumuen cepsnucoB BTOporo nokoneHms (ISR G2) obecneynBaioT NpeBOCXOAHYHO
afanTUBHOCTb N MHTErpauuo ceprcoB. PaspaboTaHHas ¢ y4eToM TpeboBaHMM K MacliTabupyemMocTun, MOy /IbHas
apxXuTeKkTypa 3TUX NaTgopM MNo3BoJISET HapalmBaTb N afanTUPOBaTbh UX BO3MOXXHOCTU B COOTBETCTBUM C pa3BUTUEM
Ballen opraHusauunn. busHec-npenmyiecTBa MapwpyTtunsatopos Cisco ISR cepun 2900 nepeyncneHsl B Tabnavue 1.

Ta6nuua 1. OcHOBHbIe GU3Hec-npeuMyLLecTBa MapLipyTusaTopoB Cisco ISR cepuu 2900

MpenmyLecTso Onucanne
NHTerpauns MapwpyTunsaTtopsbl Cisco ISR cepum 2900 obecneymBatoT NOBLILLEHHYO MHTErpauunto
CcepBMUCOB CepBUCOB Mepefaym roaoca, BUAeo, AaHHbIX, obecrneyveHnsa 6eszonacHoCcTH,

6ecnpoBOAHON CBA3M U MOBMbHBLIX CEPBMUCOB, MO3BOASA CYLLLECTBEHHO CHU3UTb
ornepaLnoHHbIe N3LEPXKKNA.

CepBuchbl No 3anpocy B kaxaoM ISR G2 ncnonb3yeTcs eanHbIA yHMBEPCaibHbI 06pa3 onepaLlmnoHHON CUCTEMBI
Cisco IOS®. EauHbIi nporpaMMHbIi obpa3 conepxnT Bce Habopbl yHkumin Cisco 10S,
KOTOpble aKTUBMPYIOTCA NPY NOMOLLN MPOrpPaMMHON INLLEH3MN. DTO NO3BONAET BaLLen
opraHu3aunm 6bICTPO pa3BepThiBaTb paclUMpPeHHble YHKLUK, He 3arpy>kas HoBbI obpas
10S. Ona noafepXKu HOBbIX (hYHKLIMOHaIbHBIX BO3IMOXHOCTEN yBeIn4eH 06bem namaTtun
B KOH(MIypaLum rno yMmonyaHuo.
Moaynb Cisco Services Ready Engine (SRE) peann3syeT HOBYIO 3KCMlyaTaLMOHHYIO
Mofesib, MO3BOJIAOLLYI0 CHU3UTb KanuTabHble pacxofbl (CapEX) v BbIMOJHUTL
pa3BepTbiBaHWe BCeX HEOOXOAMMbIX CEPBMNCOB MPUNOXKEHNA Ha OAHOM UHTErPUPOBaHHOM
BbIYNCINTENILHOM MOoAYe.

Bbicokas MapwpyTusaTtopsl Cisco ISR cepum 2900 MOryT pa3BepTbiBaTbCs B BbICOKOCKOPOCTHbIX
NnPOV3BOANTENILHOCTb cpenax WAN n obecnedmBatoT COBOKYMHYH MPOMyCKHY cNocobHOCTb OAHOBPEMEHHO
WHTEer ppoBaHHbIX paboTatowmx cepBncos o 75 Méut/c.

CepBuCoB MynbTurnrabntHas KOMMyTaLMoOHHaa CTPyKTypa (MGF) obecneynBaeT BbICOKYHO

MPOMNYCKHYI CMOCOBHOCTb MEXMOAYJIbHbLIX KaHanoB 6e3 yuiepba ons
NMPON3BOANTENBHOCTU CUCTEMbI MapLLUPYyTU3aLUN.

ALanTuUBHOCTb CeTun PaspaboTaHHasa ona ynosneTBopeHns busHec-noTpebHoCTEN 3aKa34ymMKoB, MOAYJibHas
apxutekTypa MapwpyTusaTtopos Cisco ISR cepun 2900 nogaep>KmMBaeT LWNPOKUIA CAEKTP
NPOnN3BOANTENBHOCTU MOAYJIbHbIX MHTEP(ENCoB N CEPBNCOB, KOTOPbIE MOTYT
yCTaHaB/IMBaTbLCS MO Mepe N3MEHEHMWs NoTpebHOCTel Ballen ceTu.
MopynbHble MHTepdenchl 061afatoT NOBbILLEHHOW NPOMYCKHON CNOCOBHOCTLIO,
noafaep>XXnBatT pa3/invyHble BapmaHTbl NOAKAOYEHNS 1 obecnevynBaoT
O0TKa30yCTONYNBOCTb CETH.

JHepreTunyeckas

3P PeKTMBHOCTb .
b B apxutekTypy MmapuwpyTusaTtopos Cisco ISR cepumn 2900 3an0XeHbl cneyoLine

(hyHKLMUN dHEeprocbeperxeHns:

MapupyTusaTtopsl Cisco ISR cepun 2900 obecneynBaloT UHTENIEKTYallbHOE yrpaBieHne
3/IeKTPONUTaHMEM U MO3BOJISET 3aKa34yMKy peryampoBaTb dHepronoTpebneHe moaynemn
B 3aBMCMMOCTW OT BPEMEHU CyTOK. B fanbHeremM nnaHnupyeTca peaan3oBaTtb
nonaepxky TexHonoruu Cisco EnergyWise.
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MOAYJIbHOCTb N MHTErpaumnsa CEpBMUCOB B paMKax eguHoV MaaTgopMsbl,
BbIMOJIHAIOLLEN MHOXKECTBO (DYHKLUN, ONTUMU3NPYET Pacxo[ MaTepurasioB npu
N3roToBNEHUN N NOTpebrieHne sHeprum B NpoLecce sKcnayaTauuu.

MbKoCTb MNaTOpPMbl U HEMPEPbLIBHOE Pa3BUTUE KaK MPOrpaMMHbIX, Tak 1
anrnapaTHbIX BO3MOXXHOCTEN, NpoAJsieBaeT XXU3HEHHbIN LUK MPOAYKTOB U
COKpallaeT BCe acneKTbl COBOKYMHOWN CTOMMOCTUY BflafeHUs, BKOYas
NCMNosib30BaHe MaTepuasioB 1 aHepronoTpebnieHue.

Kaxkpgas nnatopMa cHabxeHa NCTOYHMKaMU NMUTaHns ¢ BbiCOKM KT,

3almTa NHBECTL NI MapwpyTunsaTtopsl Cisco cepun 2900 obecneymBatoT MaKCUMabHYO 3almnTy
WHBECTULMIA, NOAOEPKNBAS:

BO3MO>XHOCTb MOBTOPHOIO NMCMOJ/Ib30BaHNA 0BLLIMPHOro CNeKTpa CyLeCTBYOLWMX
MoAynen, nogaepXnBaembix MapwpyTmsatopamm Cisco ISR npeabiayLiero nokosaeHus,
obecne4ymnBaeT cHMxKeHue TCO.

LLnpoknin Habop nporpammHbix dyHKumi Cisco 10S, nepeHeceHHbIx ¢ naaTdopmbl Cisco
ISR npenblaywero noKoaeHns N BHeAPEHHbIX B €4UNHbIA MPorpamMMHbI obpas.
'mbkocTb, obecneymBatoLlyo pa3BUTUE BO3SMOXKHOCTEN NiaTdopMbl MO Mepe pocTa
noTpebHocTen KoMNaHnn

ApXMTEKTypa U MOAYJIbHOCTb

MapwpyTunsaTtopsbl Cisco ISR cepumn 2900 CKOHCTPYMPOBaHbI 4NA yO0BIeTBOpeHna TpeboBaHNN COBPEMEHHbIX
MPUNOXKEHU ANa pUananoB, a T’MOBKOCTb UX apXUTEKTYpPbl M03BoOAsAET obecnedynTb NOAAEPXKKY MPUSIOXKEHUN, KOTOPbIE
nosasATcA B byayuieMm. MooynbHaa apxuTekTypa co3faHa A1 NOAOEPXKKM pacTyLmux TpeboBaHW K MPOnyCKHOM
cnocobHocTu, TDM-coeAUHEHUIA 1 MOJIHOCTbIO MHTErPUPOBAHHOIO pacnpenesnieHns CUCTEM NUTaHUS MoAYen,

NnoALepP KVBAOLWMNX 3NEKTPONUTAHNE BHELLIHUX YCTPOMCTB no cTaHgapTam 802.3af Power over Ethernet (PoE) n Cisco
Enhanced PoE (ePoE). B Tabnuvue 2 nepedunciieHbl npenmMyLLecTBa U BO3IMOXKHOCTY apXUTEKTYpbl MapLupyTusaTopos Cisco
ISR cepuun 2900.

Tabnuua 2. OyHKUMOHAJIbHbIE BO3MOXXHOCTU U MPENMYLLECTBA apXUTEKTYpbI

OyYyHKUMOHaIbHble BO3MOXHOCTN  [peuMyulecTBa
APXUTEKTYpPbI

MogaynbHasa nnaTtdopMa MapwpyTunsaTtopsbl Cisco ISR cepum 2900 sBaA0TCSA NAAaTHOPMON C BbICOKON
CTerneHbio MOAY/IbHOCTU, B KOTOPOW NPeayCcMOTPEHO MHOXKECTBO C/I0TOB AJ14
YCTaHOBKU UHTEPMENCHbIX MOAYNIe N CpeacTBa pa3BepThbiBaHUA CEPBMCOB,
yOoBAeTBOpsALWMe pasnnyiHbiM TpeboBaHUAM K ceTaM hUAnNanos.
MapwpyTnsaTtopbl ISR XxapakTepusyrTCcs CaMblM LUNPOKUM B OTPaC/in
CNEeKTPOM MHTepEenCHbIX Moy e A9 NOAKIOYEHUSA K JIOKaSIbHbIM 1
rnobanbHbIM CETAM, YTO NMO3BOJISET BbIMNO/HATL ONEepaTUBHYIO
MoZepHM3aLnio NNaThopMbl 419 UCMOSIb30BaHNA MEPCNEKTUBHbBIX
TexHonornm 6e3 3ameHbl BCer NaaTOopmbl.

Mpoueccopsbl MapuwpyTusaTtopsbl Cisco ISR cepum 2900 ocHalleHbI
BbICOKOMPOM3BOAMNTESIbHBIMA MHOMOSAAEPHbLIMM NpoLLeccopamu,
MO3BOJISOLLUMUN BbINOJHNUTL pacTywme TpeboBaHUA K ceTaM uUananos,
BKJ1I0YAs BbICOKY MPOMYCKHY cnocobHOoCTb nogkatoveHns kK WAN un
BO3MO>XHOCTb O4HOBPEMEHHOM PaboTbl MHOXKECTBa CEPBMCOB.
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BcTpoeHHble cpencTBa
annapaTHOro yCKopeHus
wundgposaHmna gna IPSec/SSL VPN

MynbTururabuTHas
KOMMYyTaLMOHHas CTPYKTypa
(MGF)

CTpyKkTypa KommyTauum TDM-
KaHasoB

BcTpoeHHble nopTol Gigabit
Ethernet

MHHOBaLMOHHbIE CpeacTBa
KOHCOJIbHOro goctyna no USB

LonoNHUTENbHbIN
WHTErpmpoBaHHbIA NCTOYHUK
NUTaHNA 31eKTPONUTaHNSA No
cTtaHgapTy PoE, a Takxe
YHUBEpCabHbI 6/10K NUTaHMSA
MOCTOAHHOIO TOKa

LOMONHUTENbHbIA BHELLIHWNA
pe3epBHbI 610K NuTaHusa (RPS)
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BcTpoeHHble cpeacTBa annapaTHOro YCKopeHus windgposaHnsa 6bian
yCOBEPLUEHCTBOBAHbI AJ15 NOBbILLEHUS MacwTabupyemocTun. B coveTaHum c
pononHuTenbHom nuueHsnen Cisco I0S Security oHn nossonsatoT obecneynTb
6e30MacHOCTb NOAKAOYEHNS K r106anbHOM CeTU U pa3BepHyTb cepBuckl VPN
(yckopeHune winpoBaHmnsa peanmsoBaHo Kak ans IPSec, Tak n SSL).
BcTpoeHHoe obopynoBaHme WNpPoBaHNSA 3aMeHSAET U NPEBOCXOANT Mo
MpPoOn3BOAUTENIbHOCTY MoAy M AIM npeblioyLLero NoKoAeHus.

B mapuwpyTtunsatopax Cisco ISR cepumn 2900 Briepsble peasin3oBaHa
WHHOBALMOHHasA MyJIbTUrMrabntHas KoMMyTaunoHHaa cTpykTypa (MGF),
obecneymnsatoas 3hheKTUBHBIA 0OOMEH AaHHBIMU MeXAY MOAYNAMU 1
HernocpeaCcTBEHHOE B3aUMOLENCTBME CEPBUCOB MeXAY MOLYIAMM Mpn
OLLHOBPEMEHHOM CHV>XEHUW Harpy3Ku Ha NpoLeccop MapLipyTmn3aTopa.

CepBuChl CUCTEMbI YHUDULNPOBAHHbLIX KOMMYHUKaUWIA B huinane moryT
ObITb CyLLECTBEHHO pacCLUMpPEHbl MPU UCMOIb30BaHNN B apXUTEKTYpE
CUCTEMbI CTPYKTYpPbl KOMMyTauum TDM-KaHasioB, 4TO NO3BONAET YBENYUTb
€MKOCTb KaHanos DS-0.

Bce BcTpoeHHble nopTbl WAN ABASIOTCA MapLUpyTU3MPYyEMbIMU MOPTaMu
10/100/1000 Gigabit Ethernet WAN.

OawnH n3 Tpex noptos 10/100/1000 Ethernet WAN B mogensax Cisco 2921 n
2951 obopynosaH noptom SFP BMecTo nopTa RJ-45 ons nogoknoyeHus K
nnHnn BOJIC.

MHHOBALMOHHbIN KOHCOJbHbLIN USB-nopT o6ecneyrBaeT BO3MOXKHOCTb
NOOKJ/IOYEHNSA ONSA YNPaBAEHNS C YCTPOUCTB, B KOHCTPYKLMN KOTOPbIX HET
nociefoBaTesibHbIX MOPTOB, HaNpuMep, COBPEMEHHbIX HOYTOYKOB.

Tak>xe [OCTYMHbl 06bIYHbIA KOHCOJIbHbLIA NOPT 1 nopT AUX.

B0O3MOXHOCTb MOAEPHU3ALMN BHYTPEHHEI O UCTOYHMKA MUTaHNSA 1
obecneyvyeHnsa NUTaHNA OOMNOSHUTESIbHbLIX BCTPOEHHbIX MOAY/1el KOMMyTaunum
(B cooTBeTCTBUM CO CO cTaHAapTom 802.3af POE n ctaHgapTHbIMMK
cneympurkaunamm BHyTpeHHero nutanusa Cisco).

B 6yaywem ons mogenen Cisco 2911, 2921 n 2951 6yneT poctyneH
[OMNOHMUTENbHLIA Bl NOCTOSHHOIMO TOKA, YTO PaCLINPUT BO3MOXKHOCTM
pa3BepTbiBaHNSA B LLEHTPasibHbIX 0hrcax U NPOMbILLUNIEHHbIX Cpefax.

IOna mapwpyTumsaTtopos Cisco 2911, 2921 n 2951 npefycMoTpeHa
BO3MOXXHOCTb pPe3epBMPOBAHNSA CUCTEMbI MUTAHUA C MOMOLLbIO BHELLHErO
ycTponcTsa RPS, 4To N03BONSIET COKPATUTh BPEMSA NMPOCTOS CETU U 3alLNTUTb
ceTb OT c6oeB, BbI3BaHHbIX NepebosiMn B 31€KTPONUTaHUN.

Pe3epBupoBaHme nutaHua mapwipyTtmnsaTopos Cisco cepum 2900 peannsyeTcs
npu NoMoLLmn cuctemol pesepsuposaHuns NnutaHus Cisco RPS 2300. PeweHne
Cisco RPS 2300 MOXXHO MCMNoNb30BaTb OJ15 PE3epPBUPOBAHUS NMUTAHUS KakK
MapwpyTmsaTopos Cisco ISR cepumn 2900, Tak n kommyTaTopoB Cisco
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Catalyst®.

Ons ncnonb3oBaHus Cisco RPS 2300 Heobxoaoum BHelwHUIA aganTtep RPS
(AONONMHNTENbHBIN 31eMEHT KOHMUrypaLuum) A8 NoAKAOYEHUS NAaT(HOopMbI
K BHellHeMy ycTponctsy RPS.

YcuneHue PoE Mpwn NnoakAYeHNN K BHELWIHEMY yCcTponcTBy RPS MapupyTusaTopsbl Cisco
2911, 2921 »n 2951 moryT BMeCTO pexxuMa pe3epBnpoBaHns
(PYHKLVOHNPOBATL B pexume ycuneHus PoE. Mpn 3TOM MOLWHOCTb NUTaHUSA
nnaTdgopmbl yaBanBaeTCs, 4TO No3BosiseT obecnevynTb sHEeprocHab>xeHne
LOMOJIHUTEsIbHbIX NopToB POE.

MbKoCTb pa3BepTbiBaHWA Mogpenn Cisco 2911 n 2951 pa3paboTaHbl ans cpen NEBS.
FnybuHa mopenu 2911 coctasnseT 12 AloiMoB. VIMeeTca BO3MOXXHOCTb
CHabanTb YCTPONCTBO BEHTUAALNOHHBIM (PUIbTPOM, YTO MO3BONAET
pa3BepTbiBaTb €ro B pas3n4yHbix cpefax. Cbopka ¢ poHTaslbHbIM 3ab60pom
BO34yXa 1 BbIOPOCOM 4Yepes ThbIJIbHYI0 YacTb AOCTYMHa TakxXe u ans 23-
OIOAMOBbLIX CTOEK.

BO3MO>XHOCTU U npevMmyuiectBa MOAYJIbHOCTHU

MopaynbHas apxuTekTypa MaplipyTusaTopos Cisco cepun 2900 (cm. Tabnnyy 3) obecneymBaeT HafeXHY0 3alnUTy
WHBECTULMIA 3aKa34MKoB. BONbLIMHCTBO MoAyJ e, CO3AaHHbIX AN MapLlpyTusaTopoB Cisco npenblAyLLnX MOKONEHWNA,
Taknx Kak cepua 2800, nogaep>xmeatoTca MmapipyTtusatopamum Cisco cepum 2900. Kpome Toro, aTm Mogyam mMoryTt
MNCMNosb30BaTbCA B APYrux MapLupyTunsaTtopax Cisco, 4To obecrneynBaeT MakCMMasibHYO 3alUUTY MHBECTULNNA. K
npenMyLLecTBaM TUMOBbIX MHTEPMENCHbBIX KapT MO BCEN CETU OTHOCATCS 3HAaYUTESIbHOE CHUXKEHUE CITIOXKHOCTH
yrpaBieHns pecypcamu, yrpoLieHre 3anycka KpynHbIX CeTen N YHUUKaLNM KoHpUrypaumin puamanos pasHbix
pa3MepoB.

MoNHbIN CANCOK MOoAyen, NoaaepxmpaemMblx MapLpyTusatopamu Cisco cepum 2900, Bkatodas moagynum SFP, npuseneH
Ha web-web-cTpaHuLe.

Tabnuua 3. MoaybHOCTb — (PYHKLIMOHAJIbHbIE BO3MOXXHOCTU U MPenMyLLecTBa

Moaynn ISR MpenmywecTsa

CepBucHble moaynu Cisco Kaxxkablll CNoT AN CEPBUCHBLIX MoAy e o6n1afaeT BbICOKOWM MPOMyCKHOMN
CNOCOBHOCTLIO Mepenayn OaHHbIX

CyMmMapHo fo 4 éuT/c B HanpaBiieHn npoueccopa MapLupyTmMsaTopa
CymMMapHO fo 2 éuT/c B HanpaBneHun apyrux moaynen B pamkax MGF

CnoTbl CEPBUCHBLIX MoAynen (SM) BecbMa afanTUBHbI N NOALEPXKUBAOT
cABoOeHHble Moy (SM-D), KoTopble ABAAITCSA CEPBUCHBIMU MOAYJISIMNA,
paccyMTaHHbIMU Ha ABa c/ioTa. Moaysin SM-D obecneymBaloT MOAEAM
Cisco 2921 n 2951 rnbkoCTb B NCMOb30BaHUN MOAynen 6onbLuen
MPON3BOANTENBHOCTMU.

C/l0Tbl CEPBUCHBLIX MOAYNen NPULLIA Ha 3aMeHy CJloTaM [ CeTeBbIX
MoAynen n caoTaM MoayJien paclumpeHns A ronocosom u
hakcuMmunbHom ceasn (EVM). 3Tu cnoTbel NPUCYTCTBYIOT B
MapuwpyTumsaTopax Cisco ISR 2911, 2921 n 2951.

ApanTep 0515 YCTaHOBKM Moayfen obecnevynBaeT obpaTHYto
COBMeCTUMOCTb C CYLLEeCTBYOWMMN CETEBLIMU MOLYISMU,
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pacwmpeHHbIMKN ceTeBbiMU Mogynsamu (NME) n EVM.

CnoTbl CEPBUCHBIX MOAYNEN MOAAEPKUBAIOT BABOE 60JbLUYIO MOLLHOCTb
MUTaHNA B CPAaBHEHUMN CO CJIOTaMu CETEBbIX MOAYEN, MO3BONASA
yCTaHaBAMBaTb 60Jsiee coBpeMeHHble MOAY N C BoJiee BbICOKON
MPOn3BOANTENIBHOCTbLIO.

MuTaHnem CNOTOB CEPBUCHBIX MOAYJIEN MOXKHO YNpaBasATb MPU NMOMoLLM
pacwmpeHun, cxogHeix ¢ Cisco EnergyWise, 4To nossosseT
OopraHM3aLuaM COKpaTUTb U3LEPXKKUN Ha 3neKTponoTpebreHne ceTeBomn
MHMPaCcTPyKTypbl. MonHoueHHas noaaepxxka EnergyWise 6ypet
[oCTyrnHa B 6yayLinx obHOBIEHNSAX MPOrpaMMHOro obecneyeHuns.

Cnot ana EHWIC ncnonb3yeTcs BMECTO C/10Ta BbICOKOCKOPOCTHOM
nHTepgencHon kapTbl HWIC n MoXxeT nogaepXnBaTb MCXOOHbLIA PEXUM
HWIC, nutepdencHoie kaptol WAN (WIC), nHTepgencHble KapTbl 415
nepenayun ronoca (VIC) n KoMbUHUpPOBaHHbIE MHTEPGENCHbIE KapThl
(VWIC).

YeTbipe nHTerpmpoBaHHbix cnota EHWIC B MmapwpyTusaTopax Mogensax
Cisco 2901, 2911, 2921 n 2951 obecneymBatoT 60sbLLYIO TMOKOCTb
(HOpPMUPOBAHNSA KOHUTYpaLUN.

Kaxkabin cnot gna HWIC obnanaeTt BbICOKOWM NPOMYCKHOM CNOCOBHOCTLIO
rnepenayun OaHHbIX:

CyMMapHO o 1,6 NbuT/c B HanpaBsieHMN NpoLeccopa MapLlipyTuM3aTopa
CyMMapHO go 2 Féut/c B HanpaBaeHun apyrmux mogynen B pamkax MGF

Mpwn NCNosb30BaHMN CABOEHHbIX MOAYIEN 3aHUMAlOTCS ABa C/loTa AN
EHWIC. lonyckaeTcsa oqHOBPEMEHHOE NCMOJIb30BaHMe 00 ABYX
CABOeHHbIX mogynen HWIC (HWIC-D).

OaunH cnoT ansa ISM obecneymBaeT BO3MOXXHOCTb YCTAHOBKM
VHTEeNNeKTyalbHbIX MOAYJIEN BO BHYTPEHHUIA C/IOT LLACCU.
Kaxxkgbiti cnoT ISM obnagaeT BbICOKOW MPOMYCKHOM CNOCOBHOCThLIO
rnepenayun gaHHbIX:

CymMmapHo fo 4 FbuT/c B HanpaBneHnn NpoLeccopa MapLupyTmnsaTopa
CyMMapHoO fo 2 FbuT/c B HanpaBneHun apyrux moaynen B pamkax MGF

ISM 3ameHseT cnoT AlIM, cyuwecTByowme moaynu AIM cnotom ISM He
noanep>XnBarTcs.

MuTaHne Ha cnoTax ISM ynpaBnseTcsa pacwmpeHnamMmm, cxogHbiMmn ¢ Cisco
EnergyWise, 4To No3BoOASeT OpraHM3aumsaMm COKpaTUTb U3LEPXKKU Ha
anekTponoTpebneHne ceTeBon MHPPaACTPYKTypbl. MonHoLEeHHad
nopanep>xka EnergyWise 6ygeTt gocTtynHa B 6yayLimx obHOBAEHNAX
nporpamMmMHoro obecrnevyeHus.

Cnotel onsa monynen PVDM3 nopgaepxxusatoT moaynvm PVDM3,
obecrneynBas NOBbILLEHHYIO MJOTHOCTbL Nepeaayn ayamno- n
BuaeoTpaduka.

Kaxkgbinn cnot ans PVDM3 coeiHEH C CUCTEMHOW apXUTEKTYpPOn 2-
rmrabuTHbIM COeAMHEHNEM, peasin30BaHHbIM B paMkax MGF.
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3awmnTa uHBecTnuMn B Mmoaynm PVDM2 ocyuiecTBASeTCSA Npy MOMOLLN
ajanTepa A1 yCTaHOBKM MOAYJeNn.

MuTtaHne Ha cnotax ana PVDM ynpaBnaeTcs pacluMpeHnsamm, CXo4HbIMA C
Cisco EnergyWise, 4TO NO3BOJISIET OpraHn3aunaM COKPaTUTb NU3LEPXKKN
Ha 3nekTponoTpebneHne ceTeBO NHPPACTPYKTYpPbI. [TosHOLEeHHas
nopaepxxka EnergyWise 6ynet noctynHa B 6yayLmx obHOBREHNAX
nporpaMmMHoro obecreyeHus.

Cnotbl Compact Flash B KOHCTPYKLMN MapLLpyTN3aTOPOB C MHTerpaumnen cepsmcos Cisco cepumn
2900 npepycMoTpeHbl ABa BHewHMX cnoTa Compact Flash. Kaxgbin cnot
noAAEP>XKNUBAET BbICOKOCKOPOCTHbLIE HOCUTENN EMKOCTLIO A0 4 I6anT.

MopTkl USB 2.0 MononepxnBaeTcs [Ba BbICOKOCKOPOCTHbIX NopTa USB 2.0. MopTel USB
obecrneynBaloT BO3MOXHOCTb UCMOJIb30BaHUA albTEPHATUBHbLIX TOKEHOB
6e30MacHOCTM 1 yCTPONCTB XPaHEHNS OaHHbIX.

MporpammHoe obecneueHue Cisco 10S

NHHOBaLMOHHbIE BO3MOXHOCTWN MapLUPYyTU3aTOPOB C MHTerpaumen cepsmncos Cisco cepum 2900 0CHOBaHbI Ha Jly4LUeln B
oTpac/aun cneuunanm3npoBaHHon onepaunoHHon cucteme Cisco 10S. Pa3paboTaHHble 415 LUMPOKOrO pa3BepThbiBaHUA B
CaMbIX OTBETCTBEHHbIX CErMEeHTaX KOprNopaTUBHbLIX CeTel, ceTel obLLero nosib3oBaHNsA N ceTell 0nepaTopoB CBA3MN,
MapLpyTusaTopbl ISR G2 paboTatoT non ynpasneHueM MO Cisco 10S Bepcuin 15M n 15T. B HacTosilwee BpeMsi [OCTYMHa
Bepcus 15.0(1)M, obecneymBatoLLasn NoaLep KKy LLUMPOKOro cnekTpa TexHonorun Cisco, B TOM YMCsie HOBbIX (PYHKUMWIA 1
CBOWNCTB, MNOSBMBLUMXCA B Bepcusax 12.4 n 12.4T. Noasueumnecs B sepcum 15.0(1)M nHHOBaLUM OXBATbIBAlOT MHOXXECTBO
TexHoslorn4yeckmx obnacrem Takux, kak MHopMaLmoHHas 6e30nacHOCTb, roJlocoBas CBsA3b, obecrneyeHne BbICOKON
[ocTynHocTu, IP- MaplwpyTmnsaums, rpynnosas agpecauuns, obecrneyeHme kavyecTsa obcnyxueaHusa (QoS), MobunbHOCTb
IP-agpecos, nogaep>xka TexHonornm MPLS, VPN 1 BCTpOEHHbIe CpeACcTBa YNpaB/ieHUS.

JiuueHsupoBaHue n komnoHoska MO Cisco 10S

EnvHbIZ nporpamMmmHbin obpa3s Cisco I0S coaepxunT Bce dyHKLUUM [0S, peann3oBaHHble Ha AaHHbIX naaTgopMax. Ons
paclmpeHns MYHKLNOHaIbHOCTU MapLUpyTM3aTopa A4OCTaTOYHO aKTMBMPOBaTb MPOrpaMMHY0 IMLEH3UIO 0115
yHuBepcanbHoro obpasa. B npenbiayLieM NokosIeEHNN MapLIpyTM3aTOPOB AOCTYyrMa U3MeHeHne Habopa yHKL NI
TpeboBasio 3arpy3km HOBOro NporpaMMHoro obpasa. TeXHOOrn4ecke KOMMOHOBKU U (PyHKLIMOHAIbHbIE JIULLEH3MN,
rnoafaep>XnBaemble MHPPACTPYKTYPON NLLEH3MPOBAHUA UCMOJIb30BaHNSA nporpamMmmHoro obecneveHns Cisco, ynpoLiatoT
nocTtasky MO 1 CHU>KaIOT onepauMoHHbIe pacXoibl Ha pa3BepTbiBaHWE HOBbIX (DYHKLUNA.

Ons mapwpyTtmusaTtopos Cisco ISR cepumn 2900 JOCTYyMNHbI YeTbipe OCHOBHbIE TEXHOJIOrM4Yeckne nuueHsnn. Mpoueanypa
aKTuBauMM nNporpaMMHbIX nmueHsnm Cisco onncaHa Ha web-cTpaHuue //www.cisco.com/go/sa. K ynoMaHyTbIM Bbllle
YyeTblpeM NMLEH3NAM OTHOCATCS:

IP Base (6a30Bble MexaHN3Mbl (PyHKLMOHUPOBaHWS IP-ceTW): AaHHbIA TEXHOJIOTMYECKUIA NMaKeT yCTaHaBMBAETCA Mo
YMOJIHaHUIO.

Data (nepenaya paHHbIX)

Unified Communications (cuctema yHUOULNPOBAHHbLIX KOMMYHUKaLNIA)

CpenctBa obecnevyeHunsa nHgopmaumnmoHHom 6esonacHocTn (SEC) nnm cpeactea obecnevyeHmnsa MHGoOpPMaLMOHHON
6e3onacHocTn 6e3 wugpoBaHus nepefaBaeMbix gaHHbiX (SEC-NPE)

Ons nonyvyeHns 4OMOAHUTENbHOW UAn NoAPO6HON nHdopMaummn 0 AMLeH3npoBaHum n komnaekTaumm MO Cisco I0S ans
MapLpyTunsaTopos Cisco ISR cepumn 2900 noceTuTe web-caT //www.cisco.com/go/2900

OCHOBHble cepBUChl ana uananos
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MapuwpyTunsaTtopsbl Cisco ISR ABAAOTCA NyYLWMMM B OTPAC/IM MapLlipyTu3aTopamu, obecneymBarownmm becnpeuefeHTHbIN
YpOBEeHb UHTEerpauumn cepencos. Pa3paboTaHHble A58 yooBAeTBOPEHUS NoTpebHoCTen (hnananos, AaHHbIE NIaTHOPMbI
MO3BOJISIIOT CO34aTb MOJIHOLLEHHOE peLleHre, NoAAEePXKMBAOLLEe CEPBUCHI FTOJIOCOBONM CBA3M, Nepeayn BUAeO,
6e3onacHoCTN, MOBUNBLHOCTY U CEPBUCOB MPUNOXKeHUn. OpraHn3aLumnm MoryT pa3BepHyTb O4HO YCTPONCTBO ANS peLleHns
BCEX KOMMYHUKALIMOHHBIX 3a4a4 M COKOHOMUTb KakK Ha KamnuTaslbHbIX, TaK M Ha OMepauMOHHbIX pacxoax.

Cepnucu CUCTEeMbI yHHqJVILI,IIIpOBaHHI:IX KOMMyHIIIKaLI,VIIﬁ, COBMECTHOM paGOTbI M LWJII03a FOJIOCOBOM CBSA3M

MapwpyTusaTopbl C uHTerpaumein cepsucos Cisco cepum 2900 npeactaBnsoT cobon OCHOBY AN CO3AaHNSA CUCTEMbI
COBMECTHOW paboTbl B MaJoM Uan cpegHeM guanane, BbIMOIHAA POJb KPUTUYECKN BaX>XHOI0 KOMMOHEHTa apXUTEKTYpbI
Cisco ona nepefayv Buaeo (MefnaceTb) N KOPropaTUBHON CUCTEMBI YHUMDULIMPOBAHHBLIX KOMMYHUKaUWA. BCTpoeHHble
CepBUCHI NMepefayu rojoca u LWNPOKUIA CNekTp nHTepdencos TenedoHnn mappyTtusatopos Cisco ISR cepun 2900
obecrneynBaloT MaKCMMallbHY0 r’MOKOCTb MpY pa3BepTbiBaHUM B pacnpeneneHHbix cpefax. PyHKLUMOHNPOBaHME CUCTEMBI
YHUMULMPOBAHHbBIX KOMMYHMKaLUM obecrneynBaeTcsa 3a cHeT NOALAEPXKKN MHADPACTPYKTYpbl 06paboTKn MynbTuMenmna n
CpefCTB CUrHaAn3aumnm, BKJIOYaOLWMX MHOXXECTBO NPOTOKOJI0B, CPeACTBa Nepefadvn MysnbTumMenma, cpeicTsa 3awmThbl
CUTrHanu3aumm n nepefaBaeMbiX AaHHbIX, CPeACTBa TPAHCKOAMPOBaHUS, KOH(epeHL-CBA3M 1 obecneyeHns KavyecTBa
obcnyxmeaHusa (QoS). Kpome Toro, MmapwpyTtusaTtopbl CisCo C MHTerpaunern cepBncoB NoALEPKMBAT MHOXKECTBO
MHTEepP(encoB LLJII030B NOJIOCOBOM CBA3W, @ TaKXKe LUMPOKNA CIEeKTP NPOTOKO0B CUMHAIN3aLUN N PU3NYECKUX CETEBLIX
MHTEepP(hencos.

MapwpyTunsaTtopsbl Cisco cepun 2900 noaLep>XKMBaOT MPaKTUYECKM BCE CYLLECTBYOLWME 1 pa3BMBalOLLLNECS CEPBUCHI
nepefayv BULEO, a TakXXe CpelcTBa MacliTabrnpoBaHua ona noanepxkm copellaHunii Cisco TelePresence®, obecneyeHus
nHopMaLnoHHo 6e3onacHoCcTy 1 ynpasnieHns ceaHcamu. PeweHune Cisco Unified Border Element paclwmnpseTt
BO3MOXXHOCTU cBA3M TelePresence ansa nposefeHns COBELLaHUN C y4acTMeM COTPYAHMKOB Pa3/iInyHbIX opraHu3sauni. B
MapLpyTusaTopax Cisco cepun 2900 peanvsoBaHa noanepxka HoBOro MoAyna LIMPPOBOro CUrHaabHOro npoLeccopa
(DSP) Cisco nnst 06paboTKM rosocoBbIX NakeToB BbICOKOW NMI0THOCTY (PVDM3), koTopbl 6bi1 cneumanbHO co3haH AN
NoAAep>XKN roJlocoBon 1 Buaeocss3n. Hosble moaynn PVDM3 noonep>XmsatoT BCe (PYHKLMN LLJIKO3a FOJI0OCOBON CBA3MN,
npucyTcTBoBasLlme B PVDM npefblAyLmnx NOKoAeHWA, 1 061afatoT NOBbILLIEHHON NMAOTHOCTLIO U BbIYUCINTENbHON
MOLLHOCTbIO A/151 YA0BJIeTBOPEHMS TPeboBaHUN NOSABAAIOLWMNXCA MyIbTUMEANIAHBIX MPUIOXKEHWIA. B 3aBUCMMOCTM OT
nnatgopmbl MapLpyTusaTopsl Cisco cepumn 2900 nogaepxmBatoT 2 Uan 3 BCTPOEHHbIX c/loTa Ans moaynen PVDM3.

Mpuno>xeHue Cisco Unified Communications Manager Express u cpepcTtBa obecneyeHusa oTKasoyCTOM4UBOCTHU
Cisco SRST

MaplpyTursaTopbl C nHTerpaumnen cepsmcos Cisco NpefocTaBNAOT AOMNOJIHUTEbHbIE CEPBUCHI CUCTEMBI
YHUPULMPOBAHHBIX KOMMYHUKALMIA, peann3oBaHHble B onepaunoHHon cncteme Cisco |0S, 4To no3BossieT yMeHbLWNTb
konmn4ecTBo T-o60pynoBaHNS N CHU3NTb COBOKYMHYIO CTOMMOCTb BnageHuns dununanom (TCO). MpunoxxeHune Cisco
Unified Communications Manager Express (CME) npenocTaBiseT WNpokuin Habop dyHKLNIA oducHon IP-ATC,
WHTErpupoBaHHbIX B MapLUpyTU3aTop A8 ManbiX U cpegHunx unmnanos. Cpeactsa obecnevyeHns 0TKa3oyCToONYNBOCTM
Cisco Survivable Remote Site Telephony (SRST) Takxxe BcTpoeHbl B N0 Cisco I0S 1 ABNAOTCA AOMNOAHUTENbHbIM
KOMMOHeHTOM Ass MapupyTmnsatopos Cisco cepumn 2900, KoTopbln No3BonseT obecnednTb becrnpepbiBHOE
rnpepocTaBsieHNne COTPYyAHMKaM huanana cepBnucoB 1 PyHKLUI TenedoHUN faxke B Tex CJly4asx, Korga cBsa3b C
ueHTpanbHon ATC Cisco Unified Communications Manager HapylwweHa. HTerpnpoBaHHOe peLleHne anas peaansaumm
CUCTEMbl F0JIOCOBOW MOYThI, PYHKLINIA aBTOMaTUYECKOro cekpeTapsa U CUCTEMbl MIHTEPaKTMBHOMO FOJIOCOBOr0 MEHIO Ha
6a3e Cisco Unity® Express B paMkax MappyTumnsatopo Cisco cepum 2900 no3BosseT NpefoCcTaBUTb NOJIHbIA CAEKTP
CEepBUCOB CUCTEMbI YHUDULMPOBAHHBLIX KOMMYHUKaLMWA B paMKax punavnana, o4HOBPEMEHHO MOAAepKUBas Ny4LUyo B
oTpacaum cuctemy 6e30nacHOCTM B paMKax eanHOon naaTdopmbl.

CepBuchl npuso>xeHun VoiceXML

Tak>xe mapwpyTusaTtopsl Cisco cepun 2900 nognepxmeatoT cepBuckl Ha 6ase VoiceXML. VoiceXML sBnseTcs S93bIkoM
pa3MeTKN C OTKPbITbIM CTaHAAPTOM, UCMOJIb3YIOLWNMCS A5 CO34aHMsa web-6pay3epoB € ro/10COBbIM yrpaB/ieHNEM U
npunoxxeHun IVR. Tak e, kak HTML no3sonseT BaM nosy4aTb AaHHble ¢ nomoLbio MK, Tak n VoiceXML nossonseTt
rnoslyyaTb AaHHbIE NPY MOMOLLM FOJIOCOBOr0 YNpaBeHUs Uam ToHaabHoro Habopa (DTMF). MapwpyTusaTtopsl Cisco
cepun 2900 nopgaep>xmBatoT 60/1bLLIOE YMCI0 O4HOBPEMEHHO paboTatowmx CEPBUCOB LLUJIO3a FOJI0COBOWN CBA3MN,
COBMeLLLeHHbIX ¢ cepBucamm VoiceXML: go 200 ceaHcos Ha Cisco 2951.

PeweHue Cisco Unified Border Element

Moppep>xmBaemble MapLlupyTusaTopamm Cisco cepum 2900 Bo3MoxxHOCTU peweHus Cisco Unified Border Element
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HanpaBeJ/ieHbl Ha YA0B/ETBOPEHNE (hOPMUPYIOLLUXCS TPeboBaHWi K Y31y NOAKJIOYEHNS KOPMOPaTUBHON CETU K CETK
ornepaTopa CBA3W NPV Pa3BepTbIBaHUM CEPBUCOB YHUPULMPOBAHHBLIX KOMMYHUKaLWIA B punmnanax. PeweHune Cisco Unified
Border Element npefocTaBasieT UHTENEKTYaslbHble (DYHKLUN MOrPaHNYHOr 0 3JIeMEeHTa, Takme Kak pusndeckme un
JIOrMYeCKMe pasrpaHnNYnTesbHbIe TOYKU U BbIXO4a, YNpaB/eHne CUrHaansaumen n nepegaBaemMbiMi 4aHHbIMU, @ TakXe
cpeacTBa obecneyeHns 6esonacHoCTU 1 ynpasaeHus. MapwpyTusaTopsl Cisco cepum 2900 noaaep xmeatoT BTpoe
60JiblLee KOIMYEeCTBO CeaHCoB, YeM MOIIN NoAAEPXKMBATb MapLwpyTusaTopbl Cisco cepun 2800.

UHTerpupoBaHHaA 3aluuTa CEeTU NpPU nepepaye AaHHbIX, BUOeo0, rosoca u obecneyeHum MO6MILHOCTHU

Cpenctsa 6e30macHOCTM HeobXo4nMbI 414 3alNTbl MHTENNEKTYaslbHOM COBCTBEHHOCTM KOMMNaHun 1 obecnevyeHuns
HenpepbIBHOCTU BusHeca. OHM Tak)Ke NO3BOJISAIOT paclmpmTb paboyee NPOCTPAHCTBO KOMMAHUN N BKAOYNTbL B paboyuni
npoLecc Tex COTPYAHNKOB, KOTOpPbIM TpebyeTca AOCTYN K KOPMopaTUBHLIM pecypcaM B toboe BpemMs 1 13 1tobon ToYKK
Mupa. MapwpyTursaTopbl C MHTerpaunen cepsmncos Cisco cepum 2900 yHKLMNOHUPYIOT B COOTBETCTBUM C KOHLLenumen
Cisco SAFE, no3BonstoLLen opraHm3aLmnsaMm CBOEBPEMEHHO MAEHTUPULMPOBATL M 3PEKTNBHO NpefoTBpaLLaTh CeTEBbIE
yrpo3bl 6e30nacHOCTN, a TakXXe afanTnpoBaTbCsa K HUM. MapuwpyTmn3aTopsbl Cisco cepun 2900 No3BONAKOT peann3oBaThb
3awmueHHoe busHec-e3anmogencTene n obecnevymsatoT 6e3onacHyro NaaTopMy A5t COBMECTHOM paboThl.

JInueH3nsa Ha KOMMNJIEKT cpeacTB obecnevyeHmsa nHgpopmaymoHHom 6esonacHocTu Cisco I0S gna mapwpyTmsaTopos Cisco
cepun 2900 No3BoOsISIET NCMNOSIb30BATh LWMPOKUIA CNeKTp 6a30BbIX MYHKLMA NHPOPMALIMOHHON 6e30MacHOCT, TakKuUX Kak
PacCLMpPEHHbIN KOHTPOJIb 1 ynpaBaeHne paboTon NpuaoXKeHnn, 3alinTa 0T Yrpo3 N apXUTEKTYPbI LN poBaHNSA, KOTOpbIe
rMo3BosiIsitOT hopMmMpoBaTb MacwTabupyemsblie n ynpasnsembole cetn VPN B paMkax 04HOro pelleHns. MapLupyTusaTopsl
Cisco cepun 2900 nogoep>XnBatoT BCTPOEHHbIE CPeACTBa annapaTHOro YCKOpeHnsa WndpoBaHns, 4To No3BoNAsSEeT
MOBbICMTb MPOMYCKHYO CMOCOBHOCTL IPSec npu 0AHOBPEMEHHOM CHMXXEHUIN 3arpy3Kuy npoLeccopa MapLupyTmsaTopa no
CPaBHEHUIO C peLleHNSaMN, UCMOJIb3YIOLWLMMIK TOIbKO NPOrpaMMHbIe CpeacTBa WwnudpoBaHnsa. MapwpyTusaTopsl Cisco
MO3BOJIAOT CO3A4aTb KOMMEeKCHoe 1 rubkoe peweHne ansa obecneyeHnsa 6e3onacHOCTM GUaNaNoB, BKOYaoLee
cnepywowme QyHKLUN:

3alMLEeHHbIe KaHabl CBA3W. 3allMUeHHbIe CpeacTBa COBMECTHOM paboThl ¢ ncnonb3osaHmem GETVPN, DMVPN
nnn Enhanced Easy VPN.

NHTerpupoBaHHble cpeacTBa ynpasaeHns yrpo3amm. OTparKeHne KOMMIEeKCHbIX CETEBbIX aTak 1 yrpo3 npu
rnomMoLLn MexxceTeBoro 3kpaHa Cisco I0S Firewall, 3o0HMpoBaHHOro mexxceteBoro skpaHa Cisco I0S Zone-Based
Firewall, 10S IPS, cpencts punbTpaumm cogepxummoro I0S Content Filtering n cpencts rubkoro aHaam3a nakeTos
(FPM).

YnpasneHne npgeHtudunkaunen. IHTennekTyaabHble MeXaHN3Mbl 3aLLUTbl OKOHEYHOro obopynoBaHus
MCMNOJIb30BaHNEM TEXHOJIOT A ayTeHTUdMKaumm, asTopmsauum n y4eta (AAA), a Takxke MHPPaACTPYKTYpPbl
WMpPoBaHMA C OTKPbITbIM Kato4YoM (PKI).

Bonee noapobHas nHpopmaumsa o hyHKUMAX 6€30NacHOCTUN 1 peLleHnsx, NoAaepXMBaeMbix MapLlipyTmusaTopamu Cisco
ISR cepuu 2900, npencTaBneHa Ha web-cTpaHuue//www.cisco.com/go/routersecurity.

CepBUCbI OpraHusauumn 6ecnpoBOgHON CETU U CEPBUCHI MOOUIBHOCTHU
OpraHusauusa 6ecnpoBoaHON ceTu

NMopnep>xuBasa apxuTekTypy yHUdMLMpoBaHHOM BbecnpoBoaHon cetu Cisco, mapwpyTusaTtopsl Cisco ISR obecneymBatoT
BO3MO>XHOCTb pa3BepTbiBaHMSA 3alnLLeHHbIX ynpasasemMmbix WLAN, onTUMU3NPOBaHHBLIX A0S YAaJleHHbIX MJoWanoK n
dnnnanos 1 NogaepxMBaKoLLMX CpeacTBa AN obecrneyeHmns 6eicTport 6e30nacHoO MOBUABHOCTY, MEXaHU3MbI
O0TKa30yCTONYNBON ayTeHTUMUKaLUM 1 ynpoLleHHble cpeacTea ynpasseHus. Moaysib KoHTposisiepa WLAN B cocTase
MapupyTusaTopa Cisco cepun 2900 No3BosISeT MasibiM U CPefHUM NPEeAnpUATUAM 1 unanam Kopnopauunm
OCYLLEeCTBUTb SKOHOMNYECKWN 3(hpheKTMBHOE pa3BepTbiBaHWe N yrnpasseHne 3awmieHHbiMn WLAN. KoHTposnnepbl WLAN
Cisco paboTaloT COBMeCTHO C yrnpasiseMbiMu Todkamu goctyna Cisco u ¢ cuctemon ynpasneHus Cisco Wireless Control
System (WCS) ona Toro, 4To6bl 06ecneunTb dyHKLum WLAN no Bcen cucteme n ynpasnsaTb 6, 12 nam 25 Toykamu
nocTtyna.

EeCI'IpOBO,EI,HbIe rnobasnbHble ceTn

Pa3spaboTaHHblie Cisco moaynu nopkntoydeHus k 6ecnposogHeim WAN (WWAN) TpeTbero nokosnenus (3G) obbegnHaoT
PYHKLMN TPaANLNOHHBIX KOPMOPaTUBHbIX MapLIpyTMU3aToOpOoB (yAasieHHoe yrpaBJsieHne, paclumpeHHble IP-cepBuchl,
HanpuMmep, VoIP n cpepcTBa obecnevyeHunsi 6e30MacHOCTN) C BO3MOXKHOCTAMM MOOUIBHOrO focTyna K ceTsm 3G WAN.
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Mcnonb3ys BbICOKOCKOPOCTHble 6ecnpoBoHble ceTu 3G, MapLUPyTMU3aTopbl MOrYyT 3aMeHUTb WU OOMONHUTb
CYLLECTBYIOLWYO NHPPACTPYKTYpPY NOAKAOYEHUI, HanpuMep, TenedoHHblie NMHUKM, Frame Relay n ISDN. PeweHuns Cisco B
obnactn 3G nopaepxmeatoT cTaHgapTel 3G HSPA n EVDO, TeMm cambiM, obecrnevymnBasn pe3epBnpoBaHme NOgKIIOHEHNS
WAN ¢ ncnonb3oBaHUeEM AeNCTBUTENbHO Pa3INYHbIX KaHaJsI0B Y BO3MOXHOCTb BbICTPOro pa3BepTbiBaHNA OCHOBHOIO
nogkntoveHns k WAN. ns noayvyeHnsa SonoaHuTensHom nHhpopmaumm o pewenHmnsax 3G gna Cisco ISR nocetute web-
canT www.cisco.com/go/3g.

MHTerpnpoBaHHble cpencTBa KoMmMmyTaumm LAN

MapwpyTunsaTtopsbl Cisco cepumn 2900 (Mogenm c Cisco 2911 no Cisco 2951) nogoep>XnBatoT HOBbIE CEPBUCHbIE MOAY N
EtherSwitch®, KoTopble CyLLEeCTBEHHO PaCLUNPSAIOT BO3MOXKHOCTU MHTErpaLmm NyyLlen B 0Tpacan KOMMyTaum BTOPOro
M TPeTbero ypoBHeN ¢ HabopoM PyHKUNIA, MOEHTUYHbIX TEM, YTO NPeAcTaBsieHbl B KOMMyTaTopax cepui Cisco Catalyst
2960 n Catalyst 3650-E, 1 BO3MOXHOCTbIO OCYLLECTBAATL KOMMYTALNIO U MapLUIPYTU3aLNI0 CO CKOPOCTbIO JIOKaIbHOM
ceTw.

HoBble cepBucHblie moaynm Cisco Enhanced EtherSwitch ncnonb3yoT npenmMyLecTBa paclMpPeHHbIX BO3MOXKHOCTEN
nuTaHmna MmapwpyTumnsatopoB Cisco cepum 2900. Kpome Toro, moaynm Cisco Enhanced EtherSwitch nogoep>xxunsatoT
HoBenwmne nHmymaTmebl Cisco B o6nacTu aHeprocbepexxeHus: Cisco EnergyWise, Cisco Enhanced Power over Ethernet
(ePoE), MOHUTOPUHI NuTaHua POE Ha ypoBHe nmopTa 1 ycuneHne nutanmsa PoE ¢ nomowbto RPS. [laHHble TEeXHON0rnm
MO3BOJIAT YAO0BJETBOPUTbL BO3pocCLLUne TpeboBaHUA K 3HeprocHabxeHno okoHeyHoro obopynoBaHus, He NoBbiwas obuiee
3HepronoTpebneHne chunnana.

CepBUChI NPUIOXKEHNN

[1o Mepe Toro, Kak opraHusaunmy NPoaoJIKAT LEeHTpain3oBaTb N KOHCONMAMpoBaTb NT-MHMPpacTpyKTYypy CBOUX
GUANanoB AN CHUKEHUA CTOUMOCTU U CJIOXKHOCTU COAEPXKAHUA (PUANANO0B, OHW HAYMHAKT CTaJIKUBATbLCA CO
CNoOXXHOCTAMKU obecneyeHns afekBaTHOro ka4yecTBa 06CnyxnBaHMA Nosib3oBaTeNeN, MOAAEPKAHNA MOCTOSHHON
OOCTYMHOCTM NPUIOXKEHNI N NpefoCcTaBNeHNa OOCTYyNa K UCNOJb3yeMbiM B paboTe KOMMNaHUM NMPUIoXKEHUAM U3 TON
TOYKM MUpPa U B TO BPEMS, OTKYZa M Korga 3To Heobxoammo. Ons peweHuns 3Tux npobnem mapwpyTumsaTtopbl Cisco cepun
2900 noaonep>xmBatoT BO3SMOXXHOCTb 3arycka Ha MoJIHOCTbIO MHTErprupyeMom B MapLupyTusaTop moayne Cisco Services
Ready Engine (SRE) npuknagHoro MO Cisco n CTOPOHHUX NPOM3BOAUTENEN, @ TaKXKe N0JIb30BaTENbCKUX MPUIOXKEHNIA.
[aHHbIN MOayIb UMeeT COOCTBEHHbIN MPOLLECCOP, CETEBON MHTEP(ENC 1 OnepaTUBHYO NaMsATb, PYHKLNOHUPYOLWME
HEe3aBMCKMO OT pecypCoB MapLupyTM3aTopa, 4TO No3BoaseT obecneynTb MaKCUMasbHYO NMPOM3BOANTENbHOCTb
MapLpyTM3aLum 1 NPpUIoXKeHNn Npm ooHOBPEMEHHOM CHUXXEHUN TpeboBaHMN K 3aHUMaeMbIM MAoOWaLsSM, CHUXKEHUN
SHepronoTpebsieHNa 1 KOHCONMNAALWN YpaBAeHUS.

YckopeHune paboTbl MPUIOXKeHNN

MapuwpyTunsaTtopsbl Cisco cepun 2900 opraHMYHO COYETAOT NyyllMe B OTPAC/IN CpeacTBa MHGOOPMaLLMIOHHOWN
6e30MacHOCTK, yrpaBaeHUs N KOHTPONS Tpaduka Ha ocHoBe |0S ¢ peweHusMu Cisco no yckopeHuto paboThbl
npunoxxeHun. Takme dyHkumm MO Cisco 10S, kak NBAR, IP SLA n Netflow obecneynBatoT KOHTPOJIb U MOHUTOPUHI
rnoBTOpSAOLWMXCA WabNoHOB TpadurKa, a Tak>Xe NPOU3BOAUTENLHOCTY NPUI0XKeEHUA. OA4HOBPEMEHHO C 3TUM yHKUMK 10S
QoS, ACLs n PfR HTennekTyasnbHO ynNpaBasioT TParKOM C Lieibio ONTUMMU3aLmn KavyecTBa 06CyKnBaHmS
rnoJib3oBaTeneln 1 noBbilleHNs 3PPeKTUBHOCTN PaboTbl COTPYAHUKOB. B fanbHenwem Kka4ecTBo 06CyXKBaHUA
rnosib3oBaTeniern MoXXeT ObiTb YJy4LLIeHO NoCpPenCcTBOM pa3BepThiBaHUA ceTeBoro moayns Cisco WAAS, KOTOpbIN MOXeT
6bITb MCNONb30BaH AN 6e3onacHoM peanvsaunm 6osee NnepefoBbIX METOAUK ONTUMM3ALMN PabOoThl NMPUIOXKEHWU B
rnobanbHOM ceTu, Takux Kak ontTummsauns TCP-Tpadurka, KIWMpOBaHMe, CKaTue U ycKopeHune paboTbl NpuioxxeHun. B
coveTaHum ¢ ceteBbiMu Moaynamu Cisco WAAS mapipyTusaTtopsl Cisco ¢ MHTerpaumen cepsnucos obecnevmsatoT
ONTUMaJIbHYIO NPOVN3BOANTESNIbHOCTb MPUJSIOXKEHUN, KOTOPbLIMY MOJIb30BaTeNN hurana nosb3yTcs A5 [OCTyMna K
nHpopMaumm n3 yeHTpanbHoro LIOM. PeleHne no3sonseT 06beAnHNTbL AOPOroCTOSALLYI0 MHPPACTPYKTYPy CEPBEPOB,
CUCTEM XPaHEeHUS AaHHbIX U CUCTEMbI Pe3epBHOro kKonmpoBaHusa B LIOM, 0fIHOBPEMEHHO NOALEPKMBAS KQYeCTBO
06cny>XMBaHWA yaaneHHbIX NoSb30BaTeNIeN Ha YPOBHE JIOKaJIbHbIX CETEN.

Cisco Services Ready Engine

PeweHwue Cisco Services Ready Engine nocTynHo B (hopM-hakTope BHYyTPEeHHero cepsmucHoro moayns (ISM) n cepsucHoro
monaynsa (SM). AnnapaTHoe obecneyeHne BHYTPEHHEr0 CEPBUCHON0 MOy MO3BOJIieT 06ecneynTb CEMUKPATHbLIN POCT
MPON3BOAUTENLHOCTM MO CPaBHEHUIO ¢ MoaynaMu AlM npeablayLero noKoJIEHUS; MOMUMO 3TOro, Moaysib 06opyAoBaH
npoueccopoM x86-64. Takxe moaynn SRE noanep>xmBatT CUCTEMY XPaHEHUSt OaHHbIX eMKOCTbIo Ao 1 ThanT,
KoHurypauum RAID, annapaTHble CpeAcTBa NOAAEPKKM BUPTYaM3aLUM N pa3SiniyHblie BapUaHTbl KpUNTOrpaduruieckom
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3awmnTbl. Moaynb Cisco SRE obecneumnBaeT Ha nnatgopmax Cisco cepum 2900 npenocTaBsieHne LOCTYMNA K NPUSIOXKEHUAM
Ona unmanos No 3anpocy, YTO NO3BONAET pa3BepThbiBaTb HEOOXOANMbBIE MPUSTOXKEHNS B HYXKHOE BPEMS U B HY>XXHON
To4ke ceTu. PazpneneHne obopyoBaHMa U NporpaMMHoro obecneyeHuns, peanm3oBaHHOE B paMKax MoLenu
pa3BepTbiBaHUA "NoA Kt04Y", NO3BOMAET BbIAEIATb Pecypchbl A1 MYHKLNOHMPOBAHUA MPUIOXKEHNN Ha MoAye Kak
HernocpeACcTBEHHO B MOMEHT ero yCTaHOBKUW, Tak 1 BNOCAeACTBUN — yaalieHHo 1 B ntoboe Bpems. MNoaaepxxmnsaemble
pelwweHuns skatovatoT Cisco Wide Area Application Services (WAAS), Cisco Application Extension Platform (AXP),
koHTposnep WLAN Cisco (WLC) cuctemy BngeoHabnogeHnsa Cisco n gpyrme npuioKeHus, Haxoasawmecs Ha cCTagum
pa3paboTkn. Moaynb Service Ready Engine no3BosiseT opraHmM3aumnsaM passnyHblix pa3MepoB ob6ecnevynTb rOTOBHOCTb
CBOMX CeTel K 3aBTpallHEMY OHIO, MO3B0JSAS BbICTPO pa3BepTbiBaTb HOBbIE MPUIOXKEHNSA ANsA puananos 6e3
HeobxoAMMOCTN YCTaHOBKN HOBOro 060pyaoBaHus, 4TO CHMKAET CTOMMOCTb pacrnpoCTPaHeHUs CepBUCOB ANS PUNanios.

YnpaB/ieHe MapLIpyTU3aTopaMm C MHTerpawumen cepsrcos

MpunoxxeHna oNs CeTEBOro yrnpaBaeHUs SBAAIOTCA UHCTPYMEHTapPUEM CHMXKEHUS onepaumoHHbIX nsgep>xek (OPEX),
O0AHOBPEMEHHO MOBbILLAKLLNM JOCTYMHOCTb CETU MPU MOMOLLM YNPOLLEHNS N aBTOMaTU3aLUNN MHOXKECTBa eXeHEeBHbIX
3a4a4, CBA3aHHbIX C YNpaBJIEHNEM KOMMJIEKCHbIMY ceTaMK. Noaaep>xKa C MOMeHTa BBOJAa YCTPOMNCTBa B 3KCMNJlyaTaLlnio
obecneynBaeT HEMeOJIEHHYIO MOMOLLb B aAAMUHUCTPUPOBAHUM MapLUpyTU3aTopa C MHTEerpaLumnen CepBrcoB, a Takxe
6bICTPOE 1 NPOCTOE pa3BepTbiBaHNE, MOHUTOPUHI U YCTPaHEHWEe HenosafoK npuaoxkeHnin Cisco n CTOPOHHMUX
nponsBoanTenen.

[na pocTuXeHns LeneBbiX nokKasaTesnen Npou3BoAUTENbHOCTI M ONepaLnoHHbIX N34epXKeK OpraHM3aLnmn nojaratTcs
Ha NPUJIOXKEHNA CeTEeBOro ynpasseHus, paspaboTaHHblie Cisco, CTOPOHHMMU NOCTaBLUMKAMM UK CAaMOCTOATENbHO.
Mopaep>xKa TakUX MPUIOXKEHUN ABNAETCS BCTPOEHHOW (hYHKLMEN ynpaB/ieHns, OCTYNHON Ha KaxaoMm ISR. Hosble ISR
MPoAOoJIKAKT TPAAULMIO MHTErpaunum LWNPOKOro 1 BCECTOPOHHeEro Habopa yHKLUNA agMUHNCTPUPOBaHUSA
HEenocpenCcTBEHHO B YCTPONCTBO. Takme pyHKLMKM, Kak IPSLA, EEM n Netflow, no3BonstoT KOHTposiMpoBaTb paboTy
cucTembl B Ntoboe BpeMms. [laHHble YHKLMN COBMECTHO ¢ nogaep>xkon SNMP n SYSLOG obecneymBatoT pelleHme 3agay
AaAMUHUCTPUPOBaHNSA B OpraHmu3aumu.

Bonee nogpobHasa nHcpopmaumna 06 onepaumoHHonm cncteme Cisco 10S, cpencTBax CETEBOro yrnpaB/ieHUa U NOAAEPXKKE

ynpasasemMocTu B MapupyTusaTtopax Cisco ISR cepun 2900 npuBeneHa B Tabnuuax 4 n 5.

Tabnuua 4. dyHkumm n npotokonbl MO Cisco |0S, nogaepxmBaemble MapLupyTusaTopamm Cisco ISR G2 cepum 2900
[MpoToKonbI IPv4, IPv6, cTaTnyeckasa mapwpyTtmsaumns, OSPF, EIGRP, BGP, BGP Router Reflector, IS-IS, IGMPv3, PIM

SM, PIM SSM, DVMRP, IPSec, GRE, BVD, MexaHu3Mbl rpynrnoBon agpecauun IPv4-IPv6, MPLS, L2TPv3,
802.1ag, 802.3ah, L2 n L3 VPN

NHkancynsaumn  Ethernet, 802.1g VLAN, coeanHeHune "To4yka-to4ka" (PPP), MLPPP, Frame Relay, MLFR (FR.15 n FR.16),
HDLC, nocnepoBaTenbHble MHTepdencol (RS-232, RS-449, X.21, V.35, n EIA-530), PPPoE n ATM

YnpaBneHune QoS, CBWFQ, WRED, cpenctBa nepapxmnyeckoro obecnedyeHuns kavyectsa obcnyxxmpaHus, PBR, PR n
TpanKom NBAR

Tabnnua 5. BcTpoeHHble hyHKLUMM ceTeBOro ynpasseHus, goctynHele B MO Cisco 10S.
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OyHKUMA

WSMA

EEM

IPSLA

SNMP,
RMON,
Syslog,
NetFlow,
TR-069

OnuncaHne

Web Services Management Agent (WSMA) onpegensieT MexaHU3M, Npu NMOMOLLN KOTOPOro OCYLLEeCTBAAETCH
yrnpaB/ieHne ceTeBbiM YCTPONCTBOM, N3BNEKAIOTCA AaHHbIE O ero KOHUrypaummn, a TakxKe 3arpy>atTcsa v
yMNpaBAsAOTCA HOBble AaHHble 0 KOHUrypauun. na nepefayn gaHHbIX 0 KOHpUrypaumum n coobLieHunin
npoToKosa ncnonb3lytTca XML-gaHHble, nepefaBaeMble o npoTokoy SOAP.

Cisco 10S Embedded Event Manager (EEM) — pacnpeneneHHasa n afganTuBHas cucteMa obHapy>XeHus
cobbITnin n 06paboTkn cboeB, hyHKLMOHMPYOLWAA HENOCPeACTBEHHO Ha YCTPONCTBE MoJ ynpaBJ/ieHNeM
Cisco I0S. laHHoe MO npefocTaBsseT BO3MOXKHOCTb OTCAEXNBaTb COObITUS 1 NpeanpuHMMaTh
MH(OPMaLNOHHbIE, KOppeKTupyoLwmne nav nobble apyrve EEM-nencTBma npy HacTynJaeHnn
OTCNEXNBAEMbIX COOBITUA UM [OCTUXKEHUN MOPOrOBbIX 3HAYEHWNIA.

Cornawenus Cisco 10S 06 yposHe obcnyxumnsaHua (SLA) ons npotokona IP No3BoAsAOT rapaHTUpoOBaTb
paboTy HOBLIX Ba)KHbIX Ana 6usHeca IP-npnno)xxeHuin, a Takxe IP-cepBncoB, NCNOJIb3YIOLWNX OAHHbIE,
roJ10COBYIO CBA3b U BUAEO B IP-ceTn.

B pononHeHue K ynoMsAHYTbIM Bbllle PyHKUMAM ynpaBieHna mappyTusaTtopbl Cisco ISR cepum 2900
Takxxe nogaep>xxusatoT SNMP, RMON, syslog, NetFlow n TR-069.

[Mepe4vncneHHble B Tabnnue 6 NPUNOXXeHNA ABNAKTCA aBTOHOMHbBIMU MPOAYKTaMWU, KOTOPbIE Bbl MOXeETe r|p|/|06peCT|/| nnn
3arpy3nTb 419 yrnpaBseHnsa ceTeBbiMU ycTponcTBaMu Cisco. MpunoXKeHns npegHasHayeHbl 418 pas3inyHbiX 3Tanos
SKCnNyaTaunn, Tak 4To0 MO>XXHO Bbl6paTb 0HO U3 HUX, Hanbonee COoOTBETCTBYOLLEE BallM I'IOTp66HOCTFIM.

1. Tabnuua 6. PelueHns s ceTeBOro yrpaBJsieHUs

oTan MpunoxeHune OnucaHune

3KCrlyaTauum

YcTaHoBKa 1 Cisco Configuration Professional Cisco Configuration

HacTpolka Professional - cuctema ynpaBneHus c

yCTPOWCTBa rpacuyecknm rnoJsib30BaTesIbCKUM
nHTepgericom (GUI) gna
MapLIpyTMU3aTOpPOB AOCTynMa,
paboTatowmx noa ynpasneHunem Mo
Cisco 10S. aHHbI NHCTPYMEHT
yrpoLwaeT HaCTPOMKY MapLupyTu3aLuuu,
Me)KCceTeBoro skpaHa, IPS, VPN, cpencts
CUCTEMBI YHUDULIMPOBAHHbIX
KOMMYHWKaLNN, a TakK)Ke HaCTPOnKy
WAN v LAN npu nomMoLLu NpocCTbIX B
NCMOJIb30BaHUN MacTEepPOB.

Pa3zsepTbiBaHne CiscoWorks LMS Cuctema ynpasneHus LAN CiscoWorks

ceTtu, (LMS) npepctasnsaeTt cobonn Habop

HacTpoliKa, VHTEr pupoBaHHbIX MPUIOXKEHUIA,

MOHUTOPUHF " npefgHa3sHa4YeHHbIX /15 YMNPOLeHUs

yCTpaHeHune eXXe[HEeBHbIX npoueanyp ynpasiaeHus

HenoJsiaLoK KomnekcHon ceTbto Cisco, CHMKeHUs


http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_cfg_wsma_ps6441_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/go/eem
http://www.cisco.com/go/ipsla
http://www.cisco.com/en/US/tech/tk648/tk362/tk560/tsd_technology_support_sub-protocol_home.html
http://www.cisco.com/go/ciscocp/
http://www.cisco.com/go/lms/
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onepaumoHHbIX pacxogos (OpEx) n
MOBbILEHNS JOCTYMHOCTU CETU.
CiscoWorks LMS npegnaraeT ceTeBbiM
afAMUHMCTpaTopaM NpocTon B
MCMonb3oBaHUN web-nHTepdenc,
rnpegHa3sHayYeHHbIN 418 HAaCTPOWKN,
AOMUHUCTPUPOBAHNSA N YCTPaHEHUA
Henonagok MapwpyTmsatopos Cisco ISR
C UCMO/Ib30BaHMEM TaKnX
MHCTPYMeHTOB, Kak Cisco 10S EEM.

Kpome Toro, ons NnoanepXKu OCHOBHbIX
CepBMCOB MaaThopMbl MapLLupyTMu3aTopa
C nHTerpaumen cepsucos CiscoWorks
Tak>Xe obecrneymBaeT OOMONHUTENbHYIO
noanep»xky Cisco Service Ready Engine,
Mo3BOJISIS aAMUHUCTPUPOBATL U
pacnpenenaTb NporpaMMHble 06pasbl
Ha SRE, cokpalwasa npooo/mKnTenbHoOCTb
N CNOXKHOCTb ynpaBsieHus obpasamu.

Cpenctso CiscoWorks Network
Compliance Manager (NCM)
OTC/IEXXMBAET U pPeryampyeT nameHeHus
KoHurypaunm n MO Bo BCen ceTeBOn
MHPaCTPYKType, COCToALLEN N3
YCTPONCTB pa3/inyHbIX
npounssoguTenen. OHo obecneymBaeT
MPEeBOCXOAHbIN KOHTPOJIb U3MEHEHUN B
CeTU N MOXET OTC/IeXnBaTh
COOTBETCTBME HOPMATUBHbIM, UT- 1
KOpnopaTUBHLIM MpaBuiaM, a Takxe
TexHoJIornyeckum TpeboBaHUaM.

Cisco Security Manager asnseTcs
JlyHLWNM B OTPacC/IM NPUIOXKEHNEM ANs
yrnpaBaeHna cucteMamm obecneveHuns
6e3onacHocTn. OHO NO3BONSET
yMpaBAATb CEPBNUCAMMN MEXCETEBOIO
3KpaHa, VPN n cuctemsl
npenoTBpalleHnsa BTopxxeHun (IPS) Ha
MapLipyTusaTopax Cisco, ycTponcTeax
6€30MacHOCTN 1 CEPBUCHBIX MOAYAX
KOMMYTaTOpOB. B cocTaB nakeTa Takxe
BXOAUT CUCTEMA MOHUTOPWHIra, aHaan3a
n pearnposaHusa Cisco Security MARS,
npefHa3Ha4yeHHas 419 MOHUTOPUHIa 1
OTpa)KeHus yrpos.

Cpegnctso Cisco Unified Provisioning
Manager npeactasnseT cobon
HageXxHoe n macwTabupyemoe web-
peLueHune No yrnpaBJsIEHNIO KPUTUHECKN
Ba>XHbIMN KOMMYHUKaLMOHHbLIMU
pecypcamu cliefyoLLero NoKoeHns.


http://www.cisco.com/go/cwncm/
http://www.cisco.com/en/US/products/ps6498/index.html
http://www.cisco.com/go/cupm/
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OHO ynpaB/iseT cepBMCaMn CUCTEMbI
YHUPULNPOBAHHBIX KOMMYHUKaLUA B
obnactun IP-TtenedoHnKn, ros0CcoBomn

noYTbl 1 cpefl, obMeHa coobLLeHnsIMN.

3alnLeHHoe KIIMeHT-CepBeEpHoe
npunoxeHune Cisco License Manager
obecrneynBaeT NPoCcToe yrnpaBneHue
akTuBaumen n nuueHsmamm MO Cisco
I0S ons WNpoKoro cnekTpa naaTgopm
Cisco, paboTatownx noa ynpaBrieHnemM
MO Cisco 10S, a TakXXe opyrux
OrMepaLMOHHbIX CUCTEM.

Cisco Configuration Engine siBnsieTcs
3aLMLLEHHbIM PELUEHMEM A1 CETEBOr0
yrnpaBneHus, koTopoe obecneynBaeT
aBTOMaTU4YeCKOE pacrnpocTpaHeHne
KOHUrypaumi n nporpamMmmMHbIX
obpa3oB nocpencTBoOM
LLeHTPaIM30BaHHOI O yrpaBsieHns Ha
ocHoBe WabnoHoB.

MoCcKoNbKY KOMNaHUN CTPEMATCHA CHMXKaTb COBOKYMHYK CTOMMOCTb BrageHus (TCO) cBOMMK CeTAMU 1 NOBbILLAaTh 06LLyto
MPON3BOANTENIbHOCTb PaboThbl COTPYAHUKOB NMPY NOMOLLN BCe Bosiee LeHTPan30BaHHbIX 1 OPUEHTUPOBAHHbLIX Ha
COBMECTHY0 paboTy npuno>xeHuin, BO3HNKaeT NOTPeBbHOCTb B MHTEIEKTYasIbHbIX PeLleHnax NS Guananos.
MapuwpyTusaTtopsl Cisco ISR cepun 2900 No3BoNAIOT CO3[4aBaTh Takue pelleHuns, obecrneymBas BO3POCLLYIO
MPON3BOANTENILHOCTb U MOAYJIbHOCTb U, TakuM 06pa3om, noaaep XKy MHOXeCTBa cepBmncoB. MapupyTusaTtopsl Cisco
cepumn 2900 pa3paboTaHbl Ang obbeanHeHna PyHKLMA OTAENbHbBIX YCTPOUCTB B paMKaxX e4MHON KOMMAaKTHOW CUCTEMBI.

1. Tabnnua 7. TexHNYeCcKne xapakTepucTukn mapwpyTtmsatopos Cisco ISR cepum 2900

Cisco 2901 Cisco 2911
CepBUCbI U CNOThI
BcTpoeHHbIe cpencTBa Oa Oa
annapaTHOro yCKOpPeHus
wndposaHua (IPSec +
SSL)
Yucno ceaHcos Cisco 35 50
Unified SRST
Yucno ceaHcos Cisco 35 50
Unified CCME
Bcero BCTpoOEHHbIX 2 3
rnoptos WAN

10/100/1000

Cisco 2921 Cisco 2951
La Oa

100 250

100 150

3 3
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Cnenyw 30 9KCNepTomM

MopTbl RJ-45 2 3 3 3

MopTbl SFP (npwu 0 0 1 1
ncrnosib3oBaHMe nopTa

SFP 6yneT oTK/t04EH

COOTBETCTBYIOLLWA MNOPT

RJ-45)

CnoThl ANA CEPBUCHBIX 0 1 1 2
monynen

CpoBoeHHble CNoThl AN 0 0 1 1

CEepBUCHbIX Moayen
(Npw ncnonb3oBaHNn
CABOEHHOro cnoTa byayT
3aHATHLl BCE OAMHAPHble
C/I0Tbl AJ151 CEPBUCHbIX
MoAyfen Ha nnaTgopme

2900)

CnoTbl gns EHWIC 4 4 4 4
CpoBO€eHHbIe CNoThl AN 2 2 2 2
EHWIC (npwn

MCMOJIb30BaHUNN

CABOEHHOrO CJIoTa Ang
EHWIC 6yayT 3aHaThI
nBa cnota ans EHWIC)

CnoTtbl ang ISM 1 1 1 1

CnoTbl ANA BCTPOEHHOro 2 2 3 3

DSP (PVDM)

Mamate DDR2 ECC 512 M6anT 512 M6ant 512 M6ant 512 M6ant

DRAM — no ymon4aHuio

MamsaTe (DDR2 ECC 2 banTt 2 banTt 2 IbanTt 2 IbanTt
DRAM) —MakCcuManbHO

Compact Flash (BHeLUH.) cnot 0: 256 Mbant cnot 0: 256 MbanT cnot 0: 256 MbanT cnoT 0: 256 MbanT
— MO0 YMOJ4aHuIo

cnot 1: H/A cnot 1: H/A cnot 1: H/A cnot 1: H/A
Compact Flash (BHeLUH.) cnot 0: 4 F6anT cnot 0: 4 6anT cnot 0: 4 I6anT cnot 0: 4 IéanT
— MaKcmMalbHo cnot 1: 4 Fant cnot 1: 4 rant cnot 1: 4 I'éanT cnot 1: 4 I'banT
BHewHWe cnoTbl onsa 2 2 2 2

Flash-namatn USB 2.0
(Tun A)



nag

Cnenyw 30 9KCNepTomM

KoHconbHbI nopT USB
(Tvn B) (no 115,2 k6buT/c)

MocnenoBaTeNbHbIN
KOHCOJIbHbIN NMopT

BHelwwHun
rnocsiefoBaTeNbHbIA MOPT

BapuaHThbl
3NeKTponuMTaHns

Mopnnep>xka RPS
(BHeLwHen)

TexHn4yeckune XapPaKTEPUCTUKN CUCTEMbI MUTaHUA

BxonHoe HanpsaxeHune
nepemMeHHOro Toka

YacToTa BXOOHOro
rnepeMeHHOro Toka

Ounana3oH pabo4nx
TOKOB Ans Bl
nepemMeHHoOro Toka
(makc.)

BxoaHoOW nepemMeHHbIN
TOK Mneperpysku

HomMunHanbHas
notpebnsemas
MOLLHOCTb (6e3
mopynen) (BT)

lMpenenbHas MOWHOCTb
Bl nepemeHHoOro Toka
(BT)

MpepenbHas MOWHOCTb
nnTaHnsa Yyepes PoE
(Tonbko nnaTgopma)
(BT)

I'Ipep,eanaﬂ MOLLHOCTb
PoE, nepenasaemas Ha
OKOHe4YHble yCTpOIZCTBa
(BT)

CeTb NepeMeHHOro
TOKa 1 PoE

HeT

oT 100 po 240 B ~
(aBTOHacCTpoMKa)

oT 47 npo 63y

oTr1,5000,6A

<50 A

40

150

175

130

CeTb NepeMeHHOoro
Toka, PoE, ceTb
NOCTOSAHHOI0 ToKa*

Cisco RPS 2300

oT 100 no 240 B ~
(aBTOHacCTpoMKa)

oT 47 po 63y,

oT2,2p0010A

<50 A

50

210

250

200

000 «HATI»
+7 (343) 379-98-38

sales@nag.ru

CeTb NepeMeHHOro
Toka, PoE, ceTb
NOCTOSAHHOI0 ToKa*

Cisco RPS 2300

oT 100 no 240 B ~
(aBTOHacCTpoOMKa)

oT 47 npo 63 'y

or3,4p001,4A

<50 A

60

320

370

280

CeTb NepeMeHHOorc
ToKa, POE, ceTb
NOCTOAHHOIO TOKa’

Cisco RPS 2300

o7 100 o 240 B ~
(aBToHacTpoMKa)

oT 47 po 63Ty

or3,4p001,4A

<50 A

70

340

405

370
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MpegenbHaa MOWHOCTb
PoE, nepepnasaemas Ha
OKOHEeYHble YCTPONCTBa
npw NCNosb30BaHNN
ycunenuns PoE (BT)

o

H/L

dunsnyeckune XapaKTeEPUCTUKU

Fabaputbl, B x LW x

BbicoTa cTOMKM

Macca c bl
rnepeMeHHoro Toka (6e3
moaynen)

Macca c nuTaHuem oT
POE (6e3 monynei)

HomMunHanbHasa mMacca B
MOJIHOW KOHurypaumm

[MoTok BO3ayxa

LOoNoNHNUTENbHbIN
KOMMJIEKT BEHTUNALNN

44,5 x 438,2 x 439,4
MM

1RU

6,1 kr

6,5 Kr

7,3 Kr

OT nepepHen naHenn

K 6OKOBbIM

H/O

XapaKTepucTuKy oKpy KatoLLern cpensbi

Paboune ycnosus

TemnepaTypa — Ha
BblCOTax A0 1800 m

TeMmnepaTypa — Ha
BbiCOTax 4o 3000 m

TemnepaTypa — Ha
BblCcOTax A0 4000 m

TemnepaTypa — Ha
BblcOTax o 1800 m,
KpaTKOBPEMEHHO (Mo
NEBS)

BbicoTa

OTHOCUTENbHAA

oT 0 go 40 °C

o1 0 go 25 °C

H/L

H/O

3000 M

oT 10% po 85%

750

44,5 x 438,2 x 304,9
MM

2RU

8,2 Kr

8,6 KI

9,5 kr

OT oaHow 6okoBoI

rnaHenu K gpyrom

OT nepepgHen naHenn
K 3agHen

oT 0 go 40 °C

o1 0 go 40 °C

oT 0 go 30 °C

oT -5 po +50 °C

4 000 m

oT 5% no 85%

sales@nag.ru

750

88,9 x 438,2 x 469,9
MM

2RU

13,2 kr

13,6 kr

15,5 kr

OT nepegHen naHenn

K 3agHen

H/O

oT 0 go 40 °C

o1 0 go 40 °C

oT 0 go 30 °C

H/O

3 000 ™

oT 10% no 85%

750

88,9 x 438,2 x 469,
MM

2RU

13,2 kr

13,6 kr

15,5 kr

OT nepegHen naHe

K 3aaHen

H/O

oT 0 go 40 °C

o1 0 go 40 °C

o1 0 go 30 °C

oT -5 po +50 °C

4 000 m

oT 5% no 85%
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BJIdKHOUC I b

Brna>xHOCTb,
KpaTKOBpeMeHHO (no
NEBS)

AKyCTUKa: 3ByKOBOE
nasneHmne (HoM./Makc.)

AKyCTUKa: 3ByKOBas
MOLLHOCTb (HOM./MakKc.)

Ycnosus XpaHeHnA

TeMmnepaTypHbIn
AunanasoH

OTHOCUTENbHAA
BJTaXKHOCTb

BbicoTa

H/L

41/53 pBA

49/61 nBA

oT -40 po +70 ¢C

oT 5% 0o 95%

4570 m

CooTBETCTBME HOPMATUBHbLIM TDE6OBaHVIﬂM

be3sonacHocTb

SNeKTpoMarHuTHas
COBMeCTUMOCTb

TenAakNMMVHUKAITAOHHKIA

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vyacTtb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNMYMBOCTD)

EN 55024, CISPR 24
EN50082-1

TIA/FIA/IS-QRR

oT 5% 0o 90%, HO He
6onee 0,024 kr
BOAbI/KI CyX0ro
BO34yXa

51,8/62,9 nBA

58,5/70,3 nbA

oT -40 pgo +80 ¢C

oT 5% 00 95%

4570 m

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vyacTb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUUMYMBOCTD)

EN 55024, CISPR 24
EN50082-1

TIA/FIA/IS-QRR

000 «HATI»

+7 (343) 379-98-38
sales@nag.ru

H/L

54,4/67,4 nBbA

62,6/74,5 nbA

oT -40 po +70 °C

oT 5% 0o 95%

4570 ™M

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vacTtb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knacc A
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNUMYNBOCTb)

EN 55024, CISPR 24
EN50082-1

TIA/FIA/IS-QRR

H/L

54,4/67,4 nbA

62,6/74,5 nbA

oT -40 po +70 °C

oT 5% 0o 95%

4570 ™M

UL 60950-1

CAN/CSA C22.2 No.
60950-1

EN 60950-1
AS/NZS 60950-1
IEC 60950-1

47 CFR, vyacTb 15
ICES-003 Knacc A
EN55022 Knacc A
CISPR22 Knacc A
AS/NZS 3548 Knact
VCCI V-3

CNS 13438

EN 300-386

EN 61000
(HeBOCMPUNMHNBOC

EN 55024, CISPR 2:
EN50082-1

TIA/FIA/IS-QRR
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xaparrepucTr Cs-03 Cs-03 C5-03 C5-03
ANS| T1.101 ANS|I T1.101 ANSI T1.101 ANSI T1.101
ITU-T G.823, G.824 ITU-T G.823, G.824 ITU-T G.823, G.824 ITU-T G.823, G.824
IEEE 802.3 IEEE 802.3 IEEE 802.3 IEEE 802.3
OvpektuBa RTTE Ovpektusa RTTE OvpekTtusa RTTE OvpekTtua RTTE

Cnucok noaaepxmBaembix MapLupyTusaTopamum Cisco cepum 2900 mopynen

MpoussoanTtens: Cisco

Obwwme
MoaynbHble 610KM NMUTaHMA MapLlpyTM3aTopa DOa
Twn ycTponcTea MapwpyTmnsaTop

NHTepdenc 1000 Base-X SFP

Moppep>XmBaembin TUM MHTEPdENnCcoB MapLupyTM3aTopa UHTepdeiichl 10/100/1000Base-T

Jnnenka Cisco ISR 1900, 2900, 3900


http://www.cisco.com/en/US/products/ps10537/products_relevant_interfaces_and_modules.html
http://cisco.com/
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